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fsom Groogle - .
Lib) 4t 'p'aowde_% \/r'dtua[ Machmeﬁ of \/CH)IOU_C compuhnj
capacities sanging fsom Canall inctantes( £q: 1Vistual
cove. with |. 38 Grce wnit and 6B munoajj-t—oh.gh

Memovy Machine lljpes(ga ¢ \ivtua| Cove with )
92 e onilk and 52 uB A reovy) -

A

(1) windowse )‘\au‘oe thua! machmeﬁ san Iaag
_ offeved Fsom mncnoso{ft |
tm H&U'M Vme PﬁOV'dCE Virtual Macktnes of Va'a'()“%
| cOn’)pu'h ng CapacrHeE vanging hom Lo Ll
metontes (4 Vistual cove Jve) w Vrh 5B
Memovy) 1o MemMoty intencive machmeﬁ‘j?ﬁg
L% uittual toves with 564G Mezmovy)
4] Paa s: Croogle App €ngtie (GIAE)
t) (AE ¢ a platform-ac-a'tevvice bffeved Prom
. 0ogle C e
i (2) 4t i% o.cloud-baced Leavice fo Ho;{u'ng web
‘7 Clp‘P[rcahong and s.{o'amg data - -
. 13) 8t allowg uest 4o bufld Scalable and Telighle
. Qpp[.ca’dOﬂ% that suwn Oﬂ*h‘qe que gqgtmgﬁha}
I 'poweﬂ U}OOﬂlf-% DLWON -ﬂpp[.cquf

- S LR | ‘J‘f'.l.'!llhkt

«d

e m m ea ok e o s E At d 4 d d A A D



—

(5) Dévelopes ¢ cah develop and tfect thels applicabione with
¢1AE Cok on a local Mdrchine and then Uplsad It ¢roogle
F“EP éng L'ng (CARE) with atimple click of o. button -

Lb) prum_l:fon{ hocked 1N.4A € ave cagyto huilt, Matntain
c,u’\c\ Ccale
() ean€ Cupportc applicabiong waittenin Seveval program-
- Ming Languages - |
(&) with Gﬁe'srﬁova suntune enVivonment developess
can build applicationg waitten in sevesal paogzamming
Lo.ncaLLafje§' :
(q) CAE aleo prsovides ~onlime Envitonment foy Python
" Languagey . o
Loy The pafeing model fot GAE 1< based on the amoun
C_Ompﬁti.ﬁj Jesouses uged a. L
L) e Provides tyee c,ompuh'n,g ¥eso u'tu__g-?uf_tlpp[u'catuns
vpto a cestan Limit - Beyond that imit, ugess
ave billed based on amount Of Tesousleg uged -

U-3. Saas: Lalesforte
A TaATA ATAS

A AVaTava Ve o . ‘ i

t) Lalesforte i< a cloud-bas_edlcus{omea Telo.tonsl‘\ff’ !

manajammt Sof twave offeved Aom Coftwawe-ag-a

- CenVvice |

Q) veess can access CRM applicatbion Aom anym‘\_me_

‘H‘ob’(‘)LLﬂh intesnet —enabled de.vftag Cehyae u_,‘o‘gK_gl-oi'tons
laptope, tablelt and Crnaytphones - ‘

(3) Lalesforce i< a popules cRtoo! fo0 Lupport, _‘:a[z§
and matketing teams coosidwide -

) Lalestorce SevVite¢ allow businegge

Vol Fyarae | —-"ﬂrL\hf\lr\n“. chey bLow BEaaoooowe 20 o o

é—tou&e



| tb) Loy Evarple: Linkedln- 3t bzings cvmpame:§ anuf

cuctomeds togethes orv’rhn Ry g

(6) cole ¢ foile allots cuskomes Teppecenlatives to'
Marﬁajq ‘cugtomen b'bo:ff'le'%,‘tmcik oppovtunitieg,
Oplinmije Ccmﬁpai(rjns f50om lead to clote cmd monito?

—the 1 nmPOct of: CWPQ‘(“}”E e

}"H Sqle s.-fo‘o_Fe SZQ‘QUI.CQIC((?ud.ng clot_l_d'—bq:gecl Cu__C,[()n"?ezj
-5&?5\1|'(_Q mcmaaemen’c.gaas . ; L
(&J .Sewsvme Cloud Psovides companies o call- Canke.‘s -
Like \)leuucmcl atlouus C'ﬁeahng,hadtmﬂ,ﬁouhhg cmc!
escala’cmj caSesJ ano provides Self Sevvile CCLPth'(IE\eE
1o Cus{omea% ' ! . B
, (CI) Qa(egporu ﬂ’k\nktm?xe{mj cloud ica cloud b(‘!&-ecl |
| ro a1} n’)a'oketmg Sdac- | o
o) Mao ke l:(_ng cloud allows cOmpanre%"hJ ide n{IFJ Sa[a§
F30mM Locial media,identify dhe most —+ enclmj infor.
-Mnaton on ang topic and atlou)s companie s to oc-lwelj

e”ﬂﬁlﬂe with Customebﬁ»; ocneaie and Aep\ogsoc:ql

content, Manage and emc_ute. optimided Socia) adyerti-
. -Sement Campaigns and toack The Pesfosmants of

Cocial .Ccﬂmpm'gn_g. “ ® RURRA

tu) Some of '”:)e toole l")Cluded N lhe ales £D‘UCQ fales

*Seyvite andl Hamteﬁna clouds i ncludc

- Accountsano] contadﬂg »chatter .l
. Leods Puiy d - “Ahaljticsanci

1



Bloud Rased Services

and appucoticms

y |51 Bloud Computing for Cdfealtbicare
) o

Specialigt
)

Diagnostic XRay, €T
] l?ub Scan , MRI, Physician
okc \

) Provider - @ —):
, i
[ I{DOC‘O” ~ E
)
)
' Hospito!
? 2 o P.|_ Public/ Private Cloud Public/ Privatecloud
| [aHBR( |
i 2 | HR System PR Y
Hl J Pas] (5]
b l PIS | Diagnosis Repor+s
LS. 5 — '
> 1%
J :

Pbarmacies
h
: $
3 : Payevs
N (Governmente, Private Health Inewance
v | Companies, Employere)
g
3 C’a‘a%.: Bloud chEutm% fg‘r CEQEGC*hcme
3 (" ﬂhe. above fiqure shows the applicavion 0f cloud computfhg
5 envivonments Yo the Gealthcare system.
3 R. (@fospitals and their afSiCiated providers con gecurel

Qccess  pavient data  stored in -the cloud and  share the

3| data with other Gospirals and physicians.
9 (3- Tatients com access theit own Gealth  information ~Srorn
3! all of +heir cave providers and store it im a personal
s ' Gealslh vecord (PHR). )

?q. CJoe PHR com e a nwvehicle For e- Pregcr-',%i'nﬁ , a technique
3' Goown 20  veduce POpEY  preccriptions and allows physicians
| omnd other ‘medical practitionets +to write & eend ??escti?*‘lcns
4| 1o o poriicipating pharmacey  electronically.

9 |5. Cdfistory and inmformation siaged stoved in  +he cloud ueing

3 SaaS applicarioms com siveamline +he odwissions , cave g
discthiarge preceese® by elivnimating Ttedundant data collection

I and entry- - .

3 '6- C3ealtth payers can increose .the efSecviveness € (owet the




53 Bloud compm-ing Sor energqy Syystern e

A

Gireen Rower
_ generayion

Cloud >-based Framewor
‘E predicting faulte 0 eneyg
gystems

-
Data o ‘ | Faules Database
PCalleclons - Updamon

Faul¥s o ”:1 P liul#ﬁ Databose
Predichon L = Maintehan ce

Cloud - baeed digtributed
batch processing

[

T ATATAS

R AV,YAY LY. wa
f

R R R A R NN/ A 1/’

-

Cdiq.« Bloud corputing for emnerqy .'agsfems

I.cgnergu systems cuch as smart gﬁds s  Powevr :p(crnts i wind
turbine farme, etc GQove thousamds of sensors +hat
ngﬁr. teal - ¥ime tnointenance dara comtimuously ot
condition  mmoniroring &  §ailure prediction purposes.

2. Cloese energy oystems fave a C(atge no.of critical
components that wmust  Funciion cortecyly so thar  dhe
systems can  perform their opevayions correctly .

|3. @or enample, a wind turbine bos o no. of critical
components , .., ©earimgs, ' YLEMINQ Qears - etc +thaot wus
6e wonitored cavefully as sudden = change in  operaring
condivions of * the +wnachives can veeult in  failures-

G 'dHUUSIIUU

L dn systeme such as’ power grids, veal - ¥ime information J

is  collected using. specialized electrical sensots FaLLed, 3

Dlacor offeasurement Umits (PMU) or the substitutions

5. €dhe imSorwmation veceived Storn  PMUs  wnust be tnonitored

in ceal- time For ectimating ¥ae grave 0§ the eystem

€ for predic¥ing Lailutres: , <
-

6. Nointenance € tepoir of euch complex oysterns is oot 3
only enpensive 6ur  also  tivne: comsuming , toerefore Soiluss
can couse E\u%e- (osses for ¥ane . operators & SL?‘PPQQ a

outage [ invervupion $or  customets. =
1. Gereric Lramewotl , cuch as cloud view con Ge ueed o
yaintenaonce data, 6cto¥aqe, p’tocess{wa < Gm:&\asis of
rnachine Ynaintenance data, collecting Stom a Corge no- ¢
of gencots embedded in individual  induetrial mnachines,
im a cloud computing enVitonInent: - -

-




cloud Gased architectures that (everages the advontage 9 of
the parallel computing capabilities of +he cloud o make
(ocal decigions with global information egsicienk(.\d-

53 Bloud Bomputing Sor Jransportarion Systems

Vehicles with hocki‘nﬂ
€ eenging devices

oo
@)\) (rry )

Pablic | Private Cloud

Real - time Dynamic

2 /| vehiele ':rock‘ma Vehicle touﬁni

Aleyvts

| %‘8"%1(_2‘.!.6 Computing Sor transpotrtation
| Bysteme
|

- é.me’(({gem CJraneportation bysterns (1Ts) fave evolved
Si@nificantly in  tecent years.

R-e)ﬁ’od.ern 178 are driven 6‘& data collected §rom mu(ﬁp(e

Sources  which is  processed o provide mew Services
o their nsers. ‘

3 ?H co((,cc\r.mg. Cotge omount of data Poarn Vabidis sotsies
processing the date M6  ueeful inforrnation .

4- ata - driven 176 can provide Tmew getvices such as
advanced toure quidance, dynarnic vehice touting,

anticipating  customet demande §or pickup ¢ delivety
Pproblem eie.

5. Fﬁmaritnd, collection € orgamiration of data Srom tnultiple
gources in real-tirme § ueing the wnaseiVe amounmts of
data for providing inre(ligent decicions Sor opetations €
supply chainss i a wajor challenqge, bGecouse the size
of the databoees involved 15 very lotge € teal-time
analysis tools Gave mot been ovailable.

6- @5 a vresult Carge organizations are facing problerns
| which commot Ge overcomed apparently of analyning
. lergbytes of unovaamwd data ¢toted on isolated €
! &istincet ﬂeoﬂropﬁn{ca( Cocations. '

%. CJtey propoeed o cloud - based  Srameworfh thov can - Be
used for Hac@ihg € wmonitoting Sresh food Supp(va
| which con be damoged during 4tansit due *0  unrefi-

| [T R S | Pmam od U s m [a) il a am e ey T
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vremedial vneasures
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a

(imited titne
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Ye - vouted

o0 a

closeT destinanion-

gets tottem can Oe

i) eplerts can 6e

rareed to +the

condition s »

dtiver €
ouch as

about +ransit

the

the distributol
container tempevature

eiceedin

e

allowed Gmit, &Gurnidity (evels going out

of the allowed Gmit, evc. &
taken beSore e Jood getvs

corvrechive

actions

can 6e

5.4 Bloud computing §or wmanufacturing industry

‘
Y
¢
)
S
¢
]
§
{
dnma%ed- ¢

Giather data from
PLCs ibroug

Acceas Control &
moanitoring data
anywhere with cloud-

PLC

baeced apps

oPc

7

pPLC

Publie [ Private Cloud

)

v

Data .
Aggregahan

Dato Filtering N

Data .
Campyession

LDCM) Analyries

- .
vs omchiving

!ﬂMI Cantrol |-

-

Ap £ &P AT AP AN AT LD SN SR N e W A

distridbused

Cdig.: Vloud Bomputing  for manufactuting - industry:

. I- §nduetrial Bomtrol Gystermns (1€e), such as supevvisory contol ¢

control

€ data acquisivion (SCADRA) systerns,

such as
generate

eysterns (DCS)» & ~obher “control eysterm con§iguvation s

prograrnmable
monitoring €

- Real - titne collection » Tmaonagewment g Qno(qsis of data

(ogic controllers (PLC) comtinuously
control data-

on.  productiomn

operarions

caenemted by Ics, in cloud,

impro've
action

”

con Gelp in- esvivnating e

stave of the

S\Astems 9

theivr

in rveal - tivane
“tachine -failuvres-

-

pev sonmnel

safety € +ake oppropriate
o . p\:e'\r@f\t ) sudden { :

c
¢
¢
¢
€
‘
¢

unexpected ¢

¢
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85 @loud computing Sor Yovernment

1.®Bloud computing ploys a significany vole Jor improving
¥oe efficiency ¢ +ranspavency of govt operations.

R: Bloud 6Gased e-Povernance systems can {mprove the
d,etwer“ of sevvices o citirens , Ousimess, govt.
employees €& agencies etc _ .

3. o iwprove the pawicipation of all TEQPC"‘“"""{‘G patties
M yatious govt schemes €  policy Sormavion processes -

4. Public sevvices such as public +ranmspord fesetvarions ,
velicle vegistravionss jesuing of driving _ (_’icense"" ’
incorne tan  Silings electricivy & worer 6l payments ,
fitvh (ov) marriage ?egietm&—{one, ete  can Ge Sacilitared
through  cloud - based applicotions - ’
5. CJhe Genmefit of using clouds fof  public setvice applications
is that the applications can be ccaled upto serve a
(arge Mo. of citizens.

6- Vloud - based applications can ehare commmon data telated
to citinens.

3. Qtilivation of govt echemes data can be collected Srom
citizems € used im e policy Sotmatiotn  process ¢
wnprovewneny of  schewmnes-
fGollowing Sigure chows gemeric ucecase of cloud
Computing Sor governrnent:

Cemtsal Stare i
Govevnrment

GIO’VO;'ome_nf_ 5

4

Intesmation 7 i Govi g"'I'!}‘.'D/oy
<l ??1\/5\&& —>| ~ees g
GO'UQ'umg-m '\ GCloua —Aigen Cres
-

G2l

. [ -
Clttrers %u‘n—n? i
Seeren NGO,
-

AL, s

/ ' \G,Z-B




5.6 RBlond BVompuring Sor FBaucavion : -
|.Bloud cowputing Gelps. in  improving the quality of the %
online education +to students. , . ¢

2. Bloud - based collaboratrion applicakions such as online N
Sorums, can Gelp grudents discuss _cornmon problems & So
seck gquidonce Srorn experts 3 s €S
3. CUnivercities, colleges € schools con use c(:ou_d - 6os§m mvee q_ ‘
information  wnanagermnent gystemns ¥o Odm"sswni . educit{on t;\
adwministravive efficiency, offer online € d\skaﬂcd i )
progroms , online enams, +vock Pprogress By Swaee ? Qﬁ\)
collect Seedback Svorm ctudenis: - L\‘

L Bloud - Gaced online (earning systerms con 'P“w{d‘e BineRss Q\'\
to GQigh quality educational wmatetial o students. .
5. Bloud - éosed systems can Gelp universities couegess'ﬁa o
schools  in cu-&-‘mg down e IT -{m&ostvuc«tm'e costﬁo e SRS
provides access +o educarional setxvices ‘_‘60 a, Cc’eﬂe o ‘ <3
students. Welow Sigure chows a Qqenevic WSE Cae ‘

cloud * for education. e :

€3
< Faculwy/ ; - C.3
. _ “Teachels 3 x : ~ E»)
: . " &y
University [ Sehool - _ - S
?l Information Management :
Systems ' g
)
Z 3
Virtual Leo\'n{ma - RS
: “Collaborats
el T I el S
College( Gehool bline  Video,
ge( Sehoo hecture Repository Forums 3
~ 3
b c 3
(= |
3
Faculty | Teachevs/ - c
Regeavcheys o
Educators Students B
¢ D
5.3 Bloud Vomputing for eifobile Bormmunication _
I ffobile communication infrastructure involves wmultiple nfw €3
devices for +he <radio qccess network (PAN) € 1ihe core <9
networ® (cN). . . C'!',

i

2. % wvarie ky of velovred Qordwote componenits g systerns ¢
are wueed for these metwork devices imcluding +heir 9
cost g inCleaioility- :




b Que *o the increasing speed of inmovation, e (ifecycles
of e mlw devices are becoming shorter.

5. Hevwork CFuncrion Virruolinavion (NFV) s geen as a ﬁe\a
enabling technology Jfor e 6™ gemetation of dfekile
Bommunication Nlw (56) in the mext decade.

6. NFV  will (everage cloud Computing to combimne the
multiple nlw devices invo he cloud.

3. Cde NFV  aychitecrure 6&111%‘ standovrdined (‘.nd %uropean
Clelecommumnicotions  &tandards §nstivute (ETa1) ™ode LD
0§ NFV in§rastructrure , Viryual Nw Sunerions ¢ NFV
managevnent § orchesttation (ayefs. :

8: NFV iz tnade up of Wlw SuncHons implemented in slw hat
TANn on  virtuolined tesouvces in the doud.-

A NFV enables the sgeparvation of nlw Sunerions which ave
wnplemented n slw  Srom  those of +the underﬁg{ha alw »
thus, nhu Sunctions com be easily teeted & upgtaded 6y
metalling mnew elw while e &Glw remoims ithe sawne.

0. s f(.ev.i&iﬁi’ca will speed up inmovatrion ¢ veduce the
tite - %o < market .

RRY

o> RRH
_ Virtual Nerwork Funcrons
: 5 =P Virtual BBL Cluskey =31 NFV
’Opn‘c Vi Ro Shivasivacture Manage -
. Y smis':‘»iﬂn irtual | [Virrual Vittual ¥
QY T oW Tran Compute | [network Si-ot'aqe PIGRE
e
Vivtualization kayer Ovchegir.
-ation
L L&mPUTE Netuwork S{-ﬁtntig

- C¥ae above Sigure shows a uee coee Of cloud - baeed N-FV
architecture for cloud - Gosed fadio Qccess n[w (c-RANs) with
vivtualined obile 6oee stavions (Paeebond umirs).

_Cloe bosebond umite such ae edode ® M 4G, in cuttent
Mobile communicarion M[ws are co-(ocared with the cell
towers on-oite § tun on velated Qardware.

— With many NFV & cloud the BBUs can be virtuolined
only a¢ wony Ttesources as tequited to Tneet the
wotklood (evele can e Pprovided on- demand .

_ Cdaie will vesult in significomt power gavinge.




2
i -/J

— dibove Sigure shows a usecase 0f cloud - Goeed NFV
atchitecture for mobile core wnlw.

- CJae core wmlw devices suchh as wmobility managerment
entity (MME) , CHome Bubscriber Bevver (HES) 8evving
Qoteway (5-GW) € packer data mlw gatewod B 5y
com Ge irmplernented i slw & deployed om virtualized
tesourceg in +he cloud - : .

— Benefire of using cloud - baced NFV avchitecture £:or~
mobile core nlw include improved Yesource L\t{('.t'hcnhon
efficiency » mlw resilience, © Slenibilivy iM., ecaling up
Capacivy-

6 |Bloud Voncepts & Jechnologies
6-1 Virtualina¥ion : :
l- Virtuolization is a rechmnology W cloud cownputing .

2. Virtualination vefers +o the. porvitioning the rvesources
of a physical systern into wultiple vittual Ttesources

(computing » Sstoregde, nlw € memorld)‘

3- 4t is a Rey emabling techinologd of cloud computing
& ollows poolimg ©Of tesource s

u- dn cfoud compuing vesources ave pooled to eerve
multiple usere wsing rulel - tenancy . .

5. Julei- tenont aspects of§ the cloud allow multiple usets

to pe ocerved by the Sowme poyeical  Gordwore.

6. Qeere ave qgg{%nedf' vivvual  resources +hat rtun on
top of the physical Yesoutce s

3. CJhe Sollowing diagrowm™ gh?ms the avchitecture of a
virtpoli nasion rechvnology WM cloud computimd.

8. (ke physical vesoutces such a8 computing , grorage,
tnemory § nlw vesources ave vir tualized.

G P e aatviinl i AR GONEY DOTEMONIE e alrrcmimal

-

Chig. : Clovd Compuring for virruolizing zdie: acest hevnvk s
~ 2 -
W BBU ¢ Baseband Unit Hes ¢ Home Subscriber g’-“"e"ﬁ\ P
\1"& P@. o RRH : Remove Radio Head c-Gw : Serving GareWay ::
MME ¢ Mobiliwy Manogemeﬂf P_-GW? Packet Data Neruork -

Entiby Gateway >

~

“n

-

Radio PAccess Nerwork T
Thtertner “

» & i
O Ry f\
\—-”"/ .‘

15

P

~

BBU l_)*

S LT .
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L. 5
lo- Virtualixation (ager allows wultiple 0S5 instomces +to tum
Cu‘\‘?enbtﬂ as  virtual wmadaines om the eame und.et-CgLﬂg

Physical rvesources.

* Cdfypervieor «
1 fdhe  virtuolization (ayer comeists of o bypervieor oY o
VTtual Macine Monitor (VMM)

B-CJbe Gypervisor presemts a  viviual opetating platform o
Q  guest ocpevating system (09)-

3:-TJhere are +wo +ypes of bypervicore are chown in  he
:foLLom:mg Siguves. -

Guest os Guest oS
-|| Guest os |Guesr os . t , f l Fig.«
- ' Hypevvi Hypevvicor
L Hypervisor j — isar | é{;'———_—
- esigp :
l- o _ Host 05S ] =
Hardware ’ ype - 2

l@ 61 P EEB @HC“W&@

€dNg. « Hupervicor design : Type- |
h- Cdype-1 Glypervisor (o¥) the marive &ypervigore ryun divectly
on +the Gost Gordware ¢ conmtrol ¥ae Gordware € monitotr
the quesy 0OS-

5. Clype-2 %ﬁapeﬂr\r{sor (or) CRoet Bypervisors Tun on +op of a
conventional (vnoin[ qost) operating ©YsSterm € Ttnonitor the
quest o065 .

* %uest 0s ¢

I.0h guest 05 in om 05 ¥hat is installed im a wirtuol wmachine
n oddition 1o +the Gost (or) mnain OS-
2. dn  ~virtualizotion, the Quest 06 con be differenit Srovn the

Gost 09
Various tetvns of  Virtualization approaches enist <

T Y e TG A YU U

Full Viriuolization ¢

(- 4’0 L£ull virtualization , ¥he virtualization Cagc'c comptete(.g
decouples the guest 05 Srom e

under(ying Gordwaovre. User Applications
2.€J6e gquest 0S5 Yequires mo wnodifi .
- cotion € 15 nNot awave tat it Upmodified Guest 0s 7
| 18 Geing virtualined- . —
3. CFul virtuolination g  enabled Yirtual Machine Monitor

(5 diveck ti0 o uset
g di evecution of ] Sysrem Havdware

tequests €  Ginory translation
o§ 0S requests. J ! %

et B

F';g-'. Fall Virtualizarion



e —

Para- Virtualiration :

[

1o dn poto-wiﬂuok{zotcon, the guest 0%
communication with  toe

g efficiency:
5. €Jge qQuest 0S Qetnel {¢ wodified
to vreplace non - virtualized insivu-

_cvions  with  Gypercalts  thar will |\ agiged Guest ©S
Cornmunicate divec’cl% with  yhe

is wmodified toO enable
Gigpervieot to irnprove Pet Sormance

I Ueer Appll canhions j

vivtuolinationn  (ager  Gypervisov. Virtual Machine Monitor

) System Havrdware
F{g.: Pata Vi-r,i—uo(mc*{on

= @ &y el

Hardware Virrualization :

I ‘avdwore  assisted  Vivtualination s  enabled 6y Hardwore
Seavares such as  dunvel’s wivtualination Clechnology VT-2
and AMD's AMD-V. . .

2. 4o

Gordware assisted . virtualizotion, sensitive colls are
cet o outomat{col.(\a t¥ap ‘o

3. C36us, there 15 no need Sor eirber Ginary translation of
Para - virrualization
Bollowing table
popular Gppervisors.

e E\\ape?vi Sov.

shows (ete o0f sorme enampled of

%ﬂaperV{SOV Cdype
c‘t‘?u-cm Xen Sexver T T‘ﬂpe -
Oxocle UM Sexver Type- !
KV M Tgpe=1
VMWote ESX[ £5Xs Type - !
MicrosoS§t Hypet - V Type-
Yem  Hypervisor Type -1\
VMWware Norkstation Type-2
Vitrual Bon = Tlipe-a
6:2 Road Bolancing .
I-One of +he importont JSeorures of cloud computing 8
8co(06i(.ih&- )

‘%(oud oomput{na vego‘urces con  ©e scaled e on  demand
to ‘meet the performance tequivernents of applications-
Food sGoloncing  distributes worklcods actoss vaulerple
Sevvere o neet the - applicationn workload-

- Cleve goo‘e of (ocad 'ch(.or\c{'na techmiques
Tairum uki\,i'z\_ot\'.oh of vesgoutces ,

ate o achiae
MinImizing e



across wultiple vesouvces -
6. %Koud'--based .app(.{ca’c{ons con achieve &Qigh oavailability €
telinbility with  (oad - balancing.
I 2 .
7. Poad bolancers ave ueed o' cerve the user Yequests ., T
the event of Sailure 0f ome or wmote of the vesources -
(cad 6Golancet® con outowmnatically  veroute tne usev traffic
to  the Geolthy tesources.
8. C¥ne vouring of user vequests ic detet vnimed bosed om
a (oad (DGQOL'ﬂcmg o(.caor‘ifh-m ‘eommon(.g used Coad
Balancing  indude:
— Round Robin = CJae servers ave selecred one by owne
cetve he incoming Yequest in o mon- Gieravcatal
cireulor - Sachion with mo  priority assigned to a

Specific sevvet.
- Weighted * Qound Robin *
t dn weighted  round tobin (cad Galancing ., servers ave

aseigned * sowne weighits.
g- The 'imcomning requests ave proportionally touted uwsing
O  gtavic or: dynamic vatio of respective weights . !

- Tow Ratrency * ]
- dn Gw latenicy  (oad bolancing the (0oad 6Halancer

momnitors the (arency of eoch servey.
2. Bachh incoming tequest is vouted to ‘the setvey whieh

) Gos tae f(owest flovency.

- Least connections : In  (east commectione (cad 6Galaoncing s the
vouted 0 e server with the

incoming tequests Qve
(east no. 0§ conmections:
-'l?ﬁorit'ld:

[ 41:1 Ppriority lboad Gboloncing , eachh Gerver 1S agsiq-cxed o
priovity- o
2. Clhe incoming wofSic is vouved *0 the Gighest pviority
(ong o6 +ae sevver is ovoiloble.

sexvey as
3. When the &ighest Priovity ceevet owvoiloble Soile, he
Mcomning  wraffic i voured 0 o sevver with o (owet
Priovity.

- Overflow:

(. Over§low (ocad balanecing is  eimilor to Priority (ood
balancing.
3. When e incoming requests to ﬁigbest Pﬁc’ﬁhﬂ server
over §{ow, the <tequests

ave Tout
server. 0 s 4 oy oy

— Clae Sfollowin Sigutes  depi
oPProaches. . + preks  wvarious  (oad 60(01\::1‘118




Tnternev Tnrernet T cuiial
l.oad
"" _ koad "’ Balancer J’ head
= Balancer El Balan cer

S N4 lJ\.s J./ \
@ SIS 5 B &

(b Weighved yound katency Larency katency

A i H' h
Fobin Load Balancing bow Rhedicim L c.?
(¢) how 1atemld oa
Balancing

%I\'ﬂemet Olme\net O Internet

Load . l.oad load

Balancer % Balancer ':—:_ g) Balance,

*\K/XX\\ AR AN
5 B 855 BB E

Least Piorirg: Riovivg:  Priority: Priotityr Priovitys:

(o) Round Robin
load Qa\ancina

— Cdot secsion baosed apphcohons, an iMportont 1esue o
flandle during (cad balancing 16 the pereistence of

moultiple tequeste Srom a  pariiculor ueer ©eosion. e
commonly used percigstence agpproacthes OT€ described,
oelow =

. F?)Bt\‘cﬁu seosions

cartied our +to e scame eevvet CJhese sceseions are calley
sticky secsions.

— Renefit of +thic opproach {e thar v makes  session

TMonagerent  simple.

— Oroawback of this approach {s thor 1§ a gerver fails
oll  the geecsions pelonging o ¥at  gerver are (ost

(b) &esoion doiabase :
P e e ol Pl S

- c‘ﬁ(.{_ the session inSor™marion 15 svoved eatey ha(tg n
a sepovare gession dorabose, which is  often replicoved
to awid a single point of§ Sailuve.

() Broweer cooRies :
- CJhe seecion infor matiarn (s Stored on tae client
gide M the term of browser cookies

- CJthe ©enefit of tais approoch s that i mokes
the 6ession management €0sy € Gas the (eoast

P N, T, I, T, T ),

t
{
(
{
{
!
!
{

|
)

{

Connectieds  [igh ~ Medium  kow l:""crin.,,
(d) Least Conpections g o G High~  Medium e
load Balanecin Ce¥ Frioxs ‘i (8)Overload load
alarel 8 Bcloﬂcmg Balancing

T——

— AWl ve vequest Ge(oma{nq to Q user session ave routed./



—

= %}; ‘ES- wiiting -

— ORL te-write engine otores the secscion
, modi §ying the ORLs om the client gide
- €I6ie  opproach ovoids overhead on the (oad bHalancet.

— Orowback {6 thar the outpur 0§ ceseion infor motion
con be stoved 18 (iwmited

Rood  Balancing can  be implemenied  im gw & 6|w-
- Hoftwore based (ood Galancers fun on  standard 0S5 €
Cike other cloud <Yesoutrces , (oad Galancers arve wvirtualized.
- Cordware Gaeed (oad 6Galancers implement (oad bq‘[,ancina
algorithme in  dipplication Bpecific Ontegrared Vircuits
(As1C8). '

iNSormatron GH

%‘XOW.PLCS o§f  Poad 'ﬁo(chcingz

Road Balancing “Iype
eNgin= SoSrwore
HF‘P?O?&H &oStware
Pound &oStwatre
‘ Vorish Bofrware
( @isco eystetns catalyst CHordwate
} 6boo
' %ogote point equaliner Cdardware
| FE eNetwork BIG- IP FHardwate :
i LTM
19)01' tacuda (oad Golancer Hord ware

|
|6:3  Bcalabilivy ¢ Blaeticity :

EI-MUL*{-HG“ applications  euch ase e- comrnerce , social

' "nel-wot'%{'ﬂg. pusiness - to - bBusiness, etc can eAperience
vopia chonges in  their  tra§§ic.

'2.%achh  website ©Haos a differenit ¢roffic plarform wbeh
is  deterrmined ©Y a no.of Sactors +hat o generally
Qord +to  predict GeSove.

3. Modern web opplications  Gove wmultiple +iers of
deploying with  varyging no.of eservers in each

- tier. Bapacity plamming {is an  importont task Sor

| euch applications.

:|+. Clraditionol approacﬁnes for qugc{{ra P(g'n'nfﬂ(‘d avre

. Gosed on  predicted gutcomes demande Sor applications

: €& occount Sovr worst caee peai (cads of applications.

6. When e workloads of applications increases, the

tvadivienal approaches cam 6e either ccaled ap

or
scoled out .

6. &caling up involves upgra

. - SR 1. [ S— o —

ding the 6w tesour Ceg.

.
fr, 75 UTRIIO Sty xR W,



demand  fovecaste at  regular jotervals  of time.

a. Variotione in  workloode ore vapid y +Yoditional QPPproaches
ate unoble o Reep ttock with  the demond which  (ead g

to  pelther over - provisioning ot under provisioning of resouraeg
lo. ®ver - provieioning of resoutcec leade w0 GHigher capital

em:pe'nd.{ Yrutres than requi'cect :
ll: @inder - provieioning 0§ vesources (eads to ¥va§fic overloads
olow Ttesponee tiwmes, (ow throughpute €& bHence (oss of

!
oppor tunity *O sevve ¥ae customneve. f_}"/

~

4 '
l"""'-'f /

-
3
3 q
[4]
| 2 (
= i
c
& (
[
- ¢
Tirne c
| “&ig-: Cost versus Copacity cutves g
2 er(ogm}?m- c
— Reployment Provotyping can  Gelp in moking deploy. ¢
“thent  atchitecture degign choices . _ ¢
— By compavring perSormonce of alternative deployment
| atchitecsures ,  deployrment prototyping cam  Gelp in ¢
choosm% the ©Gesr g wnost effecrive dep(og'meﬁt arcbitec- ¢
-ture  that con  tneey the appucpfion per formnance (
Tequitements .
| — Reployment deeign is an  alternavive process  thot ¢
itwolves  the Solowing three stepe: {
e erﬁogment Pesign {
R- '@evformcmce Bvaluation - (

3. Deployment Refinement.

r .Y




Deployment Design
Number 0 +ievs |

Nurmber-of ceyvers in
each tiet

Cornpute copocities,
memory € gtorage of
geyveys

Sevver [nterconneckons

hoad Baloncing and
replicavon strateqies s

- “
»

/

"Veployment Refinement
I, Horizontal Scaling j

[ Vertical Scaling j

Per$or mance Measurement

Applicaton workload

Alternanve eerver (
- - 5 -
\nNtevrconnNecyron _ Rl incion g—

¥ (cPo, memoly, disk, Ilo)

Altetnanve load
balancing € replicakon

Strateqies
= : F\'g.'. Cloud applicaton
T u deploymeny )ifecycle
s Qeecoamen-t Qes{gﬂ ——— —

x ehpplication deplogment is ' :
specified in +he deplogment configuration )
Clhe wvaviables {n this Step iaclude  the mo of setvets 1N
¥

each tiev, computing , rnexnory & svoraqe cclpcc{\:ies of
getvetrs , server intetcounmection , (cad. balamcing and
teplicarion sttareqi€s:

¥ Deplogment is created 6y provisioning the cloud
tegoutces as specified N tae deployment con§igutation .

»Cdhe process of providing resources & deployment creation
ic autotnaved € involves a Mo-0f cgrteps guch as
(aundaring of ee¥vetr ingtances, configurarion
sevvers g deplogment of wvarious +iers oS applicatron
on e gervers:

R che Brvaluation
'« Once e applicavion is deploged in vhe cloud, the nexr
step in  +ae  deploymnent  (ifecycle is to  Verify whether
. the application rneer® ¥he performonce YeqUlternents with

the  deployment. '

*» Cloie  etep involves moni’corina the wotkload o the
apPlication @ measuT'ng various wotklood patavnetere
guchh as Yesponee +imne ¢ maovnogerment.

L% €3he urilization of cervets CPL, memory , diek ,» Tlo ete

i eoch «ier fg  aco wonitored .

created with  wvorieus tiets as

OE e




|

N 1 0N 9 4 g

3. W ReSinemnent ¢

echSrer evoluaring the performance of the applicarion »
deployments ore ve§ined co that +the application cov moeet
the perSormance requitewnent. _

¥ Various altetnarives con eaist in  ¥his step such os 've\rh'_cat
scoling . Govizontal scaling , alternarive gerver 11_qa.—e'rconne€“°m’-

n

alternotive (ood Galoncing ¢ veplica tion  gvtotegies, Sor <
instonce ) <
Baamples o§ populat cloud deployrnent rnanagewment goolsz g
- N ______J__.._-———'—'—_"_""—""'--
Cloud Deploywnent = 9 .
Management Tool ca‘eotu?es [
_—-——'_—--—.__-’ .

. +
Righr 8cate Oesign , deploy & manage cloud dep(o'ﬂﬁ:m ,
acrose whultiple public or private clouds: -
P
&calr Provides tools o ouromnate e rnanagemnent :
of sevvers, vnonitors scerverss teplaces &
gexvers thar Sail » pvov{d.es auto  ocolityg § ¢
backups. A

. . = 0S8s

Kaavo ehllows deploying applications ec-xee;m(.% dacf 1
multiple cloude, wmanoagiq ‘fi‘g’”‘ ufce 6ility. ©
opplications € aurormating tigh aveilo y. &
Bloud Srack Hllows eimple g cost eSSective deploygment .

monagement ¢  comfigurarion o¢ cloud
comnputring envitonment. €
———

6-5 Replication

I. Replication 19 used. Yo cteate € Tnaintain multiple
copies of§ the data n the cloud-

2. Replication of data 1is {mpoftcmb Sot pmctico& teasols
such ae busimess conwinuivy € disasrer vecovery]:

3. 4n vhe event of data (oss OF ¥he primary Cocm:«:an,
otgoninations com continue tO Opevate +their app({cqﬁom
Seorn secondary dora soutces.

y. With reol - tivoe veplicavion of dara, otganizatrions
con oachieve JSaogter tecovety Sror fnilures.

. Cdraditional { r [ .

5 i Qe ¥ e 6‘39‘;“‘995 comminuity € disaster tecover
Pproaches don’t provide efficient, coct - e¢Cective
€ oautornared recovery of data.

6. Bloud bosed dava veplication approaches provide
replication of dota n mu(t{PCe (ocations, automated .
vecovery , (ow tecovery point o&a’ect—fve (rRec) € (ow.
tecovery tite - cﬁdecti'ue (RTO) ,

a. dv d»_ar_Mrv_S_Frr_r— - M- o

[ Y

B CBCOUCL enables 'rap-id {Tﬂ:&a(,emen\,qt—{on of T'GP('feﬂHon
solutions for ditastet recovery Sor ewmall g
nedivm  enter prices @ (arge ovgaminations.

e .,

. A

[



shown below +

Cdhere are thvree  replication opp“oaches as

(o @”C‘fd - based rsg(icotioﬂ :

Primary Gite

Cecondary SGite

Fl

Shotorie Prroy

Storage P«r#éng

!_Cg'rmg- _ansed teplication uges cornpatible storage arrays to
autrematically copy data Stom a  (ecal storage avvay to
Q Yemote Storage.

"gt can work in E\etemaeneous envirenments with
different Os.

- cbrray - based applicavion uses network
(NPS) ot Siorage avea nlw to veplicate

- ¢h drowbock of this orray - baced rapplicarion 1S that
it  requires gimilar aqrrays atr (ccal € rvemcte (ocot1cﬂ§,
thus for  the cost for gexting up mrmd-()osed TC"P[‘CO“OH
are  higher than the otber appreaches

attached stora qe

(b) eﬁetworﬁ - Daged %licoricn '

Cecendary  Site

703 00 O
|

Si-omae
Netrwor b

Replicanen
Appliance I

Replication
Appliance

L.

e e,tfetw%r% - boced Yeplicatien uses an applianice that site
on tQe \ . J

| 60 " T‘{UJ L 'l.n’rETCEp*:S pgc%etg !cbozt ave sent S‘TO.L,.\-L

’ 6¥S €  storaqe artoye .




-Clae

Qererogeneous

of failuve.
- Clkis
Yeplicarion
(c) C&ost - based

of thie
enVvitonmments

bene§ite approach

€

OPPTOOC.%‘ “1tvolves
Qardware ¢

‘t"gg(n cotionm ¢

(n-i%be‘r
L]
go§twave.

is that
tequitese O

initial costs .

vt sL\pPpotrts

st \"1%(5 Po";nt.

due to the

—4

PYIMOY\' Sire Hosts with replication

@ 09891’3

Stoy aqe
Network

Gecondary Site Hoste woid rephc:nhc

O30

St—oraau

Nerwor k

—

-

R

3.

- @a‘eosr

— Cgfost

6.6 efonitoring
1- Vloud

baced
to

acts

Yeplicavion
transfer data Srom o
e rveplicovion
ehn ogent 16 ingvolled om
with the ogente on he
€&fost - Gased ‘cephco’non con e
§ile - baged -

Vlock - Gaced replicarion typicaly
volummes of the gome sgiwe on
severs.

€dile - bosed veplicatio®  requives
to ©lock- Gosed storage:

S(w

Qs
the
ovher

m
ee‘rv{ce

vesources con Oe
provided ©3 e cloud

Sonivoring sevvices ollow
analyze toe s dava om vaYious
05., monitoring seyvice
sysvevn & aprxCo"nOh metyice

cloud compunmg Anstonces.
cmaon{korv,_ng -gervices

Mlsers com olso define
monitoring tae cloud

sers can define vatious
'moni’cori'ma data .

c}ﬁonitorina seYvicesg
based omn the

Jfoniroring of

et

oleo

clovud ftesoutces

-~

tune on srandard
(ocal o
conyrol mechianism .

c&oud. usets
monitoring  Tnetvies.

allows » collects
Srom  the

provide vatrious

actions

provide ~vavious
monitoring daa

setvers
Ternote

€ ueces
(ocation .
Gosts that commuricaly
Gosts-

either 6loch - ©ased or

dedicated

tequire
Cocal €& Yemote

borh the

(ess

onitoved 6y monitoring geyvices

pmviderg .

to colleert and

‘data on various
Sollowim g

' |
pre-deSined metrics.

Sor

custoyn mevtics

xegoWuYces.

Gased o the

Sstakistics
coWected .
e

‘impor tant Gecause

FI #) ¢ o8 vl v 7 wPwl ol wlPol v AP P Pod/ B |

stolaqe, As, comban ed

7171 41 71 71 71 71 A1

7L

/

vl i |

1



- W W

- Below

fiqure ohows a gemeric avchitecture Hr a cloud

moni toﬁng getvice

Menitoring Sevvice
Metvics
| Daghboard
- —
Cloud ingtances||—— Ackions '
]" “Actions
Statisrice [ : :
= Notificatiorws
L
— Belsru . E:E‘ Tuypical cloud Tnomitoring gevvice arvchitecture -k;'
e ¥ . = -
s a st typical monitoring wetvice used Lor
COMpuing  vegoutces .
“Iype Werrice
CcPUL CcPL - usage, CPU - Id(e
Nisk Risk - i
- isk usage , Tyte [sec (vead [write) , operations/ sec
emoT Yy egﬁaemo‘cla - used , Qh?emorld - C&xee , 'roae - cache
Qorerace Backers [ sec

6-7 &oftware PDeSined eﬁ'etwov‘&{ng (sonN) -«

Networ k Network
Applicaton | | Applicarion

Network Opetanhng
Sysrem

Gpecialined Packet
Forwarding Hordware

Network
pplicaricn

Netrwork [ Networ K

_l Network
Applicatiop|™ ™"

Application

o

Application

Nerwork Operating Sysrem

Network Operanng System

Speciolined Packet
Forwarding Hardwave

Specialined Packer
| Forwarding Hardware

i

=

Ne'imor!* ___| Network
Application [ Apnlication

Fia. s Conventional
Nerwork Operaring SygTem b

Network
W Chacinlized Dsokar 1 DreQiteature




1.Ce  obove S{rdu're chows the comventional mjw architecture
Guilt Witk gpeciatined bovdware (switchies s  Touters o eted

nlw aotchitecture ore
incteasing nNe. of'
nee aof

2o eNetiworR  deviers  in convewmtional

B(-‘Hh‘-g 0w \'p‘-“\I‘L"I;i r.‘cn'\'r\\p'_i with e

dastribuied  tratecols  Deing ‘fmp(ememed g ibr
[\ LY

Proprietayy Govdware € imter§aces

- L]
3. A ihie  avcbitecrure, the control  plavwe € data Plane

Qe coupled

%3“’“"“3"10“‘5 of Ronventional eﬂe\:wgrﬁ Architectute ;

1. Complex eNerwork = Revices

—‘.(mhve‘n‘nchal. n'lm‘?- are Bp\hnq mote Camp[e‘ﬂ with
inereasing  pyotocols  being implemented to  improve Gk
speeds € veliabilirg:

- émet‘orerobit{tla 6 Gmited due 3o ihe (ack of siandard -
€ open interfaces.

_ Networ& devices uce broprietory 6lw € Slw & Gave slow
product Gfecycles  with  (tmiring immovation .

- Clae conventiomal ©lws were well cuited Sovr gratic troffic

PC“*»‘EThQ ¢, (ﬁﬁd a {,ﬂ'ﬁ'%e 'nc_qg P'[O';QCO(E d.EQ‘\ﬁﬂEd £T SPELFH

applications:

- Due to the complenity of conventional nlw devicess waking

changes i the mnlwse to  weet the d.:ﬂnaml'c tta £§ic

potterns Gas becovne inc'reufa{h%(-‘\a difficult.

-

2. eh?aﬂaqewmem Overhiead

- Bonventional wnjwe invelve. s-:caw: ficant
overbead . '

- &f[w wmanagers  Sind wore & movre difSicult to Mmanage
muliiple nlw devices € otevrfaces  Srom  rulriple
vendovs . * _ L

s C'E.lp%'mdnt{on c§ wnlw requires conE-:taura\:{an changes
devices (switches , Youterc | Nrewalls ; ete)

Tnc.'ncuae ment

in wuliiple

3. Pimired Bcalability . v ;
_ Clae ~virtuolization technologies veed  in' cloud r.csmi:uﬁn
envitenments fas  increased e nclug yivtual Dosks
'requi?i-n:a nlw - access. _
wlti - tenanted, opplications  Gosred _in ihe elougl
ate distyibuved across muliiple \meat mochmes
that vequire eachange of +roffic:
‘_'@1% datra app(ﬂcahons ran  distyibuared Dt%oﬁl:ﬁfﬂs_ or
(arge po. of “wvivyual “machives: thar -requute
(‘\uge amounys of data  edchange Between  the

vivyual machines. :
Such compuring g-cw\ronmemks vequire  Gighly
Gealable ¢ easy “4a - TNAVMAGE "?\UJ . avehiteetureg
GEOMOEET B T 1 amemual - configurations ,  wihildn A

—




r
—>SDN:

. &cfrware - Hefined e)ﬁoe'cwov‘ixﬂg (SON) is a r\etwovf&mi
orchitecture  thot  separates the conirol plane Sron

l

‘.

| the dava plame ¢ centralizes nlw  contvoller.

!o Bonttol plane is e part of mlw thatr corries the
olignaling € touwring wessage tvaffic . (Bormputing

| touting vable) .

e Qara plane e the part of wnlw that carvies e
Paylcad data affic ( Sorwatd taffic) .

. SDN o¥terapts +o cteate mhw  arvchitectures that ate
sivoplen , ineapensive , scalable, agile & easy to
maﬁag&

I Application hkoyey ——==—-——=—"""= ":
: Nerwork Netrwork Networ b Nerwoy K |
I Applicanon Applicahon Application Application {
b o o s e P e C——-———= — Sy B R o S g S
| | ' lNart—hboundOPen
——- - b sy o Control Layer — — ¢ = — ———— —“——=--2A
I | !
|
: Network Operahng Cystem l i
oy Fr—— e ———— i s e |
[ +hibound Q EDPPI (OpenFlow)
m——— o ——- _‘l.m&cmr_uc_hum Layer - - — Souttibound Open AP _,Pf;“_'
| | |
] i I
| ll Simple Pocker Forwarding Hardwave ; |
l li / | \ ! I
1 Simplex Packet l Simple Packet [
| | Forwarding Hardware 1| Forwatding Hardwaye |
( \ 1
| | Simple Packet Forwarding Hardware }
I {
B o e i e S e g e m mm = e = el i e e

(@) SDN Archirecture

SDN  Avehiteetune
| Ppplicaron Layey I::> * | SDN P\ppl-.‘corions_l-' Programmable
i 4 - - Open arPI1se st
: ' - (Northbound
' Co : SDN  Cobtvoller
; ntvol Layer l_" e prerface)
Y —y . . 1 I
\ : 1 1 T Conviol § Data
] Nerwork] [Nevwor k] [Network [|Plane Programmable
Tofvaswuerure Layer t:> ek Lissosnib] esonlh]1C S8, 108 s
— { Sourhbound
A Totetrface)

I’ (b) SDN (CL\A__S

|
*%g @ € (b) shows the SDN otchitecrure & SO N
lagets in which  the control & data planes are

decoupled & nlw controller is centralized -

. &oStwave - based SDN  comirollets ma1h\-a\f\ a certain

T B e



.@Uﬁder(\d{hg infrastructure M SDN  woes einﬂpmpm
forwardaing Qardware as opposed to  specialined

fardwate N conventional wMmerwor

. f[w devicee become simple with sdON as they do
ot vequire implernenvations of a C(arge wo. of
Pprorocols .

. N[w devices teceive imdtructions Storm the SDN
conttoller on  GQow +o Sorwotd the packets

o ®Jtece devices con ©e simplexn & cost (ess ag

they can 6e 6Guilt . Stom siandard bOardware ¢

elw Components.

Uey Oemefive of sON *

be W Nlw convrollet

= With  separatred control € data planes € centralized
Tfw comiroller | the nlw administrator can %qpic'i{H
conSigute +he -mlw. _

- SDN applicavions can  be deployed through  the
Programyinoble open  APIs .

- s speeds up innovations oM
-totorts Tmo - longet need Yo waiv
device vendots to ernbed Tew

the TMlw adminigtk.
for +the oo
feavutes N thein

1)U C U W Vi—vr—r—vi ¥/ oFr P s P P oA oA A +h sa a

- Pproprierary - Bardwatre . ' ' .
2. Progtammable @pen APIS ; . )

_ SDN aorchitecrure eupports p?ocavommabta open
.APTs  Sotr imterSoce - between the SDWN apphcahan

e, control (ayets Chotthbound inverface).

_ Cltese open APIs allow ivnplementing  Variow
nlw eorvices such as  rvouking, quality af

>
D
E
T\
sevvice (Qos), accees control, ete. E
) 81—0‘0;6.01:(1 corntnunication  weendxew imteffgﬁg 13
A A W ‘ —
(@pen Flow) . _ - - 13
_ SDN atchitecture useS o  standatd cormmumnicarson
intetface  Derween the” comitol (ayger @ infroghvu
-ctuve  (agers (&outrhbovmd nterface ). ]3
- OpenFlow is  defined "6y the open nerworking 13
foundation oNF (s the 6roadly accepted gpN 1,
protocol  for gourhbound interface. 1,
_ With  Open @low, e JSorwarding plane of the l,
nlw  devices can be  diteety “qecegeeq E.mqmpu':ﬂl‘)

@penF(ow uses +he concept of flow to tde_nh
niw ttaffic ©Hased o P‘fe-de\-?tned Tnateh ruka




~ Cdbe  Below .fiaure shows the components of anm
Openflow & a ©penflow owitch compressed of
one (or) more S§low tables € a group table, which
PetrSorm packet (ookups ¢ Sorwarding € gpen?—[ow
canmel +o an ensermal comtrollet .

SDN  Contvoller
o\l -
: OpenFlow protoco)
|

- : Fig.: @penFlow

OpenFlow | e . Cuwitch
\ wate
Chonmel : Giroup Table ) s e
P S —— — — — — n—J
Pipeline

Flow Table ~=-af Flow Table

OpenFlow Switeh

1

[" Open Flow 3 protocol is implemented on  Ooth sides
of e intet §ace 6lw tae controller € 4he MW devices

—CJte comivoller monaaég vhe swikeh  via @penFLOuJ 'p\'otom(.'

— Clhe controller com add, updore, € deleve Slow entries in
Llow +vobles: )

Rule Action Stats

|- Forward packet to port

! 3. Encapsulate & fovrward Packet + Byte
to cofitreliey . Counteye

i 3. Drop pachket

| 4L Send t6 Normal
PVOCESQ;F\Q Pipeline .

Switeh MAc MAC Eth  |lviaN | IP 1P ie TeR TeP
port Ste dst tvpe | ID Svc | dst Prot | SPort | dport

Cdig.: OpenFlow Slow gable ,
- e obove Sigqure showe an ewample of om open Flow

flow toble )
déocb. g[@w rable COT\*:Q"\“Q Qa get 05 S(O\.U Enviiies -

- ®achh  flow enity Coneists of nawckh  fields, CO“‘E:QVS‘ €& v
ke, .
0§ N sYTLcYions o opp&wa +O marching  pOcCKRELS .

Il—e}ﬁotcbi'nca starts Of e Siver Slow voble € “tﬂcntd
continue to odditional  §low tables of Yoe prpelmne
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6.8 eﬁetwotﬁ Function Virruoliznatiom
L Serworh Sunetion  virrualizovion (NFV) is a +rechonoclogy thay
(everoges virinolization +o  comsolidare e bererogeneous

nlw devel devices onio  Tnduevry grandard  bigh volume
cetvers . Switches &  stovaqe:
>, NFV ie complementory *o apN o6 NFV con  provide the
inSractructure  oN which &ON  caon LU - e

3. NFV €& DN ate mutrually Benegic_{ot. to e-ac'C\ o

dependent
Iy« letwor® Syunerions  com Ge w
cimilorly SDN can  Yum without NF..V ~ @ -
5. NFV orchitecture e ©eing etondardized 6y tQe avope
Jelecormnrmuncation &randavrds Qunseitare (ETSI) s

[ivvudlined  Nlw . Jumehs INE) * s o inplementa-
x Virvualized nlw - Sometion (YNE) * UNFE e @ E}[m T,_‘l p-mg

.
of a ww Funcrion oida . i6  capoble © T

6Hutr not

~Nitrualined without SDN 5

TV VY Y

-tion
over the NEV TnSrastrucrute ( NFVI)-
Virtual  Netrwork Funchon ©
Manm%emeﬂt
NFV  Tonfrastyucruve [ <
\iYy tual Virrual Vivtual ¥ Ovehestraty-
Compute Netwoy K Stovaqe - on
‘ \fiytualixaton kayev
Compute Netrwovh L Qrovaqe J

@FJ‘ig. . NFV Atrchitectute

* NFV  Infrastructure (NFVI) ¢ 41; includes cownputer nlws
€ storage Yeeoutces Yoot ave \_Mkucx({?z.ed-,
* NFV  Monagement @ otchegtration ¢ Clais element £Locuses

on all wvirtualination — speci§ic management  ta s%s € covets
orchestration € (ifecycle Tnonmagement a§ phygsical € slw
Tesources thavr Support the in§{rastructuwe wiv ruali ration

e ihe (:igecldc(.e managernent of VUNFs:-

_NFV ie  wode up of nlw Suncrions implemented 10
vegources in cloud -

slw thot Yun on wvirruaoll ned
- QN'{w Junctions con e eoasily yeored € upgtaded 0y
installing wew sl while toe Glw rewmains esame.

— Virtualining wlw Sumerions veduces ‘tae _equipwent
costs ¢ also yeduces power conellmprion -

Bibe o~ cenated  mavuve of the cloud alows
) e s Be elhatred Aamona the

U U U UUUVUOUUUU U U0 U U U YUY UdTIT YUY



—NFV  1g applicable only +o dava plane &  control plane Suncrions
N Simed € mobile wnlws:

- CBollowing Sigure shows use coees of NFV Sor GQome and

enterprise mlws, content delivety mlws , modile base stavions ,
mobile cove mnlws €  §ecurivy Suncrions.

Virtuoli zotion of Home €

: , Virtuolizration of Content
Eovevprise Nerwovks

Delivery Netrworks

‘NAT} BNG | | T8

NFV Iofvactructuve

coN-y | [eon-5 | |cON-3

LNFV Infrastructave

Vivtualizatan of
Qecurity Funchons

Fiveusa [Vitas Spam
-n Sconne Defector

NFV InfraStraerure

Vivtualiwavon of iy rualira¥ on of
Mobile Bose Sravions Mobile Cove nerw

's

ok

h | -
LTE BS\ 36 8s || 2 8¢

'M”a saw | [pew

NFV Infrastructuye

NFV' T frastructuy e,J

fa’{g. « NFV usecoses

6.9 JfopReduce

I apReduce is o  pavallel dava processing wodel Sotr

processing €  omalysrs of wassive scole data.

2. fopQReduce roodels Gas = ports[p_‘:\q.ses Mop € Reduce.

3. JapReduce  prograras - ave wrirken N a Sunckional
progromrming ctyle +o create WMAPE& teduce Suncvions.

4. e Aaput data t© the tap & veduce P&:ioses 8 ipn the
Soxvn  ©f G\gg_\;c&uf_’ poivg:

£, Run - ¥itne oyetems (ov) MapReduce are (arge custets,
whichh  oXe cuilt of comvnodi‘:a ‘Q‘\G'\’dwcwe_

6. Map Reduce tun - Wime  eygsteme  take care of tasks euch
as pariitioning the data, scheduling of :

itio . _ jobs ond
communication ©6lw mnodes in. the cluster




p—
Mop Tasgk
Toput . _ p Tasks Reduce Tasks S
J rl
Dota koad ’ Tr—_
[:D l Map Combine
rLOCGl Sort : Combine
I: Combine _ Final Write || L
[ Map Wr?t.-e §

Cdig 4 MapReduce Wor& Flow

T €Jhe above Sigure showe the work §low ©of MapReduce.
3. dn Map phase, data is tead Stom o~ distribuved £ile
systern, partirioned aAmoNg o’ set of computing mnodes
in e cluster ¢ sent to the modes as a set of Rey -
value 'pcﬁ'rs_ s .

q.€e Mop tasks process voe ilp vecovds independently €
Pptoduce inmterrediate  vesulss o§ ﬁe‘a-—\roine Pa'ﬂ:g_

0. Cdae intertmediate yesculrs ove ctored on the (ocal aa sk
of§ the wode rYunning Yae Mop rask -

1. When ol the Map tasks ove completed , tae Reduce
pé\cse begine in which Yae interwmediate data 1otk Hae

. Gawme key 1) aca@recaa\:ed-
1. An  optional cornbine - sk con be ueed O pe't&:_rmﬁdqm
aggfeqoted on voe intetonediote dato of the cawme ey

of the mMapper beSore rrameferving

Sor the outpul ‘
© the  Reducee task -

the olp *O
Toput ' Output
\ MQP
Reduc
\3 MO-P . ” (. \
—> | Map
_,’-—-—-?I MQP .
Reduce /
______-—-—"ﬁ MOP i |

"8’{3. v Daraflow in MQEIRedu ce
13. MapReduce programs ke a  ger of
© produce a ser of olp Rey- volue

VUV UUUUUUUUUUUUUUUUUOUUTOUTTUTTT Y40

Opuat QeH-Vq\ue pairs
Daire.



significont of dota ttanemission Olw the nodes in duster.
15. MapReduce programming model mnoves the cornputation
o whete tae Odotra Yesides tbus decreasing 1ransmission
of§ doro & improving the efficiency.

DAM

6:10 Qd.enh'hd and cfccess eﬂ'fonoaemeﬂt (18M) ‘ N 3
¢, autborization

- IAM  Sor cloud describes the autbentication
of users ko provide Secute qccess ‘o cloud tTesoutces.
with  multiple users can use IDAM
cevvices provided by the cloud service Pprovidets
for management of  useT identifiers € user permissioms
3. TDAM  cervices ollow ofrganizotions  to centrally
manage  UsSers, access permissions , security cvedentrals
€ access Reys. )
4 - ©Otganinavions eon enable
cloud  tesoutrces & opp({cotionsu
5. dt allows creation of user Qraps  where al .the
usets in a group bave carne” access  Perrmissong
c. TDAM is enabled 6y @ mno of tecnologies euch
as @penAuth ; Role -based Accees Comitol (RBAC),
Q{%\-fag Idenrities , 8ect'n'{ha +o@ens_, iden‘:i-tH P\oviders

ete

@@oiiowm% figu?e chrows the e'ao'mp(es
RBAC.

2. @rgam zakion 9

role - based aQccess control to
,usin% IDAM gevvices.

of OAurh €

User ( Resource Qwner)

Cloud Identity
Provider

Thivd- party

ca'{a-'. OAuth enrample

- 0Auth ie

129 l an open erandard for fa authorization
or olows vesouvce owmers o chare theiw
Privote Yesources Sroted on  one eite 1yith another

site  without 'Emnc&mg our the ctedentials.

1 a4




the teso

ccope &
_ RBAc 1o

O

typical RBAC

—Clhe tesoutce owmer
ureces  n the

_ CJofkens cam be iseu

Gmited G
an approoc

autbhoyired Users
fibe  Sollowing Sigure

Sromework .

Credentials

grcrn £ES

ed  unth
exiyne g

permiseion to acce®s

Soxm oS a

roken -

a enestticted Ppogc

canceled

independently.

3 Lfor tesytictimg Qccess 4o

Cvedentials

Verificarion

\ Role

User Role

Database

D;;se E

chows an

eaample of a

v
" gxJONC
r'\n\Qp“
p‘b

A

“

User

Accesspoliey l\
/

Ma nogement

4

]

Management )

User Role /('.
Acsignment I'
/

Data Access policies /<

Database

- hn  usetr
Yequived

Control
Yoles &

611 Setvic

Qa Pary
Service

whicth  is

05 geyvice

who want

Access
x Control

Cdhig. : Role- B;I‘Eaed Q%CGE\&__CQF\'\‘\‘SL“-&’&‘G?F\?’)(E'

e +o QccesSe

-baced

to cend ,Qis[ GQer

administrator  who

policies WO

data Qccess.

‘aseigns
1c aye

pouc\:e S

Cloud ] ﬁ .

Resources

data *O

)
e

cloud Yegoulees 15

the 9gstem

peﬁ:rﬂiGGior\ (=} Qececessg

gyotred

e RBevel cfgreements (SLA)

- ¢ Hervice Revel Aq

the (evel of setvice +that

of§ geyvice
providetr.

specified-

}3' SLAs contein Q@ Mo

|

CO'r?es'pc'L‘\d.lncA

(Following

guavon teed €& a

reernent

SLA Sot

in  the user

database Tegpec B Ve{.'ld .

cloud epecifieg

is  Sovmally defined qg

controect  with

mn rhe

- 6% per

cetvice (evel

2. SLps provide a fevel of setvice ot

form of

Sor mance

the cloud

each serviee
minitmum (evel

tarqer Cevel.

mettics g bthe

objectives.

-\-ob(,e. (.‘1 egxs the cormnrmon

Criterie. cloud

p— N

B



Briteria Detai(s
C)S'\rqi(.aﬁi(.ihd @ercenthe of time the gepyice s
Quatanteed +o 6be available
'@er,{{o?mance Response time , ‘?Jh'roua{:\put
Risasrer —‘?‘ECO\‘ETH Hfeann tirne +o  vecover.

Broblem vesolution ®rocess to identify problerns, support options
reeolurion  enpectarions.

&ecuf{tld & privacy |effechaniertns Sor securivy of dota in
of data etorage ¢ +tvonswmieSion

Jobles Riev of crtitevia Sor cloud SLAs

612 ®illing

Bloud eevvice providers offers a mo.of 6illing wnodels with

which ave described as  Sollows :

o Blastic '@t{c{r\g
b) Fined ®ricing
c) &potr Bricing

a. Blaetic 'Q'r{c{'nq_

— @n (asgyic ricing (ot)
gua;fmegre c}?ce c,‘:\aavaed. Gosed on the ueage of
Yescoutces.

— Bloud compuring provides the Genefit
Pprovieion of reeoutces .

_ ®n - demond provieioning ¢ elastic
cost savings $or custorners.

— Clostic pricing rodel 16 suited Lor cusrormers who consume
cloud vesources Jor short dutatione ¢ who conmot Ptedtct—

the ueoge Geforeiand -
b. C&ined pricing

Q .
4o Sined pricing models s custormers Qve chonged Sined.
_— n 1 gt -
hount et tnonth Jor the cloud  teeour )
: : cuived Sor cuctoroere who wan

- @ined pricing wnodel 1o B s & mumat
10 use c(pud vesowices Sor nqe
YNOTE  conirol over e cloud enpenses:

o'(,'\'!:e\_
Cdor emnovnple, Sined oroount can be charged  per thoT
“:90 nmng o vitvual  machine incrance, irvespective
I 75 Yo

oS ‘tae actu ol usage:

<) 8’2“ Sat{ci'n q

— &por pricing models

-as- You-qo bpricing wmodel, the
pay-ae- You-go pricing . i

of on-demand

Pricing models 61 \'nﬂ

o§fere  vaviable pricing Sotr cloud
tTesources which 1 dviven E)g mar ket demand.

@ voe demand Sovr cloud resoutcee s Gigh » the
- When

wciroe ilverveases € when the demand {g (ower, Prvces
“Nre
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Deraile
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e

'\Ihtuo\. machines ceo ., memorl& & Skmﬂae 5 C&.{QG\ Tl he'twm
Ilo : _

SHerwor & N/w Ilo, (cad 6oalomcers s DNS > Sirewals , ‘D
VPN - f

&trorage BVlowud SsStoroage » siovage volurnes , Stovaqge 5

QQE'GUUO-\{]% '

Hara 8evvices

Dara Import [ enport cetviced o AaY¥Q encryphon,
data Gackup

s

Security sevvices

Tdensity € access wynanagement, 1solarion .
3

(/Y

%upport

sLh , Fouly rolevance

Application Sexvicee

eVori Sicatton SeYVVCE wothk flow setvice ,

Ppoymeny gexvice:

|
e

@ep&ogment and
mana cae ment
Services

cervice , deployment scevvice

eﬁ?omi%orimg

SUUdUddUddddUdou OW—U“U‘U'O‘U‘U'UJ

-~
L



A IR IR R R L B R R A A

"

\e

|

C_@:ﬂd Servites and platforms + -

o}
| \- Sas ~ . , ; 5 ' ,
|\ Compule Sevyices 3, ., -, -, T it e @

‘ > ._CQ""."PUtQ Se_m?:e,s ‘psowlfde.r dﬂn‘aﬂﬁo\hj Scalable COmPU‘e CQPG‘C“H )
| Cloud 4 ' | .

= Cc;m‘)tl:\e i'éSGlII’ce;S Can be’ Ifbfo:\lfs%ea"oﬁ—"déﬂﬂhd'?ﬂ e derm of
T Vitkual m::ch?ngz. - ' g )
> Vr"ﬁlﬂl Machines Can be Crealed froed standavd ?mofjcs 'Frqwde
cloud Sevvice provides @0 Custom ?maes Created bfl “he Users
= A machine ?mgc—: s a lemplale that Contatns a Sobtwate
Con%aemh%r) - 3
o Campu{e Sexvices Can be acwessed from the., web Cogsoles G_?
these Sewsvices Ahat  Provide 3fqphf&9l usey ?n{e(Fazes for
(?mvfs%n?nca ; Hapaﬂfnrj and menitoring  fhese Sexvicg2 - .
—=2 cloud Sewice providexs alsa pravide APTS Lor \I/qf?ouS P"°jm“mm%i
languages  that allow . Jevelopess o access . cmd ranaqe these
Services Proarnmmqlc{ca“tj- ' '

Featues

clbg

B Siliﬂkéle, s Cam?u\e Sexvices allow Yapid Prov't:sﬁ:m?nﬂ of Virtua:
"Y\Qéh?(.\@_ E ?ns-hnces. as ‘qutiﬁfed - Yhe P\(ovis%ned- (:aFuc?JfH Can be

* Scaled up @) down loated, 00 Ahe . ok load - level® . PukoSmling
Polictes Can be dec{necl for CQmPul.c SQ‘(\.“\D?E.S that ase Hﬂﬁ&f&d
When -the monitming metvics go above ?redeﬁned' 'H-'\mstc:\%%.

2 _-ﬂ—e"i_ﬂe - ComFULe Sexwies %?ve o Wide Yonge oﬁ OPH,mS —Fm
Vittual machines uith tlbple Tostance types, opesaking Splemp et
i S__a_c_u‘__r_e - Cdrf\?dle Sewvices ?Yov"ude Vartous Secumiby Peatures -Yhak
Gontrol e access 4o the Virtal machines Sostances Such a3
ge-cu:n? App? , access Gontvol \istg, nemzm\« .%rewo@a c;rc , We3d !f;:qum
Chs Seclme\lj Canrock 4y Y C‘)"‘SW m;ﬂq SSH U's.jncj authen
machf’ne} Such as - Ofufh ~aod .“(e'(j pawa -

Cost €ffeckive & cloud Sepvize productys oftey Vm?ous_l:;\\\'ma
. Qnstances , ¥esesved Sostance s

QPh°mg Suckh as __ 00- demand
Spot ?ns'mnc.e,&: = |
Aquon € lastic C:E“_F,)EEE cl_(i}zd (-QE.CQ_) .

\ Acc, s a COmPule Sexvice P"ov‘.'ded \D\.j A mazon . ‘
2. The below Q\'Suve shows the Scyeenshot of the Hmazon €c, Consele-.

3- To launch a new Tstance click on the launch Sastance button
“this  wil| dpen a wizazd wheye You Con Select the Qomazon
Machine ‘?ma&e (AM1) with which You veed to lauoch the

)
tnedance -



5. when you launch an ms-hnce you need o gPEC‘F‘j —fhi.‘“:?s
, -{xipe tnheihe\f Tt t; mic¥o, Smal] ; medium, \Cﬁﬂe ; extra - \Q¥g

based ‘on
‘-\é\-nﬂCPS

l:_e-.j patf
hnhe

' 6‘ the Oumeer of mSkmCGS launched will e
\ AmT ond ﬂVﬂl\Q\nl\l{‘\J 0-?- ﬁe?onf,l-z_ones -G:‘("’(hﬂ. }

3. when \uunchnj a New Thstunces , the Uger- selectz @
" fyem Q\ttshr\ﬂ \-:.e.lj pmrs. (o) Cfmie}; a .new ey chn‘ _@o"(

¢ Trskdees P
Glﬂu’ W
L \(ﬂj‘xﬁs ave, Used Secu-mlg Gannect '\'h"t’na ms%-nnﬁe

\aunches c‘%;
9 gecuﬂlﬂj 3*’0\1?} avé “Used Yo ' opet) @) blockk & Spe _
vk Bor the \Gtmc'néd ms’cunc:e,s 1 % e

2

Lo when -the lns{ance e \aunchecf s S’cu{-us can be View

€ey Consda ‘

neluenk

tl—g &!—ole. um\l be’ 0 F’e“d‘”ﬂ:

L. Alley \ounc_'nmg a New ‘“S*Cmce' Ao Come nto

ag Tt txkes CouP\e_ of mmu\e.s i'or %s&uﬂce

‘(cqu\(e. State - rln, kT assiened
the xunnng S ; : ¢
\2: ' uiken e ‘Thstuace. Lomes - tite " the! 4 P“Vcl‘fe 0 .

DNS | ublic If @O
a Pubhq DNSy  Pvale dP .\—0 %emmehj Cmmec‘c 4& oy

—_——— - ——

e Pullc DNSrCan bel Used” T© T b .

! L\"S‘cancc-:s usm% SsH-- e .
G@al@ Compute @ncame (G1CE) , . r

-‘1 le’ Compufe Engthe s a Compute SQKVLCG P?’O‘-’lded ‘b oogle &
(:’100 C)mP ﬂ‘ P ld a j {\

19, the “below' - Hiqure Shows Q Screenshot of the Gma[e ComPu’ce
l ' Ename (Gice”)y Gonsole,, - -
3 GCE ConSole q\\oms sers:. +o CYecr"ce qnd muncﬂe ComFule

ms’rnnc;% ' P ,

|

l

ll’l to Creale o fiew Tnstance ', e Usey Selec\:s an \f\S\‘uﬂce e
‘MacHine ﬂigpe. a: zong. T-odhich “the. nstance il be e

a machine Tmoge for the ms’mncz:-: and Prcw\&es an

| ‘ﬂ%iunce. Name, msmnce jagg add tmetd data T

5 Eery Snctance. & launched - with A Alfsk . yegouvce -

8 Dependm 00 e Thstance: *‘jP& Ahe diek yegource Can
be a Scrateb 'disk %FQ
3 - Nebworc optiony,  allois 6@& ‘\te. C},ﬂho\ J‘hg JmFF‘Q
o0d fon: the thstance . ‘
Windows: Azuwre Vitfual mﬂﬂhme/% 2

lJ : NlddOl}ﬂ- Azue Yos, T the C"‘“P“«“’- Sewme. .Cmrn m|ooSoM1

] a 4. belean -hqu'fe Bhaie = Srtvienabat &FB o o amDUk ]‘

sy !
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Q"‘nge Sénites - |
-7 cloud Shfa(de %ew’?ce/g allows . Storage and 'Yeh?\/q] of 'cm\d° amourt

|
|

3. Gice Conwle allows use® 4o Creale and "‘Gﬂﬂae- ComPu\e %vﬁi?ﬂe

(&ce) ?nS\'nnC%& | .

U To Creale o new Thatonce , the Usey Selectz an Thstnce. Machine
types .o zone W Whith the Pastance will ke \aunched , @
‘;kuph?na Tage —qu ihe ?Inslf,unce. and p\;ovide;, an Tnstance name,
tostance taqs and meta data '

5'@\:@?3 ®nstarice Ts launched , o mathine With a disks vesoutce

G. Dependfhﬂ 00 -the Thstarce type , the disk resoure Can be o
Scratch Ok Space or persistent disk Seace:
-+ Network options allows yeu +o Gl the taffc 4o and from

the Tnstonces - ; ; ,
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| chpache @adoop -

Apache Hadoop 16 on  open goutce Svomeworh  Sor
distributed barch processing  of big doto MapReduce &as
been pnoposed as a 'pmoLLel ?rogromminﬂ rmodel . Suitable
for the cloud The Hodoop ecoeystern coneists of a
number of  projects as  ghown im  below Siguve
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Mahout | [ Qonie |
Chukwo
Databasges _ Data Sevialization
HBasge = ‘ - [ Avwo ]
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z { Pig- ] [ mive |
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I- Hadoop Comtnon : Hadoop commmon comnsiste of  utilittes
€& ocviprs Sor starting Hadoop, commponedts € interfaces
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clusker resourceé mManagem ent .

5. HBage » HBase is a scalable, Non - velational, distributed,

" P ST B R Ml S L T R e T |



€

. s ¢
6. koo Jeepet ¢« FooTWKeepetr is a hiah pet§ormance d{Qt'\"\bU‘tecjlc
Co.otdination gervice §Sovr mMaintoinimg configuration : p

information , hawming , providing dictributed gynchronination

& gtoup services. |

s "Q}ﬁ Pig is o dato Slow longuoge € an erecution
ervitonment  Jot anolyzing lavqe datosets.

3-%: Hive is o  distribured data wavrebouse infrastyuecture

1 . aq1 - like \omguacae called
Wadoop. Hive provides a0 . . |
lio\'r\:e Q- fhot allows easy dara sumnmarization , adhoc

qQuering » & analysis of§ lotge dotasets sSrored in
RDFs.

9. M@E - Chukwa is o data collection  8pstem Cor
moniroring large Aisivibuvred Sy sterms.

0. Mabout ¢ Mahoutr s a scalable rnachine learning hb'{mﬂd
§or Hadoop: TIr, provides Q lotge *collection cf Machine
learning  algovithems 5 for clustering , dassification €
coliabatoiive Silieting which ave mplemented on top
of§ Hodoop wusing MapReduce pavallel  brocessing
Programming model - o

dta ¢ CdSSQﬁdTQ Y- -SC,QQOBLE Eﬂu\t}_-r;naq{.er d—GELE)aga
. Cagsandra & le poinvs O Coituve- It is o Nosalk
\ no &m
E?Ri\tio:\ +hma provides @ grructuved _k&‘g-\fﬂ\u& Stave .

Avto t Avio s a dota seerialization system that
Q- By rd:gg, ¢sch data structuress a compaet € fast,
pRan container Jile to Store #He

: ty Q
binar data Sotwmo 3 °
p&?&i&%&hr datra cross - LOD%UQQQ . RPa @ E;'EWIJ[E T-nt—e‘a}cl.-

_tion with dynaric \onquage.

13- ®onie: Oonrie 18 & wor& Slow scheduler sH?tern r
mv;ggca{nca Hadoop 5°b5 such oS MQPQeduc@ ‘éobs, 33"99
Hive , 8qoop » Distcp & System specific jobe

lu. Flume @ Flume +s a aigtvibured, velioble & Qvailable
coicice Sov coleewng, analyxing € moving large
armoeunts of dava Storn applications o HDOFS.

I5. Sqoop ¢ Sqoop ie a tool that allows efficiently
transSevving  bulk dara between Hadoop ¢ structuved
data stores such oo  relational databases.

Hadoop Map Reduce Job Baccutrion :

_ MopReduce is a  porallel prograrmnming mhodel.

— MapReduce Job coneiste of two phases :

s Map phase

s Reduce phase

- Tn Mop phaee, data is tead &Svom a Adistributed
Silesyerern €  paviitioned among QA get of
comburitnN g mNodes in  YNe cluster.

M A A B A S A R B B B A A S N S M A s m s o m a M A s A A A AP A AAa AN A



— The Map tosk process the dnpur tecorde independently
& fPproduce imreymediare  Tegul*e ag  key- yalue poive.
_ The imterymediote <tecults ave stoted on the \local disk

of the mode yunming the wmap task.
— When all the wmap +acks ave cornplered , the Reduce
phase begins in  which the intertnediare data with

the same ey 19 aggvegated - :

_ An optional combime +ask can be wused to perforrn
dara aggregarion on  the intermediote dota of the
same gey Sor the outpur of the TnapPer befotre
transferving the output to +the Reduce task .

Clave Node

Dato Node

4 Magcter Node Tagk TYaner \

NGmeNodé

Client / JobTracker

LCHent }\BackupNOde
1| Secondory

Glave Node
DotaNode T

Task Trackey

Slav? N;de )

NameNode Dt Made
%"ig. : Componente  of  Hodoop “cluster * - | ﬁqgk Tracker |
- Tne above &igure sghowe +he compoments o§ "a Hadoop

cluster.
— A Hadoop clustetr congiste of a Master ﬁode » baekup
node €& a4 no.o0f glove nodes -
— The Maoster mode truns +he mame node € Job Tracker
vpmcees :
- Slove nodes Tun the dora hode € Task Trocker components
of Hodoop- : ' g
— (e back up vode ryvuns the secondary naymenodes
Process: :
_ The Su'nck-{o‘c'ls o§ the Q»E'H Pprocesses OS
are described as  Sollows:

o Name Node ¢ |
_ NoneNede keeps the divectory +ree of oll fles in e

Hadoop



— Client  gpplicatione  tolk +o +he NameNode whenever they
wish to locate o  §ile lor) when they wont to odd [ copy /
move| delete o Sile.

— The NomeNode tegponds to the cucceseful tequesats by
Telurning a ler of velevont datanode getvere wherte
the dota \ives:

o Secondary  Nawne Node ¢

—The NameNode {5 o single poinr of Soilure Lor the
HDFe cluster.

— Nhen vhe NormeNode Q’oe% down , the Sile gysterd go€ s
o§ftine.

— An optional secomdary NatnheNode wb{cb i bosted o
o  ceparare Tnachine cveotes check points of the name

SpPoce.

o JobTrackey o

— JobTracker ic the cetvice - A
Ma:PReduce taske o O g:pecxg-;c, .

16 Task Tracket s .

_ ToskTtacker 4c a tode in a. Hadoop duster _that accepte

- Map . Reduce ¢ shuffle tachs Proers e  TobTroker. |

— Each  TaskTracker hae © defined Mo- oF  glots  wbich |

indicate *he mo. of taske ¥hav iv can accept.
~TI§ on empty elor e not Jound on  the game TDede ,
then the TobTracker looks Sor an empty slor. on a

node N same tack .

within Hadoop that distributes
nodes in  the cduster.

o Data Node ¢ p
— RatraNode stores dara im an HOFS §ile system. ¢
_ A Sunctional HOFe $ile system  has tnove than oni€ ‘
DotaNode , With data teplicated qcross  them.

— Datramodes '\fégpond o tequests Stom the NameNode t
Sor  Sile systern opetations: ¢
_ Clent opplications can  talk ditectly to a DataNede , ¢
once tbhe NomeNode has  provided +the location of data. 2

Sienilorly , MapReduce operations qsgigned 10 TackTvackesr
Tnetonces near o DaroNode, +talk divectly to the <
DatoNode 1o  0ccess the  §iles: "
o MapReduce Job E‘!.ecut{o‘n'__ Workflow ¢ s
Ciient Nede TobTracker Node qusk Track erNade C
VopRedce f ogram- Jebclient Job Trackey | Ta gk'i'\rackep- ‘ [S
' - Map (ovd Redu r:j <

Tashk

! . e
: , ToskTiackeyNode | €
Distibutde File Sy ster \ Tagkh Tracket <
C \ : r ; l IS




—The above $vg. shows  MapReduce fob enecution workllow For
§iret generation Hadoop MapReduce Cyamewors M P

— The fJob edecurion straris when the client gpplicotions
submit jobs to the Job tracker

— The JobTracker verurns a JobIn to the clent application -

_ Job Tracker talks to +he NameNode to determine the
location of ‘tae datro: i

_ JobTracker locates Tack Tracker mnodes with aveilable slots
(oy) wnear the dato.

— The ToachTracker eends outr heartbear wnegs to JobTracker ,
every Sew wninuiees to  veaseute  the JobTtacker that
they are St glhve. .

_ The JobTracker gcubmite the work o the TaskTracker
nodes when they pol Sor tasks.

_To choose a +ask Sor o Tosk Tracker, the fobtracker
usee  wvarious gcheduling algoritoms.

= Th& dBfCiUH? gched_—ul{"ng O\QOY“li’-‘hm m HOC’.ODP fia FH'_'O ;

— The TaskTracker modes ave monitored U%i'ﬂa heartbeat
gignals that are cent by Tagk Trackers t©o  TobTrockers .

_The TaskTracket creates a  sepavote JIVM  process Sor
each +asks SO0 thar an task Sailuve does not b‘riﬂg
down +the Tash Trackey .

— Whea the process §inishes, successfully (lon) hot, the
TackTracker notifies the Tob Tracker .

— When a taek $oils the TaskTracker Toriftes the Joblracker
g +he TJobTracker decides whether to Yesubmit Job to
sone other TagkTrack%er (oy) hot. )

— The JobTrockert can blockligt a Tang;eker as oubnvelyable 1§
thete orve repeared +ack Sailuves.

— When  ¥he  job de  completed , JobTracker updates ire gtalus.

Hadoop 1.0
L MapReduce \
| HDF S i

&

HQdOOP Q :_O

| MapReduce Tex | S%_orm _
(Batch processing) (interactrive | (strearn 1" Otheve -
' qqevie s) processing ) T -

- YARN

HDFS 2

Cdig.: Comparisen of Hodoop 1.0 g ‘Haéoo?ﬂ _&_0




—The mew MapReduce architecture {s called YARN (ov) Map - |
Reduce 8.0 (MRA)
- In Hodoop 8.0 the otiginal processing enqive of Hadoop

Lramework (MR2) -

. Bpplicorion Masrer |
_The key -components of VYARN are as . Sollowss

— Resource Moanager (RM) ¢ RM  manages the global assignm.

- The mexr genetatrion MapReduce architecture
the 2 mojor fumctions of #he
— Resoutce Monagernent g  Tob life- cyele
into Separate corNponents:
o Regource Manager -

divideg

Job Tracker —

mMana ﬂeme nt

_ent of computre yesouvces 10 applications. BM esneiske
of two moln sevvices: | |
o Qcheduler ¢ Scheduler s a @luggob\e ceyvice that
manages & enforces the vegource scheduling (POL{CH
in  +he clustev.
1 R v WA~ ADY (ﬁc]\fni .I\: manages -HﬁE Y(.!hh.i"nq

(MR) has been sepavared  frorn the rvesouree Monagement
as Shown i  Jrquve. (
— Thie wakes YARN efSfectively on 0S8 for Hadoop that {
supports diffevent processing engines ov o Hodeop duglér‘
guch as MapReduce for batch processing. Apache Tezn for
inreractive queviee, Apache Stortd  for  grreaming Procese ¢
(
) N"odeM ana ger ¢
f’ ‘
// ﬂpplicah'-ff Containey i
 -onMagler -
; // // o |Com:a| ne r}- ~ ¢
Resource Managey 4,7 e
3 .'/' Vi
: hY N _ N ': '
= _‘*:A .. A ~ d Coritainer | ' 1€
Client : PPhcal—wnMana.geY \\ ‘APPlicfihbn :‘
\ || Master C“Con'tniheil Y
\ A ‘L
| \ T T W W e e -
%ia;: Hodoop MapReduce Next b Node Manager | |
Genevation (YARN) Job Execution - ;
' Con tainer !
Container A4
— The above fFiqure chows +he  NapReduce Job Enecution
NorkSlow ot mnent qgenevattoD  Hadoop Map Reduce

i/
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‘res-roﬂ-fng them on different nodesd

*pr\icorion Master (AM) ¢ A Pper- opplication AM manages
the application’s 1ife cycle. AM & Vvegpomsible o

negotiating vesouyces Yo the RM ¢ working with
the NMs Yo ewecute € monitor +he tacke. '
* Node Manager (NM): A per - machine
usey proceeses on  that

in case of failuyes.

NM manhaged e
moehine.

# Containere : Container {e a bundle of

by RM. Eoch node bheos an NM  thot
tholtiple comtaivers baeed on  the
rnade by +the RM.

The obove Sigure shows a YARN cluster
Resource Manager node ond ¥htee Node Manoget
Nodes. There ove as whany applicarion MMasters
running ae ‘there ove opplicotions Lffpb%)‘_Eac'Q_
applicarion’s AM . Tnamoges toe aqpplicarion tasks
cuch as orarxing , Mownitoring € vestattring +tasfs
in case of Jailuves:

vregouyees allocated
ollows to create

vregouLrce o\locotioms

wi th

To berret ‘underctand the VARN Job ewmecutron
work§low onalyne +he inveractions berween the
fnain  compoments on YARN ae shown in the
Sollowing ~ Sigure.

QESOL&YCBMQnQQey \ New prtica‘cicﬂ Reqpest
8. Response (Applicarion D)
l Geheduley

» 3. Submit AppLl catton -

! ; L. Gier Applicatron Report
Client = prllml\zfn%qer | . 5. Application Ré?ort--ﬁespon&

2 T - 6. Foree &l application

u -

5 - Fig :}Cl_fept - Rezource Manager Interaction

Node Manager

o Confainey
ReeomceMohocger % pplicatin!
El Mo.s‘.l—erl

Scheduler E/ ..

\

t]‘

Applicorions | i R?Q{S"’e?ﬂliﬁ?(icdﬁonmasﬁv
- Manage¥ a. Ré@'@i—igﬁon Re‘g&PfDnsQ

- 3 Heartbeats

i

G . Alocate Reque st

6

1 5. Application Response
Fia.e Resouree Nonager - Applicajon 6: Finieh APPll'Ccrh‘ori




Cdig.t Applicarion Master - Node Manoger InstruehOMd

EI:.
Applicarion 2 ’ Node
Magter 3 Man ager

|- Stavt Comrainet
2. Containey  Stotue Request

3. Containet Status Regpcnee

Cdladoop 8chedulers :

I. Hadoop  Scheduler is  a plugqable compoment +Hat
suppotrt  different scheauling dgorithms.

8- The Adefault geheduler in  Hadoop is  FIFO.

3. In addition 4o this, +we advonced schedulets are
aleo  available +he  Soir scheduler, developed at
Facebook , & the capocity echedulet, Adeveleped at

WYahoo-

L. The plugqable gcheduler - Syarnework  provides the
Slenibility +o eupport a varievry of morkloafis
with  wvarying priovity & perSornonce  constraint.
E§Sicient job schedaulere ¢ gob scheduling m?k&
Hadoop a muldi - racking sysreT™ %hobfccm }::k-cce(ss
mulsiple darasets Sor wnulriple fobs or mulkhip(e
ueers  Simultaneously-
Hadoop  scheduling algovithms  ave digeussed as
Follows ¢
o FIFO ¢
—)EI-;-C: e the default sochedulet in  Hadoop that maintaing
a  wot®k queue i which fobs are queued.
- The gcheduletr pulls jobs ™ Firet Inm First Out madbner
(oldest Job Fitetr)  Sor seheduliﬂca.
- Thete W Yo concept 0,? pr{or{h\! o) cize of ob tna

FIFO gcheduler.

o Fait Scheduler :

_, Foir Scheduler allocares  vegoutces evenly between
multiple jobs & also provides capacity Qualantees.

s Faiv Bcheduler aseigns Teeoutces Yo jobs such thar
each job qets am equal share of available fesources
on  overage overtime -

M nlCe the TIEa CAheduler . wnhiech farms a agueue of

0y

—— i ———— e

)
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~Task clote +hot are ivee ave aseigned ¢o Yhe new jobs,
co that each job qete toughly +he savne cPO tirne.

o The Soir geheduler wointoins o et of pools oo which
jobe arve placed. Each pool hoo O Quoramteed copacity.

ay A CO\-\S!.(AU'CO*\.O\'\ S{le N used for epeci&laiﬂa toe IP-OO'{S €
the guaranteed copoc{l,-{ee-

- When there is a seingle a'ob tunning , al the 'reg?urcee
are aqesigned to that fob. When toeve ore rnultiple
jobs in  he poole, each pool gets atleast G2 wMAnNY
tosk slots  guaranteed.

—~The Soiv scheduler Qeeps track of the compute *ivne
teceived by each fob. . &

> When multiple usere ave submiWing ueets §obs , o
ensure  falrme®s »  each user ¢ ascigned to QA ool

- Ir 18 possible o lmit +he no. of vunm©g a'Obe' per
weer (o) Pper pool by specifying the limite i the
cc)‘nfigura’cio'ﬂ Sile.

Toe Sollowing table lets the conSiguvoble properties
of the Sair echeduler. Table: hie¥ of configurable properties of
— Faiv_Scheduley -

| Property Nome Devaile

Mopred. faivecheduler . | Abeolute path to an XML frle which

allocotrion. file contoing +he allocatione Sovr  each

| pooly as well os pev Pool € pev-

| weer limike o0  no. of rubning jobe:

| T this property is hot  provided ,

allocarions aYe NHov ueed -

Mapread. foirecheduletr. |Alows Fne scheduler %o  aserqn a :

ageignmaltiple: map tosk €& Q@ veduce task, on each

heartbeat » which imnproves clustey
thyoughput when +heve ave many .
emall  tacks Yo rvum.

Mapred. foivecheduler. |Take into account job Sines 1n &

siaebased weight caleulating  ¥neiv weights  for fair

sharing: )

Mapred. Fairecheduler . Epecify which jobconf property s
Pool narne Property uped %0 dereymine the pool hat

o Job belongs in.

Mapred. Fohscheduler- Specify a class o ‘adjust the Luerﬂhr?
Weighradjusver of vrunning jobs.

Mopred. Fair scheduler. Specify a claes thar determines how
load Manager mony  Maps €& reduces can yun oON a

gwen  TagkTrackey.




o Capacity Scheduler :

I The  capacity
Fait ocheduler
Viewpoint .

a. In capacity
echeduling

In
queues
Yeduce

. Each
tacks .

ouy

copocihd
each
sloto

job queue

3.

for

.In case we bhove
then the vaske
of other queues

When the
jobs in
Qre reploced
. I+ aleo
which

running

pro\_fidee
occu pcmt

resource (o) Slots ,

application doeew’
clustet.

. The CQ]DQC&’EH
the queue
ueed +o
subgtoup
Following +able
the capaci’na

that

acheduler has
but

schedulet we have wnulkiple job queuves Jov
raoks.

schedulet
with a

bhas

new task

wito

' scheduler

tepresent

apph carion
lists

scheduley

gitm lay functionali vies A&

adopts a  diffevent gocheduling

number of named

you define a
of map g

confiqurable nuwber
job operation:

per forming
vo pet form

ita own gloks itg

pex form it only one queue
can access the slot
dleo " ae +hey are free o use.
entets to some othe¥ queue then
ite  own elobs of the cluster

own job-

toek to
Yo per form

m
its
abstraction 1O koow

apilizing  the tmote clugter
co +thar e si'nca\e ucer (or) the

rafe unneceesary Slote in the

a \;e\.-' el © ?

is

m A s m m o oa A A R R A AR A A A AN

¥

mainly contains 3 ¥ypes af
toot , pavenr & leaf whieh are
cluster , organ{wt{om, (oY) any
submiseion  recpectively -
the configurable properties

aXe

of

Ptoperty Name

Detail »

Magpred. Capacity -
echeduler. queue.
<quene- name> -
quotanteed _ capacity

E{wcentatae of number of sglots [p the
ustey that ave quaranteed to be
available ot Job M  this queue.
sum of guaranteed capacitves for

all queues should be less
e ess than (o1) equal

Mapred. capacity -
gcheduler. queue
< Queue - home > -
recloirn - time - limit

The amount of time, 10
before which veaouvrces

othey queues wil]l be

seconds,
distributed to

teeclaimmed -

Mapred. Capacity -
Scheduler. queue.
£ quene - home 2 .
minirmoum - Uusey _

Bach queue limit ot the
percentage of resources ollocated to
a user ar any gived time, Iif

there ie COMypetition for them. This
P - Y= r & =

N @

enfotces a



.T.f Ytrue p‘r{a'r-;ﬁegl of a.Ob?- ‘.w{“ bc

Mapred. Capacity - &
account  im .gah'gdulin%

Scheauler. queve. | yalen into
< queue-name z - decisions .
supports Priority '-

(Gfadoop  Cluster &evup:ti o

1-Hodoep  Pramework 1e  writeen
designed Yo work with commodity hatdwate. - |

& The Hadoop's Filegystem MDFs is bigbly Lault - tolerant .

3. The suirable opeg-o\.{h% eﬁstem to bost HadooP -
Livas, however, it can 6e get VP on Windows OPE“Clhﬂa
Systems  with Cyquwin envitonment

4 The below .f{%u\fe shows vhe nulki-node Hadoop
cluster configuration.

5.The Hodoop cluster comprioes of ome
funs the NameNode ¢ TobTracker ¢ two
thor tun +he TaskTrocker €&  DaroNode. '

6. The Gatrdware nyoed Sor 'the Ho.doop.clustei”.euomp[e
described coneicte of thvee Awmoron Eca 1ngtonces
tunning  Ubumiu Linuat

3. The sStepe involved in setting UP a

v Tave © bas been

master node that
alave hodeg

Hadoop cluster ave:

Slave Node -1

DaraNode

Master Node

NomeNode

Tcas'k'ﬁa;kev

Slave Node-2

TJob Trackev

Dcll-d Node— | =

» ‘

Tagk Tracket

Ga‘{g.: Hadoop 'c\g Q‘@r enample

Tnetal Jave
Lnetall Jave
Hadoop ftequires. Jova 6. (of) latest version.

'\ Hadoo
Tnetral a.doop

Te Ssetup ©C
doewnloaded & unpacked on all

Commands fo inetall Javas
#\erify ¥ Java ie installed
4 jova -—vergion gy

Hodoop cluster, +he Hadoop setup tarball @
the Dodes-



-

$ sudo @ add - apt - repository ppa- ?ewqmrobareo/Jam
$ cudo Opt - get updote

¢ sudo apt - get ingtall suh-gjavae . jdk

$ sudo update - jova - altetnatives -s jova-6-8uUN

Inetall € confiqute Hadoop commands. -

$wqet brrps | apache - techorti fact. com/ miyroy [ bodoop /
common /' hadoop - \.0.b/ hodoop - 1.0.4 - tat. g%

Stot Axf hadoop- 1.0-4 for .g=

# Change hostvnome of node

H# Change bhostnome master

# cudo hostname glavel

# sude hosthame clave &

'# Moaify [ ete| Gosts file €& add privore IPs
and  Slave modest

d sudo Vim|etre | hosts -

# < private _1P_ mactet > wmcasfef"

8 ¢ privore P slavel > slavel

# < privare _ [P_clave’d > gtowa

| & osb - keygen -t rea -8 [.esh| i

« $ sudo cot/.sch/ id_rsa: Pub‘?‘7 ! ssh

8 Open autborized Keys Ffile & copy authotined Keye
of -each node

& sude Viwm/ . ssh/qu’rbo‘rfmed kevs

of Masgter

_Fsao

# Save bhost (imd con %aumh on &0 ncaerpr{,n’rg
{0 every mode. ueing  &sH
# esh mMastet

| # eeh clave i

tt esh slave &

, aukthor ned _ REH &

by connecting

File Nawme ‘ Deect{p’c{on

core - Site. rl Configurarwon parameters for Hadoop

€ HDFs-

| daemons - JobTracker € TaskTraecker.

hdfe—~ site. eml | Configuration parameters for HDRS
doemons — NarmeNode ¢ Secohda‘i"g
NarneNode € RataNode.

thapted - site. nm) | Confrgurotion  parameters for  MapReduce

DDA AADDDDDDD DL EDDDD PP PP DPPPD DD DD O o

badoop - ebv. sh | Envitonment  vaviobles for  Hadogp daemon
rmasters kist of ©nodes run on . Secondary Nomelode
slaves list of nodes vun TaskTiacker € DatalNede

loguj. properttes |hoQ@ing properties for Hadoop daemon

core (which are common +to Nlapl?educa'

Yy



Nerwor&ing ¢ ¥ moaglory 0

- Configure the herwork such that all  the \nc»:iescv‘:rr\I
conmect to each other over e networK - ' {

. To tmake oddweesing of nodes simple , aséigr eiriple
hosr names +0 modes- EENRT

o Hadoop conttol ecvipts uee 6SH fat  ol\luster - wide
opevarions such as  gvarving g g’télﬁp{'ﬁa Nome Node ,
DataNode , TobTracker, TaskTrackel €& ovner daemons . *,
on the nodes in  the cluster. A

o Fov the conivrol ocripte to work, all the mTodes {h'fhe
clueret must be able o comnect to - each otbey wvioo
a password- lees  ggH login: -

oTo enhable this, public/ privote RsA key paiy ig generated

i oon each node. '

| o The private ey is stoved in the £ile [.esb [i1d_vea &

public key 1s gtored in the file [.ssh/id_vsa.pub.

|« The public sen ey of each node e cogied o the
[- ssh [ authorined . Keys file of every ovher Node-

. The Linal step to serup the networking s ¥o save
host ey fingerprints of each TDode o the Khown _
hosts file of every other node:

Configure Hadoop _ |
WNith tbe Hodoop eetup package unpacked on al vigdes
¢, netrworking of vodes  Seiup, the mnexr @ svep 1S
to configure Foe Hodoop cluster.

— Sample configurotion — core - give. am\
< 2 nml version = 1.0" 2 >
< confrguratrion >
< property
« name > 38
< value > hafstll rnaster s
< pmperhd >
<| conf{(amoh'on >

_ Gavmple configuration hd

< % 2uml vereion = wia” &

< configuration >

< propek bty 7

< home > dfe. replication <|[name >
¢ volue> 2 <[volue >
< [ property >

</ configuration >

aefault. name < | name >
gL 3lo <[value >

fs . give. aml

- Sm"n:ple COﬂ‘?{au\'Qf{ on ma:p]red_ gite. 2\
< 2 #ml vereion = " 10" 8 B
< configuraton >

T T e e oy A o B ]
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S Sample  taereve and  elave £iles
$cd  hadoop [ con®

H Qpen the maat :
evs file and add
$vim mMosters hostnome of moglernode

B mosvet
# Open the mastets file and add hostname of slavenodes
$vim claves

# slavel
H glave &

- Sample : Stavting € gtopp{ng Hadoop cluster
ﬁ;o_d hadoop -1.0.4

# Format  NomeNode

$ bivn [ hadoop namenode - formot

# Start HWDFS Aaemons
$ bin [ start - dfs. sb

# Start  MapReduce . doemons
& bin| stort —mapred. Sh

# check  status of  Adaemon®
$ jpse

# Stopping Hadoop clustet
# bin| stop - Mapred- b

¢ bin [ Srop- dfs. ch

Stavting and Stopping Hodoop Cluster

. If Hadoop cluerer ic corvectly installed , configured
¢ crarted , oStatus of  Hadoop doemons . can be viewed
using the adrmnigtration (web- pages for daemons:

o Hodoop :pub\i-ehes .P”e gtoatus of HDFS § I\flapReduoe
jobs o an internally running  web sevver on mastet

node of Hadoop clustert -

« >

NameNode : ' master ¢ 54310
Giavted ¢
Versiop ¢

Biowse the Filesyster

| Nome Node Logs

1

rName Node Stops age .

Stosoge (D{;Sect-o-cy Type_ ; 'kS"t .-
Qte

e [hodoop -ubuntu . :
of mawme IMAG E-AND-EDIT 5 4 Aetfue
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m™Mast ey -Hadoop Map/Reduce Admintstvation

Stote :

Sta=sted:

Vewsion:

Clustey SummasyEHeap Site rs &6.12 MB/9g6.6amB)
unFC::?‘SMuP m‘“"“:"‘_g :f:um g:b:‘?: sions | N €5 ’rv?ucr:ugilr: s [F;:i?:;;nh[ g@:}’s‘r’?'
o] o o} 8 0 lo | !q, ]

Runningq Jobs
]none i

Rersved Job s

l'no ne U

T s 1‘5—'5151:1({'\5* Hadoop weoloase 1Oy

Fig-411: Hadoop MopRedule @dminstsanon

Name Node - htrp : [| < Name Node Rost Nome > ¢ 50030 |

JobTracker - Hrtp:ll < JobTrocker Host Name > ¢ boo 30 |

l*—*@‘ . - _—

Namenede ‘mastes:5y310’
Staosbtad :

AJessien

gsowse tr frle system
Namencde Loos

Ge Back +o BFS Bowme

Liuve  Datomodes :2,

Last | Admin [Corfigused | Ysed [Nen bFS Remaming| vgad [Remaining

Nodefcontacr | state  [anpatiby@B) [ (aB) [veedtoB) | (4m) | eh Block

s\ave! 2 |psesvite 1.87 ’ (o] Loy 6.23 S — :

LS\“\' e = ||nSesvite 161 0 Lol 6-23 0 19:0% |

--Fla + Hadoop HDFS sbdbus pag e s&owf-na (x*ve dotan ned?u

—

[esel ll |

maskes Had oof Mochime Cfsr
Active Task Tovockess

Rur g [Man tox Noda
Naome HOST | rasws [Map | Requte | Faluses | poqiep
Tas ks | Tasksr Sherdts
tvoces_slovelocalhost/|slave 1 0 Y 2 0 "VA
enmohon alover_locabhost)l alevaal © =} - 0 1.




- [woad Bo\cﬁnc{ma Tier

Reference oSre(:\itecwre Jot Qloud Applic::h’ons:
_MLHH— tier cloud applicaYions  cot  haove

deployment  avchitectute  alternotives.

— Chocsing the Yight deployment qyehitectote

various

is  i{rnpotlont

to  ensure thar the application meets the <p ecified -

bHer ?C\'rmc\ﬂ(‘_ﬁ‘ \'uniremPDTA-

Lme bsite.com

~In‘

Load Bq lancing

Tieyw .
Load balanen ) ’
|- ] ,ioaclBa{mnemz.
Fi
“Application
'APP(‘l'L‘-ﬂ tion Tier #Applicanon
Seaver - Sexyver-z

e

Darabase \

Ti'es
M“\&"‘%”T’F Glave

-

N L

L Storoge

clowd Ties

Stozhge

Eg:Typieal dep | A
to-Business, Bambrmg & —frnan aal opph'cations.

l.oad Balancing Tiev * The firet ter 1is  the
tevr: : 5

conercte of ome (or) more
_Tt ie Yecornmended Yo . ‘
netonces o _avoid the eingle  Ppoint of

_It is olso tecommended Yo & o e
inetances in gepatote availability Aome

ceryyice pYCN'i:C)e‘ o {'{T\p'ﬂj\!e ?e\‘l O‘b;‘ll‘ﬂd E

e

Applicarion Tiev : =

—Toe second tier te the application layer
of ohe (o) wove opplicorion sevvers 1o
outo - scaling:

- Auto scoling  can be wiggered when  the
volues for ony of  +he Spec'i‘e':ed metrics

{bvechold .

-The (oinimurn g maditnum  size of ihe

loyrr ert—a-ct hibe cEuF=- fos €-cOwmIm eX LY, Rusrmess-

load bo\_ancin%

L

load balanacrs.

hove atleast +two lead balancer

Lailure.

'pro\;{g,{on the load balanasr

of +the cloud
Cl\milab{l{hd.

that copsislh
configure

tecovded
asuch as

cPU wusage, Nemory usage etc goes above defimec

apbylication

PR S R T L. SR T ~ et s D o e "\ﬂ T e e |

AAXNA P2 AN ARANPIARAMNMAMAMAMRAMRAMARMAMANMNRAMSRENRNAMNNODNOANBOOANDNNADNNAAONODNDDNDDNODGO



setvete running at all 4imes +to avoid a eingle Point of
fatluves ’
15 launched .

- In Qm-oaccﬁmﬂ optiomns » the

down  qve qleo  gpecified.

Database Tier =

threehold for scalin q

—The thivd tier {e the . datobase tiet which 1ncludes
@ master dorabase instance g multiple glave inelance

— The master Node getvevs all the write Yequeete ¢
teod Tequests ate gevved Srorn Slave Modes.

— Thie fimproves the taroughput For the database trer
EVince rost app\.i‘cot{o'mg haove a Glitahe‘r“ vio. of tead
Yequests than = write tequests. |

— Multiple <ave nodes oleo gerve as a backup Sor the
master mode. |

— For bot waster g glave hodes, it ie . bighly
Yecermmended Yo use o digk -~ eubelystern Sotr gtotage
€ wot +he instance - attached -Store +o ensuve the
veliability € availability becouse in ‘e evendt of
failures 1f the instonce - attached storage IS
need fotr the darabose , ol data wil be (ost.

— Whereos, in the. caose of ceparate  digk - Volumes , it

is possible to Yectovre the database.

we bstbe. comF
|

Load Balaw cityg

lLoad Bolaweer)  Tiex | Load Balamcevs|

I
e
pplication 1 ey =
phtation
S edver-| 8 aBVvew 2=

! Content

—~ .
/ ‘Oam6m> : D@\\“Ua:‘zsf
Tier . _ .
Ma stzer Replita)i'on Slaves

1

‘Stﬁf&ﬁ& M\'a;\mﬂﬂ es,/Vid eos 2B ¢

C-s 09 "'th

Re\abdt cloud
b Sto~vuge

;Pl’ﬂ__T‘fP‘:m| d'—PfO}'T-nen'l' archrtec buse o cOMbemt deli"veny |
abo(\bunb-ms surk as onlime pbhoto af&ams;'\ﬂ'ﬂfﬂo w"ﬁcas‘ﬁ“‘?eh.

e r— i g e



_Both relational € nhom-velational data stotes ore Shown b
the &igure, in the deployment:

_A conient delivery network CON  which congiste of o

g\ohal hetwork ©of edqe locations = ueed §ot_~ thedia delivery.
_opN ie used *o cpeed Up the delivery of gratic content
such as imoges €  wideos-

we bsite.corm

li__;CLd Cloud Commputi —
Ralanees-) TInstances = a
alancer=
v
Applrta oo fogenc v P
Seyv v =) Sesven-z

r‘% ! 4/ =
Jobs | Gbo-sage.i | ’Eob_s E\;

coud-Based Distsibuted Reatch
J}, Psocessimg Lrfras bruceuse

———-bb/\/ofﬁ-ea -
__._“""'—-_-bl Wofﬁ_e.:s-z._l >
T Wo<kes—s |———

s Woskes—y j/ T

|
Inpyt NWoskes-§ Oubpyt-
LQ.[&U& = :

Buew |

l ; -—

;P’fﬁ:_T\ap-.to( deploymemt asthibectruse for cormpbule Mmetensive
dppleonons fos Dotn-AmalytitsMedia Toans todinyg € be

n HhhhhDh DA D OO N ONOND OO ONMONDH O A&BD D«

—The above figure ghows web, application , grorage , Compu

-ting | analytice ¥  darabase tiers. S
- he omalytics tier  comeiste of  loud - based digtvibuted c
botch  processing framewor® cuch as Hodoop suitable
Sor onalywing big data: | -
— Dote analysis jobs such as MapReduce jobs are submitted 6
to  the analytics tier  Prom the aopplicaton  seyvers. S
- The jobs are queued for  enecttion g ofter completion &
the anadywned data s presented  fiom  applitatton <
servere: Table: Exomples of popular cloud development tool,. -
TJava PHP .NET " | Python <
Apoche Torcat %endSewvi Tntevnet Tnformation ’chmgo <
Ovacle Weblogic =gt Seyvices (l1g) ;
Glunicoy n <
Gilags Figh Quercus | INeb  Sevvey M | Prih <
: . - oh
IBM  (NebSphere Windows Sewvey Odd L\{_)tS (
| TBogs PR . T, MD S ~




F

Cloud Applieatrion Degign  Methodologies ¢ o gard T &
Sevvice Oviebted Ayehitecture (80A) ¢ ' LYE S \I
_.Sew.{ce O¥iented Avchitecture (60A) is a’™ twell’ es{—abtfsh 5 o i
orebiteckural approach for  decigning €& ‘developing e il
applicariotis  in- the  Sormm 6§ seyvices . that  ¢can be SR:'Z'
€& ‘veused: 7 | o g 845 S )

- BOp. . & "t’; *dolleetion  of  dAiscretve
CSovyn ariapart of AW fapplication
the .?uncttona\md of an opplication.

— GoM{eetvices. ave  developed - as loogely - coupled - rnodu(es
Toe ,ser\nce% comrnuni cate wan éocb other. btd PC‘%{‘“%
meewgee I ¥ X % N M

_Se-wxcee o'ce' des.cmbed uemca welb @,e,rwce deecttptwn
\lonquage ( WSDL) O . Al g iy -
_WeDL e oW  XML- bosed WeDL that ""15 “ueed- to create
sexvice  degcriptions co‘nm'mtn% “nformation on  the
functions. -—Pei\fcjrme{j_&ﬂbld - c,ewme g the inpute ¢
outputs 'of  the service. J ’ : g

d

ecfvware serviées that
g . collecrively provide

i

L o DesestpEToT |
TNpes .- , " ;

1 : s . Inteasfm@_

‘- o ® ; OP Q{;Bb'!bn*"r’*: _ﬁ' )
. e e | Tq:wsph Coveepls

| fov sepzesentation .

i T 5 -!.. .\.I_' —— o f
Outpue g of Web sexvites j

- Bindrrne

Serivee . |

Endpormty |-

that s

G w' pa deacnbeg a dmci’ete sysrem function
enposed as a”  web egeyvice. - " _
-{:T\dQOI nt ¢t ie the addyess OF the web geyvice.
= mdmg Tt epecifies the inter foce & transport Protoagl_.
..-Imerﬁoce':[k defines a wed selvice € operations that |
Cno she penbrmed By e SEHieE & lopuB & ourpubs

j,ﬂhaknhnhn-‘-\‘ Aelinees how the 'me&e,oge la decoded € ,




% Sofv oetvices communicare using the Simple object
oviented Protocol (8oAP).

- It {3 o protocol that allows erchange of grrucruved
informnarion  berween web services.

- When WGDL is combination with SOAP (s weed +u
provide web eevvices ovetr the ntretnet

_ SoA allows yeuse of services for mulriole
applicatrions as it 16 designed +to  perforro o
emoll function .

Posesentatidvn Beswies

B DD D D

Entesprisc Bschestrvbbed Busiymess Pwolerss e
P i
- ¥ o
= >

Cornposfie Sesvices “]

: ‘tSe.-r Vvite Se:r e, /:Se:r'w‘
)
Y

;rjz‘" T

o o o O
=S : i
@um-nes_s <3\{9

o B

ﬁ[_m esS of (Sesvite Ovrembed Aschitectuire.

Me s¢ Ol,gt’ngf

@ou trevs

'_7_'5 o s fosmens

Toe above figure ghows the lOHe?s of <oA ibcuding:

> - layer comeists of customn
5 Busimess Systemns - Taie |
built opplicavrions & (egacy eysrewns such Qs Enterprizeq

Resoutce Manager ( ERPD 5 Custorney Relahonghlp
Management (CRM), Supply chait  Managefment (ScM) efe.
> Service Com}gonems-'\be cetvice comp?nenfe alow the
bove laygers o iprevoct with business systems .
e cervice co‘mponents Cl\'e VGSPOT}SI ble -EQ\{ i"&!q\.-;\_..ng
Tt’t:s Sunctionality of e  sevvices exposed-

> Composite eervices - Tt con be wused +o create entevpr.
et = i it ec1$rc

_iee scale compomnents (o¥) Rusiness —unit gp
cotmpaonents -

o Otchesttated Bueiness Processes ¢+ Composite sevvaces
PP g i T . . .
can be orchestrated Yo create higher \evel businesg
Processes. In this lager +he compositions S5

| O, T, 3 TR E s oam o OO
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I

Pres Y : 1 2 :
™ entation Services - Tt  imaudes usetr interSaces that'

euposes +he gervices €  the oOrchestrared business ’
Processes o  the wusers. . : | |
- Enterpricse Sexvice Bus - It integrates . the eervices }
through adapters »  routing o traneSor ynation € Mmessaging |
mechanisms. :

Model (ccM) ¢

— Cloud Component Model & an applicarion design rethodologie

o Cloud Cowmnponent

= oo qpp‘rooch pm\i{des cost

_ Coct benmefite come by scaling cloud
onyy fot those comporients
cornputing coapacivy -

vesources

up

bene fire for  cloud app\{caﬁomj

whidh  Tequite additional|

Comnponent Design
-Defrme c/oud
cornponent rnodel
for applicasron

A-zchitettuve De sign
Detrne Lntevactzoms
Botween applica &dn
coTnPOTM e TS

Deployrnent Desipy,
Assiyn appl'catiom

COITNPoMm em £S5 2
cloud saespuxce,

— The

obove

chows  the

figuve :

greps

involved in

thar  povides a  Slexible  wov  of  creating cloud
applications 0 vopid,  convenient & platforrn  independent
nnanney.

_ ceM is an  architeetural  approach for cloud application s
that 16 nov  +ied o ony epecific - progromming languaqe
(o) cloud p\ot?o\fm» ' .

— Cloud Qapplications deg{cahec! with ccM a\pprooch have
better  portability ¢ intevoperability -

— ccM  baged applications have better scalabili ¥y by
separating  application  cornponentts ¢ providing OQY“CQ“’O“-_T
-ous  communicakrion mMmecdhanidtm .. o . *

_ ceM makes  maintainability  of  cloud  opplications easier |
the SLunctionality of inaividual  cornponents —can be
improved (O  upgraded.



- Combonenr Des\gn .

-~ Tn ihe fiver steps a cloud component model 1o
created  Sot  the application  based on cotnprebensgive
analysi e of the applicarions Sunctions £ buildingblocks-
— ceM olbows \dehh&dmg the bul\dina blocks of C‘? cl_c?ud
application  which ate clagsified based on %Eireduﬁmm
pe\‘j’ovmed €. ‘ype of§ cloud regoutrces requ

: ¢
_ Each building block .-pev‘-Eov ms a setr of ochon.sn n‘c{',-
produce the desited ouUtpULS for othetr Corepobe

Cornpontietrt-

! Funcefomal L . Pasferrmcnia |
| Tovertaee [P | Trplementgy | & FISIET R

[ QESOWCEJ" {:Pfum‘l!@ cf%’yfq

‘9'3(5)-. HArsehitecbuse of a CCM Cormpsment—

— Each compoment  takes epecific inpurs , Ppesforras a
pre-defined cer of actions &  produces degired outpuls.
—ComPOT\ETﬂ:G vepolt theit pevformance o per Cormance .
databagse +through a  perforrmance interface.

— Cornponents have Mo. o§ vegources cuch as webpages ;
itnoqes » Adocuments , databace tables ete. '

— buvto-. scaling perSottmance  Constraints &  conditiens
con  He gpecx.f'n.ed Sot  each component. :

_ Component - based opproach s - applicable to  both
web gogees “bosed opplicotions €  wnobile applications .

_ Below figqure ghowe a ceM. cotnporment Map  for

anN e - commerce  opplicanoms -
contents C‘-"”";:j
; Catalog ey o e
Web U7 ex [F‘!t)hb Frd l oL
P --Jqp,,(,mhn[_lﬁi Bayig | [Selling ™~ [Bwéd g Pzrou’v tle |
Tiey plica L/pph’cu'tfor AP plicatiof p IV caho plicatss
Geaxep. |
Brgin e
Totabase || Cotalvg “Dtx 1Ty [TSe Mg HB:H ey [ Cez stome
Ti\ear tt:Baso. atobase | [Databasel | Paraéase a&nAn,,)ﬁ

- - - a =& A A& A A A

A A A A A A A A A A =



s Avehireerure Design ¢

— The second &rep in the ccM degign  Mmetlhodoloqy s

architecture  deeign . - -
— In s areps intevactvione betweeD .‘rhe application
coroponeNnts  ave defined as ghown N 4the below
Siguve-
Cate | |
“"‘:Dt::gnd Fuastomes prof,
—] ~Lsoot end

£y Casaig &

I‘LAPP Iicat{on

Seot fy
ghglﬁ‘ﬂe_ [

DR ; _— — |

=

—

. T —h—--=‘\.__.________
]

;l 93 f
Web f‘ht:E:B‘QL‘l’:l'bTL dfO.g'Gch“PUF amn e—c.ommc‘,_ apphca't-ron

C’éM Comporent “ fiave +the  fallowing cdoaracrevigtics g i
loose Coupling: Components in ccM ave looeely coupled.
looce coupling of  components relies on the use of
REST cornmunicarion  protocol - thar ollows  component
developed in « differeot  programming longuages  to
with  each otbhey! " - ~

cornpunNicote !
Asynchronous Communication ¢ |
__Loose\ coupled eo'mponem% communica
Hmouké\ message baced g;gmmumcqhoh
— Aowing a@,%nch-rmnous cornmmunication | between componen |
it odds copocity by ocading addivional servers wher
the . opplication - load increases - | |

,__P,g, nchronous commun cation is' wnade pbeeible bld

ueing  mmessoging Queuee.
— The benefit of wmessaging queves {5 +that the

s A Y PECIPURFI, (. SR, W g -\ P — A ba V] 1O N b o (2 A = I

5 _!
\ie aay _nch'(onouslg
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|
|

{
|

1~ With this

— Tois opptoach ~ makes it

Staveless Qegign :

- Components in  the cloud component Model are gtotelese.
-Ba stol-inca seseion State outgide of the ComMPonen t
o  databose, Statelese compohent desigh eDaobles  the
dietriburon €  hotriwonto!  scaling

> Deployment  Hesign :
_The thivd etep in coM desigh methodology 19
Aesign

- In this sotep, apphcation component
gpecific  cloud resources such as

cevvers , darabase sevvers, etc. ‘
_ The application components ore ' designed to be :(,ooe.e}z& "
coupled & statelese with agyhchtonous comrnumc:abon,
componenl  can be deployed independently of each otbher.
easy to migrate application
clouda to the othev.

-~

]

depio%mer;t

s awe Mmapped to A
web servers, application

A N A AADN DN ANBMNDMNNA

-

components .  from one .

Slenibilivy O applcorion  design € dgploldﬁ\eﬁt 5
the opplication developers  encuve that . the applicarons
roeet  the peygovmanoe & COSt yequitemnents with changing ®

contente - - ﬁ)
_ Following &igure shows +heé deployrment  design ¢

€ - corntneyce oppl{cdt{on i

an

we bske. tovn,

Vv
_____ ;_ C.oa_d
. ‘ %ﬂhm = — - —— e

— —

.._‘ﬁ ~Applhitation ~App heatrom

Sexves - eFvespy

|
|
|
[ L ‘quuﬁase_ L

;
Statws Sloug DBt
DB Stovog pB
s e
QEEOSLEUG'Y(_(S nap .shol-s)

‘I.Dﬂthdh’-Heﬂ cloud de_ploywn&erpOﬁ amEfcommL*“ﬂPP’?taﬁ;\
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End pointe

sof gevvices bhave smal
& wel - defined "gér of -
enapoints through .
which mmaony types of
data can  pass.

larqe.-no. of endpoints.

eoch
component s
bld ‘1d~ . 'U R‘I ’

regource In o
identt fred

ccM  components  bave verY |

8

There (s an endpoint for |

cof LeesS a meseaging

| as XML , JSoN over

. . P~ L e
1 Mesgsagin : ccM components  USE
gire layer above HTTP b’d HTTP ana REST for
using SOAP which messaging -
Pprovided congtrai-
-nks  to developers:

Security Uges, ING- Security 5 | CCM Components use |
SAML and othey HTTPS '?O\ SQCU\"H:‘{-
gtandards for eecuyity.

Im-evfécing cop wees XML for ccM  allows  fresources -
intet Sacing - N components represent

: diffevent formars for !

tnter facing: . i

Ay ' g

' { Hadidonal | CcM  components: & -the
mbt Consurning \

eshagipHEn SOA Seyvices in A underlving  component,
broweer s cumbergsme. | FesoUTces are exposed

el
— Following table \igre similatvities €  diSSevences betrween
SOA and CccM. ‘
Similatities -,
SOA CcM F
Standardizarion € 80A advecoted principles| ceM 1o baged on
Re-use of ‘teuseg wel defined [ reusable components
relatrionehip between wbhich car be wused by
geyvice provider and multiple cloud
geyvice consumey. applicaions . |
Loose Coupling goA & bosed on ceM is  based on loosely
loosely coupled sevvices coupled cornponents |
that  minitminse that commuonicate
dependencies - as\mch’ronous[gd :
Statrelesemnese SOP ceyvices tninimite | CCM components ave '
Yegource consumption Lotaveless Qtate 18
by deferving the ctored outeide of
managerment of © the components:
4 stare nSormation -
Oifferences -
ie.
SOoA Cc M



Taas, Paas €& Saal Sevvicee Sot Cloud Applicatiom :
—Cloud Sevvice provides such as  Amonon , Google, Microsoft,
etc provide Alverse infractvucrure (Taas) , plotform( Poag) €
sofiwave (Soas) Ssevvices that the de\n'e\o'pets conh  use
o developing & deploging opplications in cloud camputing
epwvironments C 4
— Clovad  sevvice providers make cdoud vegourcee available o
the wuseis with cloud APIs via o web-baosed intevfaces -
— [here are numevous cloud seyvice  Pproviders with  theve
own clouvd ApPTs-

— For enample, Salesforce Paas ( Force. com) allows developets !
to Create  applications  yeing Apet ¢ Vigual Foree . 4
~ Gimilorly »  applications  desighed Sor  Google App Engine |
(GAE) plarform must fmplement  GAE  Specific ?n'ce!rﬁ‘cmzs1
and have a GPE  Specific deploymedt  de seripror .

- Cloud Foundyy 1is ~ another opep  PoaS  offerin fhat
supports  a vaviety 08 couds, frameworks € application '
sexvices-

— Open Paa8 offerings provide Qreater Llenibility  than .
the vendor- gpecific Paas offevings' as they Support
mote  programming  lanquages ¢ frameworke € provide
a greaver choice of . clouds for deployment -

]
L]
‘
§

Model V\iew Cobvvolley ¢ 4
Mede! View Contvoller (Mve) (s a populayr cofrware
design parvern ~ for wed applications.

‘Model ‘ \New
J\Jeh“w\ ol A" $HERE

Conbsoller ‘

¢

‘:%'&LMOdB‘ View Cont=plles

The Mve  parvern  copsists of  three pavte ¢
- Model :

o Model monages +the data €& behavior of applications.

o Model  procesees evenl sent by the controlley, .
o Model has to infotmarion about the Views € contvolley, 4
o Model yegponde to the Vequests foy  {nPorxmation ‘

ocbout i¥s Stave  from ibe View. i

. Tt Veeponds o Yne tbervuctions to change grak



= Viewt , 5 ;
o View prepaves an iover face  which e sbowp to uger.

. @aeve [nteract with the application Hn‘rough Views.

o Views present Fhe tnformnation +hat _L—h_ihemogel cor)

controller  tell  the . View to  preeeht o et €
oleo babdles uset ‘Yequests & gehds them *0  coptroller-

- Contyolley ¢

o Copbivoller g\ue@» ‘he toodel to  the view -

o Conitoller  procecees  user ‘requests & vpdatee +he model
whbeh  the  weet Manipulares the View. :
o Conivoller also updates the view (phet the model
changqes.

#NIVC  seporates  Yoe application logic, tbe
the wser interface.

*x The be;he-?;'t. of wein Mve o thar it [mmproves the |

r0ain tainabi liky O@ e QPPI‘ cation & allowe Freuge .

of code. !

|

s Applicarions built with MVC awbiteckuve can be updated |
easily due ‘o the separatioN of the model From View’

« Tn MVC. both e View € Controller depends: on the
rmodel , but the model doesnot depends o0  either ,

% This allows *the wmodel to be developed € tested

fndependently- i 2

% 1n  ivaditional opplications the View s generally
tightly coupled with the model. Since the Vviews
are likely 4o change ore Hrequently than model .

* In Mve, the viewe can be changed withoaut
affecting +the model.

data » ahd

|

REsT ful Web Sevvices .

_ Representational  Svave Transfer (REST) cobtains a get
of avrchitectural principlee by which You can design

[ - % L]

web eervices & ,web APIs that  focus 0P A eyetermn'e.
yegources € bow yvegource grates Ate . addreeged  and
+rangfevved- y o

_ The REST architectural consiste opply +o  the
cotmponents , cobpectors, ond data elements, within
a digtribured bypetnedia gystem.

_The REST orchitectural gysver™ conekraints are as HRllows:

o Client .~ Servey * i

_ Toe principle bebind e client - seyVet constvaint s the
concerm -

chould hot

" R * _ ui -

ceparorion of
_ For enomple, clients

conceined (uith the



— Separation
update

oStareless ¢

-~ Each request
the pecessary
€ capnot toke
the  gevvey

— The gegsiod

o Cocheable ¢
Cacheable

o \egponse
labelled Qs

o havered System 3
— haverea System
auch that each
iromediate  lover
—Sgst—em acalabi ity
ihrernediatries o
the end Servevr-

o Uniform TInterSace ¢

_ Oniformm inrevface
of communicarion
be uniform-

o Code onn Remond ¢
_ Sexvers canh
clhents Yo

optionol constraint .
_ A REsTHu

using HTTP g
— REoT ful

which are

PLromn

state

concivaint
o a
cacheable

in formmation
advontage

request

copet raint

com‘pohEﬂ t
with  wbich

cah be

constrant
between a

provide
elecutre

web gervice
REST
web  gceyvice S QA
'rep?esented

of client ¢ gerver allows to
independently -

to
to
of any

client

o Gept

requives that

be
(o)

the

they

regpond o)

executable
D helr
principles-

by URIs -

gey Vet
undetsetond the

ent relH on

the Al
mpliciy (0 explicity

not - cacheable.

behavioy of

cannot
are

{mproved bV
requeste

requires
chient ¥

code
contex -

{e a web APT (mplemented

collectton of

develop on-d

rpust Contain al)
tequest 5 |
of

Stored content

e client.

data with in

components
beyvond the
tnteractng-

allowin g
{nsl-e‘:d o

gee

method
muset

that the
gervel

(oY) Script® for
Thie 1o the

FeQouices

HTTP

i Resource Type

Aetion

E')Lo.mple
4

GET |ColleeHon ORI

"o

ihe
inD a

lietr all
fegouyrces

collee ton.

i

brtp:/l example. com |
api[tasks/ (list all

the +4ask)
&

GET | Elernent ORI

informatHon
tegoutce

Get
about

bttp:!) example. com/
api/ tagks /1 fCtaEt .

10 formatiod on fagkwﬂ‘
. '(

]PosT Collection ORI

Cieate a
Va Qv Ao

Netw

bttp: [) euample.com} P

S LIS I T ! ! R [N P



ﬁosT Element OURT Giehevally Dot uged.

PUT |Collecion URT |Replace the entire http ¢ (| edxample. com /
collectipn with api| tacks ,
anothet collection- { ¥

POT | Element ORI [ Opdate a heep ¢ (] emampie. com/
' Yegouvee Clpi | tasks( (]

Delere the entive htep:/l enample. com [

Delete | Collection ORT -
s collecHon api [ task s/

t‘ Elft[]e‘}t R lD .eke CL ’fe |’r| i]’tCP e i e-la")]bils Corr]f

\I'able: HT'TP request methods and aectioM.

Data Storage Approaches

Thete ave two broad cateqories of approaches for the
datroboses & thewr  proe & Co: '

— Relational (s8L) Approach *

— A Relational dotebase i8  Qotabdse that  conforms to the
relational roodel  popularized by Edgat Codd I [A%0. |
— The below +able Summarizes @ ‘fules that codd introdu - |
-ced for relarional databases - |

Rule Description
1- Infermation Al infermation in a relational databage s
Rule - Feprecented explicitly at logical level € N
evactly  one way - by Values o tables.
2. Giuaronteed A dara must be acceesible. Every ihdividual |
PAecese Rule Scalar volue In tvelaHonal DB is quaranteed to

be logically accessible by gpecifying table
bamne 5  priwaty Key value & column name.

3. Sygrematic Nall values' are guppovted 0 £ully  relatonal

treatroent of OBMSs  fov | repregenting miseing Information

null values & inapplicable information Tn a gystematic
way . ' ) :

- Dynomic opline | Toe systern  must support an online, ;
coralog based on | teloriopal catolog to autborined users using -
relakiono! model-- | some.  kelatienal language. :

5, Corﬁp\rehens{”e A velational gysterd must gu-ppotf' atleast are
sub - longuoge language whole gtarernents are expressibles
X Jb\: A well - defined ovptas . Aa Al arAckBl |

1



G- Niew

AN thot ave  theotitically

updating views
vl LUpdatable ate alac  wupdotable by gygrem
) = — = g e
\-_}_ LBiah level The gystern  ppOSt gupport Ser gt o
L imamt . Opdate, | time ingert , update €, delete
| delete Opetatovs:
! —
!9,_ Physical data | Any changes  tnade [0 eitber stovage

nde e ndence

Fepresentarons (o¥) QCcess toethods

hbhHPOHOHNDHDHHOHGHNDHDDDH D D DO

! should hot tequlre the applications o
'i be chonqed:
.
9- hogical data Changes to the logical level must not
. Indepehdence require a change to an  applicaton
! based on the Structure-
l . .
i'lo. Inteqrity Inteqrity Constraints aye gpecific to a
| independence particulaf trelabonal database Mmust be
i definable [0 relational dota gsub-languag®
i ¢ storable n catolog, Dot D the
: applicoHod  progrorms .
| ' - ‘q
l1- Distribution A velatonal DRMs bas distibution .
independence dependence: Toat (s, eunisting applications
gshould Continue Yo operale QUCcssS’?uffld =
when exieting digtributed dara are c
| Fedistribured around the gystem. c
I )
1a. Non - subversiop | T€ a relakona) system has a low-lewe! &
rule. language s that \ow \e\ffl canpot be used ¢
to oulonexrt the {otegtity trules & constraints_
- = -
expressed 10 hiahev-\eve\ relatHonal ¢
language-
F4
Table: Coaa's wules for velaXonal database. i
A velaHonal dotabase has Vvayious constroints  described ¢
as Sollows ¢ &
—Domeln Copstralnr = Tt veswicts, the domain of each g
attribute (ov) get of  possible values for attribule c
|- Entity Tnregrity Constyaint ¢ Tt states that no primary o
Key volue cap be ball &
- Refevential Iﬁ'h?ia'('lw Constyaint ¢ Tt s Yequited to Pe
mMaibtain consigtency among  tuples D twoO relaons , c
referential inregrity vyequites every Value of one 2
attiibute to  ewist aS a Vvalue of apother atrtribyee
in opotber  velaXon. f &
e, R B T T (R 7 V. T Ce——, v




ﬁle\ah‘ono\ dm—ab’ases gupport atleast one comprehenaive |
Sub—lc\nguoge .e., @Sivuctured query \qt’tqudge (s@l) -, |
Se\ohona} databoses *Prov‘\de AciD gudrantees that databose |
ransactions ave processed ‘teliably s desctibed below ¢
QMm1'P{¥H= Atomnicity property ensures that each transaetion
e efther all (V) bovhing: g
gohsisk-ehc\ltI\- ehsures that each  transaeHob  brings the
atabose  from  one \valld Stare Yo  anotber.
Teolarion : Tt eheures concurvency conwols. Te., vesults of
The irancacHons are isolated from eacP otheld until they |
£inish.

Dutability : T+ encures that once @ ‘ransachon Commitied ,
the data fremaine as % e, feo @¥ fo nob affesked by |

gystemm outraqes cuch as powek losge. !
Ex: Otacle DB » Mictosofr s@kh Server »
I8 _ee:

Ny S8k , SPP Sybase

Pros and Cons of Relakonal DB

S e R T T ELae

Pros Cons
1. Well adefined coneistent |. PeyBormance ie tbe major
todel - constraint for relarional DB- !

2. kimited gsupport for complex 4

a. Provide AcID guarantees .
data Siyuctuyes -

3. Relational integrity maintain|3. A coroplete Knowledge of the
-ed through entity and DB gtructure (g - -tequired to
referential {pregridy congtrainh.| Create ¢ adboc quevies -

- Well suited £or online |4.Moct relational DB gcystems
tronsaction proceeefnca'(OLTP) Qre expebeive.

applicarion. '
5. Syoble € srandardined 5. Some telaronal DB bave limils
datraboses available- on sixe of frelds. :
6. The DB design § borrmoliravon (g. Imegmﬁna data Som the

Stepe oxe well - defined . & toalkiple velarional OB
Undedying  struckure is  well gysterne can be cumbersome. |

upderstood -

Nob - Relational (No- 8QL)  Approach
_ Non - Relational darabase are becorning popular with the

qrowth of cloud computing. .
| Nae _ velmrionol dotaboses have bevtes  bhorfroptal Sealing




|~ Nen-velatiera)  darabases Provide  AcID quarantees .
= Negt tor- velationa!  daraboces  offey  eventua! cormistency.
_ Qaee attbere have  vefetied to  the teremn BAGE ‘
"Racaica’™  Ayailable Soft Qiare . Evenrva! (ergiavency D
quaramiees  for pen- yelarional  databases  as onposs d
tc A quarantess  provided by reladcna’ dmabg?r.ygu
— Ner - relatioral  davabases can  acbhteve Biab geatapitty
fout selciarce & availabidivy Threee df”f"?ac’pg bop e
dieniibured on o large clustei  of machipes

derat

DODDODDOIDDOEDPDRPRPPODPPPLPOLLLOS T

3. Hfg'ﬁ aovailability ¢  fauly
tolevrorce provided by data
veplication

b Ne fiwned schema. Support
unsttuctuved data.

5. Vety fost rerrieval of the
data Suitable for  yeql -
tirne applications -

— Un'ike t1elational dotrabaces . the pon- relakonal DB
Achat hove o atyvict eachermnQ -
— WE 1PCC‘C‘G‘ cab he ;ﬁ k—he &O[m c;l.c.‘ ‘kf“f s \I:'O\UQ ID{_']II"S
ey Aecumente
— The commorly  weed  cateqories include s
oRev—value Store : Kev-Vvolue stote dotabases ave Suited Lor
' . A sk st
apnlications that  tequite  groving upctructured data withed
a  fined gchema F
' V- gk ubve
e Document Store ¢ Doc ctrore daicbages  etoye  cem SrrucELy
| 3 i 3 which arve erceded 0
data n the Sormm of  documents BB o AR
Aifferent ctanhdards euch as JSON , XML, ! s TAMIL
o (araph Siore : Theee are designed for ctoring date Haf
has groph Stiucrure (nodes ® edges) -
e Object Stove ¢ Object Qiore  golutions are deeiqned for
gtoting dota in e form of objects defined n an
Object - orienred  Pregramming lanquage .
Pios and Cons of Non- relotional Datrebases <
Ptos Cons -
I. Easy *o gcale- out. Higher . Donot provide ACID Quatanress <
Peiformnance  for massive theie fore less suitable Tor s
Scale data as compared O applications such as trapsacton g
telahonal DB. Processing that require Censisteney. c
a. Most golurons are either |2.No g£imed schema. Toeie is no &
open - gource (ov) cheaper as common data storage Model
compoted tO  yelanohal DB- Diflerent sooluticns bave &
AifEerent data Stovage Models - <

for agqreqation

3. kimired support
relational

as compa‘re da to
databases.

D

h- No well-defined apptoach

for  database design .
6. hack of cobsistent mode |
lead Yo  soluHon lock _in

pnhorhnhoD



Tntroduction to @xd\:hon:

Pzdthcm is a Qenheral - purpose (207 high level programming
longueqe  suiteble Sov providing  &olid foundcx_h‘on to ‘the
Yeader in  the avea of cbud compuﬁha-

e main  character(stice of Pyrhon ave s
Mult—|~parodiam p\-ogmmn“fﬂﬂ l_anguagie-. pld!:hon guppor’s motre
than one programming paradigm  including object - oviented
programming €  stvuctuved = programming.

Totet preted  Language : Python s on interpreted languoge
¢ doesnot requive an  erplicit compilation step. The
python  interpretev enecutes ¥he  program  souvce code
divectly ,  Sratement by Statetment as o processor”

cov) scv{pt{ng engine.

Tntetactive -tabguage : PHVhO'ﬂ provides an ‘nteractive Mmode
‘o which wueer con submit commands ot toe python
prompt & interoct with ¥he lﬁ{:El’pre’GEF divectly -

e &ey benefive of python are 2 Eagy - to- learn , read
¢ maintain. Pythoo e eaey tro learn yet an :
em’deme\\d @ome‘(?ul -longuage -?ok a. wide Yange o

application. Due ¥o ite eimplicity , - progroms written
0 python are eaey 0o maintain. _ _
Object ond Procedure Oviented s Tt cupports both object

oviented & procedure otriented proqramming - Procedare
oriented allow programs %0 be (ritteth around-
procedure s (oV) function hat  allow reuse of code.
object oviented program €0 be Writken 'OT'Ot:md
objects hot ‘nclude both  data € Lunctionality -

. ( rendable ‘lanquage & allo
E\Ktehdc‘.b{e ] PYthOn \8 an ex = ﬂ 8-_' W
Thm of low - level rmodules wyitten 0 guch qe
cloud cornputing. It ' uceful when you want to gpeed
uP a  Critical portion of a progrom -

Scalable ¢ Oue to the minimalistic  TNotute of python , v
provides  Q manageable  grtucture  §or (atge programmy .

Korvable 'IPH’choh ie an inbefpvewd Ccmg,uétae . Proqrammer
donot  hove %o worry about compilotion , Gnking and
loading of  progiam. '@Hfhon progrard  can  divectly
enecured Srom  soutce code g copied Svom  ome
mochine to other. Tae PpyYthon iﬂi‘&?&)\‘el‘or convertes  the
cource code 0 an intermediate  foyyn  called  byte
code € +them +ranslore into  nNative lanquage of the
gpecific System ond  rune it o

Bfood \ibrary Support : Pythor has a breod |Ibrary
| ™ . = e an vavious platfhrm  auch as Windows,




imoge :ptocessi'ng , herwork kptoﬂr(_\mminﬂ # Clvp‘foﬂro‘phzd.

'@g’chon data types & dara St¥yuetuves ¢

Numbets 3 Number {6 o datatype to 8tore nNometic

Numbets are  Immurable dotatype: Thevefore ,

volues - dotatypes result N

changing tre wvolue aof  number
o newly alocared object .

(g'nt Example  wotking with  Number

q ” Y>> C=a+b
PRy Q= = . >y €
?5\) {Ypp[o‘ -:]5
<tvpe “int’ > <tvpe 'float >
# Plooting point H# Subtraction
‘ bza-‘; sssd= a-d
: y >>> d
| +vpe{:3 | 8.5
. < type ' floot' > <yype  §loot >

Sriinge ¢ A string is  eimply a st of choracter in
ovaer. There are mo (imite to +he no.of chatracters
ou hove 1in  eiring. A evring: has o  character 1s

called Empty  Siring:
®x: Working  with  stringe
# Cteate Gtring ‘
>>> & = " Hello World |
>>> type (9)

< type 'stv' >

# Sxring concatenation

55> & = "This ic a sample program "
v¥r Y2 8+% :
s>> ¥

# Print String
>>> prink(g)

Hello Woyla |
# Convert to  upper [ (owet cace
S>> 6. upper()
"HELLO WORLD |’
>>> <. lower ()
"hello wovld !

NRPPEFEEEFRNEEYFEIEEEE ST SRS



[ieve s ket i o compound datatVvpe ueed to gto‘up.
toqethet  otber values. A liet ilem  separated by commas
€ encloced within geparate brockets

Bt Working  with  [iste.

>>> fruits = [ "apple', 'orange', ' banana', ' mango' J
>>> type ( Hruirve)

<type 'ligt' >

>>> len( Brutte)

4

# Appending an item o a lier
S>> fruite. append ( ' pear')
S>> fraits

[ apple’ , 'orange', 'banana', 'mange , pear’ ]

H Comb{n-inca lists

C A
>>> Vegetables = [‘pal’kob'. ’ potafo' » ' opion' , 'beans . \mdfsh:
7>> Vegetables

1 \ . I . X
L carvot , ' potata' , ‘onion' , 'beans , 'fadigh ]
>>> eatables = frults + vegetable
| >>> eatables

['apple’ s "orange's 'banana' 5 ‘mango' , 'pear's 'carrot',
‘potata’, ‘ohion', 'beans', 'vadish' )
# Lists con be nected
>>> hested = [ fruits, Vegetables ]
S>> hegted
[ [ 'apple's "mango's 'orange', 'banana' , ' pear’ J, ['poratd,
'onion', 'carrot', 'beane', ‘vaadish )

Tuples s A tuple 15 a sequence datra tVpe that (s
clmilar to liet. A  +tuple consiste OF Do. of values
gepavoted by commas € within paranthesis. The clements
of tuples connot be changed , So tuple thougbt of
veod - only list.
Ex: Norking with Tuple |
55> Sruits = (" opple”, “mongo’ , " banana" , "pineapple” )
S>> ?YU?[—S

(*opple”, "mango", "banana", " pineapple”)

55> type ( fruitsd
<tvpe 'tuple' >

# Gier length of tuple
>>y len ( fruite)




€ otving ave commonly uced for kevs:
B s Wovking with dictionaries
os s student = $'name' ¢ 'Mary', 'id's 'g3396 %
S>> > student
S name' 1 'Marv', 'fd7: 8336’ ]
# Ger length of o dictionaty
5> len (etudent)

Q

Type Conversione :
®x « Wotking with Type Conversions:
## Convert to  String
S>> a = 0000
vy etr(ad
" loooo'
# Convert to int
>>sb="g013"
>>> - intlb)
aolz

Control Flow: A conwol Llow (e the ovdey in
the program code enecutes. A contfo) Plow of

requlated by conditonal, loop € Lupctional calls-
Tg: The If Statement in  python {8 oimilar to
Statement {n  other lanquages:
Ex: >>> a= a5 x* 5
s>> if a> loooco
print (" Move")
else
print (" kess" D
Olp ¢ Move .

For : The For staterpent In  python frevares OVe
of any eequence ( lisv 4 otring) in the ovdet
fhey oppear (0 the sequence. ,
different Pom  the 'Cor’ sratemenbt D ;
guch as ‘¢ which  (nitiali kol on , incremedbhin g

@, - hellostiing = " Helo World "
Sruits = {'opple' , 'orange', 'banana' , 'mancﬂo' I
Q{Udeh&: = ‘nomP‘ . ‘MOTVI 5 \ ?d‘ . !8,‘}?6 /

\ Bl aefna OueY  Chavactebre S - A LET e -

Oictioharies ¢ Pictlonaty (6 o mapping dato bvpe, a
kind of hash +able +that maps Revs to  values. Keys
‘N dicHonary can be of any daratyPe, though npumber -

which
PYthon

e

v lrems
in which

The behavior (©
othet lanquage

.
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>s» for o 1D Yange (Lo ‘356,145 3

While t The while grarement in Python executes e
St—o\—emeﬁl‘ wiihip the while [oop as [Ona as the
while cobditiov is  true.
Bx: # prints  even bumbets uUpto (00

>>> (=0

>S5 while i< =100 @

tf T8 2=20:
PYime ()
{=1i+)

Range : The Range statement in Python Qqenerates a liat
o€ npumbets {n  arithmetic progression.
R« Genevate o st of numbers Som o0-9

>>> range (10)

[O~|. - - B U Do 61_4"!3sq‘)

Bieak [ Continue ¢ The break € continue statements N Pythen
are  similar o the starements 10 C. The break gtatement
breake out of +the for|[ while loop  whereas the continue
ctatement contintie with  nexnt teravon -
By : 4 Breoh staterent enample

>5>> V= |

Y':; \}* ..
£ v > Bl1a %
break
print vy
°p: L
32
38
Pagcs : The pass eratement in  Pythod e a null operaton -
The pass gratement (6 aeed (heh a gtatement s
required gynNtactically but you dopot want any command
(o) code 4fo  enecute.
° 4 = ' 1 1 . ;
€ ﬁrulf?: = [ OiPPle ) qrcntae' » 'banana’, 'mango’ )
for ltems N f’ruxts'.
1§ tem = = 'banana' ¢
pOSS
elee ¢ .
print ( ttem)
olp: opple
OVOI"\%E

Mango



Functions ¢ A function is a block of code fhat takes
‘tnformation D the forrn 0P  parameters. A  funection D
Pyihon (8 a block of code begins with the keyword
tgef’ Pollowed by the function nome € paronthesis.
®y: >>5 def  display Fruits ( fruits = ['opple', 'orange' 3) =
print (" There ote °+d Pruits 0 the list
ofc (len ( fraits))
for ttems in  Hruits
Print (iterm)

#Using defoulr  arguments
>>> display Fruits ()

ofps apple
ovanqe

Modules ¢ Pldfhon allows o'rcaoni-a?ng program code [nto
different modules which improves +the cde veadabitity €
management . It aefires PLunctionality in  +he ?orm‘ of
Punctions (0N classes module can be Imported using the
Impor-\- &eyword -
vt aef avevage Girade (student)
sum = 0-0
for key in gctudent :

sum = sum + gtudent [ key ] ['grade’ ]
average = cum/ (en ( student )
keturn avevage

def P\"[DL’R&COTdS ( student) =
print (" There are 9-d otudents o+(len (student)))

'_'.-I

for key in otudent s

print (" Student %4 - (P ‘

print (" Names" + gtudent [keyl['name 1) |
print (" Grades" + Str (sl—udent[hevj[‘%rode ]))

iz i+

>»> fimport student
1 \ ] \ A
S>> Student = ey g 'pame Bob » %made s @8 ,
'a\‘. 'home‘ ' Mary » '%rade' H §.5' 5
¢3' ¢« 'nome : ' David' , '%\nde' s 4+
o> gtudent. PrintRecords ( student )

olp: Theve are 3  students
Srudent ¢+ 1 ¢
Naoame ¢ Bob

i —

| 9

r

'! 'J

4.
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Qtade ¢ 3.5
Student -3
Name : Dovid
Girade @ 4- R
>>> avg = student. averagegtode ( Student )
>>> print (" The overage grade is : &< 0.8 £ o, (amaU
olp: 3.y

poo%ages : Pcchage is a bierarchial Ffile eiructure ¢hat
congists of Mmodule € sgubpackages. The packoge Is
organixed ihto A  Foot directory with  ®ub directories .

Each airectory Contains a  gpecial Pile namea ——init__ .
PY to treat QitectorY as  package.
®x: sle image/ || Téplevel package
— nit ___ . pV | Treat Aivectory as a package
color [ [l colovr subpackaq®
—_init . pV

colorconv. pV

colorlabel. PY

rgb _ colors: pY

draw [ '
__init __.pY
Araw- pY
setup- pY

File Handling: Python allews teading & writing *o files
asing the ot §ile -object: The open ( filename, node) funetion
is wueed to  get a file obfect. The mode can be read() ,
wotite (w) » append (al »  vead and write (r+ or w+) -
teod. binary (tb) » write - binary ( wb)-

(| draw Gubpacg\o.tae

%m: t | T ]
5>> Pp= open (' File. tav , ¥ )
>s> content = fp- read O

> > print (oon’tent)
T {fp. close ()

Date| Time Operations Pcd{—hon provides geveral £funerons

for Aote § +ime occess & conversions . Tﬁeﬁdo&e g time
module allows mManipulating dote & +time (O geveral

way s -
€x: 55> from  daterime 'i'mpott date
S P2 now = dote. {‘Odd\f( ) ] "
Qave =" + now. Strfrime (M 1-m -%d- g")

s> prine ("
Date : o3 - ay - 13

S p”n’c( Boyv of week " + Dow. strfileme (" TA")
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e ————————

>>> print (" Month ¢ " + now. ctrfttme (" *B" )
Month ¢« July

>S5 >

>>> then = date (8013, 6,3) |
S>> Hmedi?? = now-*-'h‘—’” |
>>> time diff. doV s ,
47 ‘

Closces ¢ Python s an object - oriented progrdmmin g o
ptovides all the glandard fearures of ooPs such oS
class , class Variables » class fnethods 5  ipheritance, Panction
overloading » operator ovetloading .

Classs A class {s a simple type of object & user defined ¢
for  an object composed of three things name , ¢

&  operations [ methods -

‘

p\—omwpe
attributes
Thstance [ Object ¢+ An object s an
structuve  defined by A closs -
Tnbhevitance ¢ Tt (s the p?c;ceSS of formin
frorn on  ewisting class (oY) base class -
Function Overloading ¢+ It is a form of pol\;mcr{?hfsm
that allow a  funcrion 10 bhove Aifferent mMeanings »
depenaing on irs  conteut.

: Opetotor ovetloading

allow ossignmenb
opera tovr .

*metance of data

pew clags

s the form

Opergtor Overloading of more than

of polymorphism  ¥hot ;
one function to A 'pc&rhcu\cxr

J i di ¢ iding’ hild
Function Ovetriding s Function overriding allows @ ﬁ’cnl 8
provide Q cpecific  Implernentation of . functio

olveody Drovided by the base class child clasf fenplemen-
ltotion ovetride come 0ame. parameters & retdin type
as  function in  base class.
®y: 55> closs  etudent °
gtudent count =0
de€ _init _ (sel®, name, id):

print (" Constructor called " )

self. hame = name

self. id = id
student. studentcount = grudent. studentcount +- )
celf. grades :

def _del _ (self)
print (" Deatructor called" )

class Yo

PP PP YOO ODODOODOD OGS EDS S o .

def gerstudentCount (sel ) +
return  gcrudent . Student Count

o




def QgetGirade (se'f, key) ?
rexrurn gelf. grades [ key J
def  pyvint Grades (self) *
for key in gcelf. grades ¢
Print (Key + ":" + self. grades [kev? )

sss & = studert (' Sreve' ‘qgaag’' )
olp* Constructor called
Sss S. addGrades ('Marh', 'Qo’d
S>> &- add Givades (' Physics', '85")
s>y 6. printGirades ()
olps Pbysice* 85

Math :« Qo
>>> Matbgrade = & 89\-Gcmde (' Math' )
>>> print ( Mathgrade )
olp: 9o
>>> count = S- qetStudent Count C )
>>> Drint (count)

olpi 1
>>> del g

'olp: Degtvucror called
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7.1 Python for Amazon Web Services

In this section you will learn how to use Python for Amazon Web Services. Boto is a Python package
that provides interfaces to Amazon Web Services (AWS) . Currently Boto supports the following AWS
services:

* Compute

e Amazon Elastic Compute Cloud (EC2)
e Amazon Elastic MapReduce (EMR)
e AutoScaling

* Content Delivery

e Amazon CloudFront
e Database

Amazon Relational Data Service (RDS)
Amazon DynamoDB
Amazon SimpleDB
Amazon ElastiCache
e Amazon Redshift
* Deployment and Management

e AWS Elastic Beanstalk
e AWS CloudFormation
e AWS Data Pipeline

* Identity & Access

e AWS Identity and Access Management (IAM)
* Application Services

Amazon CloudSearch

Amazon Simple Workflow Service (SWF)

Amazon Simple Queue Service (SQS)

Amazon Simple Notification Server (SNS)
e Amazon Simple Email Service (SES)

* Monitoring

e Amazon CloudWatch

* Networking
e Amazon Route53
e Amazon Virtual Private Cloud (VPC)
e Elastic Load Balancing (ELB)
e Payments and Billing

e Amazon flexible payments service(FPS)
* Storage

e Amazon Simple Storage Service (S3)
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e Amazon Glacier
e Amazon Elastic Block Store (EBS)
7.1.1 Amazon EC2

Amazon EC2 (Elastic Compute Cloud) is an Infrastructure as a Service (IaaS) provided by Amazon. It
allows users to create and use virtual machines in the cloud.

e EC2 provides scalable and pay-as-you-go computing power. This means you can
increase or decrease resources as needed and pay only for what you use.
e EC2 runs virtual machines, called instances, inside Amazon’s cloud computing

environment.

e The Python program shown in Box 7.1 is used to launch an EC2 instance using the
Boto library.

e The program first connects to the EC2 service by calling the boto.ec2.connect to_region
function.

e While connecting, the AWS region, access key, and secret key are provided to
authenticate the user.

e After the connection is established, the program launches a new EC2 instance using
the conn.run_instances function.

e The AMI ID, instance type, EC2 key handle, and security group are passed as
parameters to this function.

e The run_instances function returns a reservation object that contains information about
the launched instance.

e The instance is obtained from the reservation using reservation.instances.
The program checks the status of the instance using the instance.update function.

e Waiting for Instance to Run
The program waits until the instance reaches the “running” state.

e Displaying Instance Information
Once the instance is running, the program displays details such as the public DNS
name, instance IP address, and launch time.

Python program for launching an EC2 instance

import boto.ec2
from time import sleep

ACCESS_KEY = "<enter access key>"
SECRET KEY = "<enter secret key>"
REGION = "us-east-1"
AMI_ID = "ami-d0f89{b0"
EC2 KEY HANDLE = "<enter key handle>"
INSTANCE_TYPE = "tl.micro"
SECGROUP_HANDLE = "default"
print "Connecting to EC2"
conn = boto.ec2.connect_to_region(
REGION,
aws_access_key id=ACCESS KEY,
aws_secret_access_key=SECRET KEY)
print "Launching instance with AMI-ID %s, with keypair %s, instance type %s, security
group %s" % (
AMI _ID, EC2_ KEY HANDLE, INSTANCE _TYPE, SECGROUP_HANDLE)
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reservation = conn.run_instances(

image id=AMI_ID,

key name=EC2 KEY HANDLE,
instance_type=INSTANCE_TYPE,

security _groups=[SECGROUP_HANDLE))
instance = reservation.instances[0]

print "Waiting for instance to be up and running"
status = instance.update()

while status == 'pending'":

sleep(10)

status = instance.update()

if status == 'running':

print "Instance is now running. Instance details are:"

print "Instance Size: " + str(instance.instance_type)

print "Instance State: " + str(instance.state)

print "Instance Launch Time: " + str(instance.launch_time)
print "Instance Public DNS: " + str(instance.public_dns name)
print "Instance Private DNS: " + str(instance.private_dns_name)
print "Instance Public IP: " + str(instance.ip_address)

print "Instance Private IP: " + str(instance.private_ip address)

7.1.2 Amazon AutoScaling

Amazon AutoScaling is a service that automatically increases or decreases the number of EC2
instances based on user-defined conditions.

Purpose of AutoScaling

It helps applications handle sudden increases in workload and reduces resources when demand
is low, which saves cost.

Automatic Scaling

During high traffic or workload spikes, AutoScaling adds more EC2 instances. When the
workload decreases, it removes extra instances.

Creating an AutoScaling Group

The Python code shown in Box 7.4 demonstrates how to create an AutoScaling group using the
Boto library.

Connecting to AutoScaling Service

The program first connects to the AutoScaling service using the
boto.ec2.autoscale.connect to region function.

Providing AWS Credentials

The EC2 region, AWS access key, and AWS secret key are provided to authenticate the
connection.

Creating a Launch Configuration

After connecting, a launch configuration is created using conn.create launch configuration.
What is a Launch Configuration?

A launch configuration contains instructions for launching new EC2 instances, such as the AMI
ID, instance type, and security groups.
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e C(Creating an AutoScaling Group
The launch configuration is then linked to a new AutoScaling group using
conn.create_auto_scaling_group.
e Configuring AutoScaling Group Settings
The AutoScaling group is configured with minimum and maximum number of instances,
availability zones, and optional load balancers.
e Defining Scaling Policies
Scaling policies are created to decide when to scale up or scale down the number of instances.
e Scale-Up Policy
A scale-up policy is defined with ChangelnCapacity and scaling_adjustment = 1, which means
one instance is added when triggered.
e Scale-Down Policy
A scale-down policy is defined with ChangeInCapacity and scaling_adjustment = -1, which
means one instance is removed when triggered.
e (reating CloudWatch Alarms
Amazon CloudWatch alarms are created to monitor system metrics and trigger scaling policies.
e Scale-Up Alarm Condition
The scale-up alarm is triggered when the average CPU utilization exceeds 70% for more than 60
seconds.
e Scale-Down Alarm Condition
The scale-down alarm is triggered when the average CPU utilization drops below 50%.

Python code for deleting an AutoScaling group.

Before deleting a group, all the instances in the group must be terminated by calling

group.shutdown instances.

import boto.ec2.autoscale

from boto.ec2.autoscale import LaunchConfiguration
from boto.ec2.autoscale import AutoScalingGroup
from boto.ec2.cloudwatch import MetricAlarm

from boto.ec2.autoscale import ScalingPolicy

import boto.ec2.cloudwatch

ACCESS_KEY = "<enter access key>"

SECRET _KEY = "<enter secret key>"

REGION = "us-east-1"

print "Connecting to Autoscaling Service"

conn = boto.ec2.autoscale.connect_to_region(
REGION,

aws_access_key 1d=ACCESS KEY,

aws_secret_access_key=SECRET KEY)

print "Get all groups"

groups = conn.get_all_groups()

print groups

group_to_delete = groups[0]

print "Shutting down all instances from group: " + str(group_to_delete)

group_to_delete.shutdown_instances()

print "Deleting group"
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group_to_delete.delete()
print "Done!"

7.1.3 Amazon S3
Amazon S3 is an online cloud-based data storage infrastructure for storing and retrieving any amount of
data. S3 provides highly reliable, scalable, fast, fully redundant, and affordable storage infrastructure.

e Connecting to Amazon S3
First, a connection to the Amazon S3 service is established using the boto.connect_s3 function.
e Providing AWS Credentials
The AWS access key and AWS secret key are passed to the function to authenticate the user.
e Defining Upload Functions
The program defines two separate functions to upload files to Amazon S3.
e Uploading to a Specific Folder (Path)
The upload_to_s3 bucket path function uploads a file to a specific path (folder) inside the S3
bucket.
e Uploading to the Bucket Root
The upload_to_s3 bucket root function uploads a file directly to the root of the S3 bucket
without placing it inside any folder.

Python program for uploading a file to an S3 bucket

import boto.s3
ACCESS_KEY = "<enter access key>"
SECRET_KEY = "<enter secret key>"
conn = boto.connect_s3(
aws_access_key id=ACCESS KEY,
aws_secret_access key=SECRET KEY)
def percent_cb(complete, total):
print (.")
defupload to s3 bucket path(bucketname, path, filename):
mybucket = conn.get_bucket(bucketname)
fullkeyname = os.path.join(path, filename)
key = mybucket.new_key(fullkeyname)
key.set contents_from_filename(filename, cb=percent_cb, num_cb=10)
defupload to s3 bucket root(bucketname, filename):
mybucket = conn.get bucket(bucketname)
key = mybucket.new_key(filename)
key.set_contents from_filename(filename, cb=percent cb, num_cb=10)
upload to s3 bucket path("mybucket2013", "data", "file.txt")

7.1.4 Amazon RDS
Amazon RDS (Relational Database Service) is a cloud service that allows users to create and
manage relational databases such as MySQL, Oracle, and Microsoft SQL Server.

e Purpose of Amazon RDS
RDS makes it easy to set up, operate, and scale relational databases in the cloud without
managing the underlying infrastructure.

e Launching an RDS Instance Using Python
The Python program shown in Box 7.7 is used to launch an Amazon RDS instance.
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e Connecting to RDS Service
The program first connects to the RDS service by calling the boto.rds.connect_to_region
function.
o Providing AWS Credentials
The AWS region, access key, and secret key are passed to authenticate the connection.
e C(Creating a Database Instance
After connecting, the conn.create_dbinstance function is used to create a new RDS instance.
e Providing Database Details
The function requires several parameters such as:
Instance ID
Database size
Instance type
Database username and password
Database engine (e.g., MySQL)
Database name
Security groups
Waiting for Database Availability
The program waits until the RDS instance status becomes available.
e Displaying RDS Instance Details
Once the instance is ready, the program displays details such as instance ID, creation time,
and database endpoint.

7.1.5 Amazon DynamoDB
e Amazon DynamoDB is a fully managed, scalable, and high-performance NoSQL
database service.

e Establishing a Connection

A connection to the DynamoDB service is established by calling

boto.dynamodb.connect_to_region.
e Connection Parameters
The following details are provided to the connection function:
DynamoDB region
AWS access key
AWS secret key
Creating the Table Schema
After connecting to DynamoDB, a schema for the new table is created using
conn.create_schema.
e Schema Components

The schema specifies:

Hash key name and type
e Range key name and type
e Creating the DynamoDB Table

The table is created by calling conn.create table

7.1.6 Amazon SQS

i Amazon Simple Queue Service (SQS) is a highly scalable and reliable hosted queue
service used to store messages as they move between different components of an application.
iu Establishing a Connection

A connection to the SQS service is established by calling boto.sgs.connect to region.
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i Connection Parameters

The following information is passed to the connection function: AWS region,AWS access
key,AWS secret key

i Creating a Queue

After successfully connecting to the SQS service, the function conn.create gueue is used to
create a new queue by providing the queue name as an input parameter.

i Retrieving All Queues

The function conn.get all queues is used to retrieve a list of all available SQS queues.
7.2 Python for Google Cloud Platform

In this section you will learn how to use Python for Google Cloud Platform. The examples in
this section use the Google APIs Python Client library for accessing Google APIs.

7.2.1 Google Compute Engine
Google Compute Engine provides scalable and flexible virtual machine computing
capabilities in the cloud
Box 7.18: Credentials file for Google Cloud examples — client_secrets.json
{
"installed": {
"client i1d": "<enter client id>",
"client_secret": "<enter client secret>",
"redirect uris": ["http://localhost:8080/", "urn:ietf:wg:oauth:2.0:00b"],
"auth_uri": "https://accounts.google.com/o/oauth2/auth",
"token_uri": "https://accounts.google.com/o/oauth2/token"
}

}
Step 1: The program requests access to Google Compute Engine using this OAuth 2.0

scope: https://www.googleapis.com/auth/compute
This scope allows the script to create and manage VM instances.
Step 2:The script reads your OAuth credentials from: client secrets.json
This file contains your client ID and client secret, which identify your application to Google.
Step 3: The user is prompted (usually via a browser) to log in and approve access.
After approval, Google returns an access token.
Step 4: The access token is saved locally in:cauth2.dat
This prevents the need to repeat the login and authorization process every time the script
runs.
Step S: If cauth2.dat already exists and the token is still valid, the script uses it directly
without asking for authorization again.
Step 6: After authentication, the script builds a Google Compute Engine service object
using the API client library.
This object is used to send requests to GCE.
Step 7: The script defines a JSON request body containing the VM details, such as:
e [nstance name
e Machine type (e.g., n1-standard-1)
® Zone (e.g., us—centrall-a)
e Boot disk image
e Network interfaces
Step 8: The script calls the Compute Engine API method: instances () .insert ().This
sends the VM configuration to Google Cloud.
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Step 9: Google processes the request and starts creating the virtual machine with the
specified configuration.

Step 10: Once provisioning is complete, your new Compute Engine VM is up and running.
Authorize — Save token — Connect to GCE — Send VM configuration — Instance gets
created.

7.2.2 Google Cloud Storage

e Google Cloud Storage is a cloud service for storing data in the Google’s cloud [106].

e Data stored on Google Cloud Storage is organized into buckets.

e Box 7.21 shows the Python program for uploading a file to a Google Cloud Storage bucket.
This example uses the OAuth 2.0 scope
(https://www.googleapis.com/auth/devstorage.full control)and
credentials in the credentials file to request a fresh access token, which is then stored in the
oauth?.dat file.

e After completing the OAuth authorization, an instance of the Google Cloud Storage service is
obtained. To upload a file the ocbjects () . insert method of the Google Cloud Storage
API is used.

e The request to this method contains the bucket name, file name and media body containing
the MediaIoBaseUpload object created from the file contents.

7.21: Python program for uploading a file to Google Cloud Storage

import httplib2
from oauth2client.client import flow_from_clientsecrets
from oauth2client.file import Storage
from apiclient.errors import HttpError
from oauth2client.client import AccessTokenRefreshError
from oauth2client.tools import run
from apiclient.discovery import build
from apiclient.http import MedialoBaseUpload
import io
API_VERSION = 'vlbeta2'
GS_SCOPE = 'https://www.googleapis.com/auth/devstorage.full control'
CLIENT_SECRETS ='client_secrets.json'
OAUTH_STORAGE = 'oauth2.dat'
BUCKET = 'bucket'
FILENAME = 'file.txt'
FILE TYPE = '"text/plain’
def main():
# OAuth 2.0 authorization
flow = flow_from_clientsecrets(CLIENT SECRETS, scope=GS_SCOPE)
storage = Storage(OAUTH_STORAGE)
credentials = storage.get()

if credentials is None or credentials.invalid:
credentials = run(flow, storage)
http = httplib2.Http()
auth_http = credentials.authorize(http)
gs_service = build('storage', API_VERSION, http=auth_http)
# Uploading file
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fp = open(FILENAME, '")
0 = 10.BytesIO(fp.read().encode())
media = MedialoBaseUpload(io, FILE _TYPE)
request = gs_service.objects().insert(
bucket=BUCKET,
name=FILENAME,
media_body=media

)

response = request.execute()
if _name ==' main_ "

main()

7.2.3 Google Cloud SQL

Google Cloud SQL is a MySQL database in the Google’s cloud .

Box 7.24 shows the Python program for launching a Google Cloud SQL instance.
This example uses the OAuth 2.0 scope
(https://www.googleapis.com/auth/sqglservice.admin) and credentials in the
credentials file to request a fresh access token, which is then stored in the cauth2.dat
file.

After completing the OAuth authorization, an instance of the Google Cloud SQL
service is obtained. To launch a new instance the instances () . insert method of the
Google Cloud SQL API is used.

The request body to this method contains properties such as instance name, project,
tier, pricingPlan and replicationType.

7.2.4 Google BigQuery

Google BigQuery allows querying massive scale datasets with SQL-like queries
[107].

The BigQuery queries are run against append-only tables and use the processing
power of Google’s infrastructure for speeding up queries.

The Python program for creating a BigQuery dataset uses the OAuth 2.0 scope
(https://www.googleapis.com/auth/bigquery) and credentials in the credentials
file to request a fresh access token, which is then stored in the oauth2.dat file.
After completing the OAuth authorization, an instance of the Google BigQuery
service 1s obtained. The jobs () . insert method of the Google BigQuery API is used
for inserting a dataset. The request body of this method contains properties such as
configuration, load, and schema.

In any example, the data is loaded from a CSV file. The schema property specifies
the schema of the CSV file. The jobs () . insert method returns immediately,
therefore the jobs.get is called to get the job status.

7.2.5 Google Cloud Datastore

e Google Cloud Datastore is a NoSQL (i.e., schema-less) object datastore that
provides robust and scalable storage . Data objects in the Datastore are known as
entities.

e An entity has one or more named properties, each of which can have one or more
values. Entities of the same kind need not have the same properties, and an
entity’s values for a given property need not all be of the same data type.
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Box 7.29 shows the Python program for creating a Google Cloud Datastore entity.
This example uses the OAuth 2.0 scopes
(https://www.googleapis.com/auth/datastore and
https://www.googleapis.com/auth/userinfo.email) and credentials in the
credentials file to request a fresh access token, which is then stored in the
oauth2.dat file.

After completing the OAuth authorization, an instance of the Google Cloud
Datastore service is obtained. The datasets () .blendwrite method of the Google
Cloud Datastore API is used for creating a new entity.

7.2.6 Google App Engine

Google App Engine is a web application hosting service [105]. Applications
hosted in Google App Engine are easy to build, maintain, and scale. Applications
run in a secure sandbox environment that provides limited access to the
underlying operating system.

The sandbox isolates an application in its own secure, reliable environment that is
independent of the hardware, operating system and physical location of the server.
The benefit of the sandbox is that it allows Google App Engine to distribute web
requests for the application across multiple servers, and start up servers to meet
application workloads.

Google App Engine includes a simple web application framework called webapp?2.
App Engine also supports any framework written in pure Python that speaks
WSGI, including Django, CherryPy, Pylons, web.py, and web2py.

Box 7.31 shows the Python code for a simple Google App Engine application for
student records. This application uses the App Engine Users service for signing
into the application using Google accounts.

For storing data, the App Engine Datastore is used. The application contains two
request handlers, one for the main page (MainPage) and the other for saving
records (saveRecord).

7.3 Python for Windows Azure

Windows Azure provides three compute models that you can use to host web applications:
Web Sites, Cloud Services, and Virtual Machines .

7.3.1 Azure Cloud Service

An application that is run in Windows Azure is called a Windows Azure cloud service that
includes the application code and configuration. To deploy an application in Windows Azure
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as a cloud service, three components are needed — service definition file, service
configuration file, and service package.

Below as shows an example of creating a cloud service using the Azure service management
API. Cloud service is created using the create hosted service method.

Python example for creating an Azure cloud services

from azure import *

from azure.servicemanagement import *
subscription_id = '<enter subscription ID>'
certificate_path = '<enter PEM file path>'

sms = ServiceManagementService(subscription_id, certificate_path)
name = 'mycloudservice'

label = 'mycloudservice'

des = 'my hosted service'

location = "West US'

# You can enter the location or an affinity group
sms.create_hosted_service(name, label, des, location)

7.3.2 Azure Virtual Machines

Windows Azure Virtual Machines allows you to provision on-demand, scalable compute
infrastructure. Box 7.3.4 shows an example of creating a new Azure virtual machine. To
create a virtual machine, a cloud service is first created. Virtual machine is created using the
create virtual machine deployment method of the Azure service management API.

Python example of creating an Azure virtual machine
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from azure import *
from azure.servicemanagement import *
subscription_id = '<enter subscription ID>'
certificate_path = '<enter PEM file path>'
sms = ServiceManagementService(subscription_id, certificate_path)
name = 'mycloudservice'
location = "West US'
# You can either use the location or an affinity group
sms.create_hosted_service(service_name=name,
label=name,
location=location)
# Name of an OS image as returned by list_os_images
image name =
'b97a78b8c4d52b05cac6a2ebad85  Ubuntu-12 04 2-LTS-amd64-server-20130528-en-us-30
GB'
# Destination storage account container/blob where the VM disk will be created
media_link = 'http://mystorage.blob.core.windows.net/mycontainer/ubuntu.vhd'
# Linux VM configuration
linux_config = LinuxConfigurationSet('mystorage', 'myusername’, 'mypassword', True)
os_hd = OSVirtualHardDisk(image name, media_link)
sms.create_virtual machine deployment(service name=name,
deployment_name=name,
role name=name,
role_type='PersistentVMRole',
system_config=linux config
os_virtual_hard disk=os_hd

roll_size="small”)
7.3.3 Azure Storage
Windows Azure Storage services allow you to store and access various forms of data (Blobs,
Tables and Queues). Blobs are used to store unstructured binary and text data. Tables are used
to store non-relational structured data. Queues are used to store messages that a client can
access. A storage service must be created before storing data in blobs, tables or queues. Box
7.3.5 shows an example of creating a new Azure storage service using the
create_storage account method of the service management API. Box 7.3.6 shows an example
listing Azure storage services.
Box 7.3.5: Python example of creating an Azure storage service
from azure import *
from azure.servicemanagement import *
subscription_id = '<enter subscription ID>'
certificate_path = '<enter PEM file path>"'
sms = ServiceManagementService(subscription_id, certificate path)
name = 'mystorage’'
label = 'mystorage’'
location = 'West US'
desc = '"My storage account'
result = sms.create storage account(name, desc, label, location=location)
operation_result = sms.get operation_status(result.request_id)
print('Operation status: ' + operation_result.status)
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Azure Blob Service

Azure Blobs service allows you to store large amounts of unstructured text or binary data
such as video, audio and images. Box 7.3.7 shows an example of using the Blob service for
storing a file. Blobs are organized in containers. The create container method is used to
create a new container. After creating a container the blob is uploaded using the put_blob
method. Blobs can be listed using the 1ist blobs method. To download a blob, the

get blob method is used.

Box 7.3.7: Python example of using Azure Blob Service

from azure.storage import *
key = '<enter key>"'
blob_service = BlobService(account_name='myaccountname', account_key=key)
# Create Container
blob_service.create _container('mycontainer’)
# Upload Blob
filename = 'images.txt'
myblob = open(filename, 'r').read()
blob_service.put_blob('mycontainer’, filename, myblob, x_ms_blob_type='BlockBlob')
# List Blobs
blobs = blob_service.list_blobs(‘mycontainer")
for blob in blobs:

print(blob.name)

print(blob.url)
# Download Blob
output_filename = 'output.txt'
blob = blob_service.get blob('mycontainer’, 'myblob')
with open(output_filename, 'w') as f:

f.write(blob)
Azure Table Service

Azure Table service provides No-SQL capabilities for applications that require

storage of large amounts of unstructured data. Box 7.3.8 shows an example of using the Table
service. To create a table method is used to create a new table. A table is a collection of
entities. Tables don’t have a fixed schema. Therefore entities in a table can have different sets
of properties. Entity is a set of properties. To insert an entity into a table, the insert_entity
method is used. Entities stored in a table can be queried using the query_entities method.

Python example of using Azure Table Service

from azure.storage import *

key = '<enter key>"'

table service = TableService(account name="myaccountname', account_key=key)

# Create Table

table service.create table('gstudents')

# Insert Entity

item = {'PartitionKey': 'C-Students', 'RowKey': '1', 'Name'": 'Fred', 'Major': 'CS', 'Grade": 3.8}
table service.insert_entity('gstudents', item)

# Query Entities items = table service.query_entities('gstudents’, "PartitionKey eq
'C-Students'")for item in items:
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print(item.Name)
print(item.Major)
print(item.Grade)

Azure Queue Service
Windows Azure Queues store large numbers of messages. Box 7.3.9 shows an
example of using the Queue service. To create a new queue the create_queue method is used.
Messages are inserted into the queue using the put message method and retrieved using the
get_messages method.
Python example of using Azure Queue Service
from azure.storage import *
import time
key = '<enter key>"'
queue_service = QueueService(account name='myaccountname', account_key=key)
# Create Queue
queue_service.create queue('myqueue')
# Insert Message into Queue
msg_datetime = time.asctime(time.localtime(time.time()))
msg = "Test message generated on: " + msg_datetime
queue_service.put_message('myqueue', msg)
# Get Queue Length
queue metadata = queue_service.get queue metadata('myqueue')
count = queue_metadata.x_ms_approximate messages_count
print("Queue Length: " + count)
# Retrieve Messages from Queue
messages = queue_service.get messages('myqueue')
for message in messages:
print(message.message_text)
queue_service.delete_message('myqueue’,
message.message_id,
message.pop_receipt)
7.4 Python for MapReduce

In this section you will learn how to create a MapReduce job in Python and run it on a
Hadoop cluster. Let us create a MapReduce job for computing an inverted index from a set of
text files. An inverted index consists of a number of rows where each row holds a unique
term and list document identifiers in which the term occurs.

Box 7.40 shows the inverted index mapper program. The map function reads the data from
the standard input (stdin) and splits the tab-limited data into document-ID and contents of the
document. The map function emits key-value pairs where key is each word in the document
and value is the document-ID.

Box 7.41 shows the inverted index reducer program. The key-value pairs emitted by the map
phase are shuffled to the reducers and grouped by the key. The reducer reads the key-value
pairs grouped by the same key from the standard input (stdin) and creates a list of
document-IDs in which the word occurs. The output of reducer contains key-value pairs
where key is a unique word and value is the list of document-IDs in which the word occurs.
Box 7.42 shows the commands to run the inverted index MapReduce program. First, we copy
the directory containing the input to Hadoop filesystem. The input contains an aggregated file
in which each line contains a document-ID and the contents of the document separated by a
tab. A Hadoop streaming job is then created by specifying the input mapper and reducer
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programs and the locations of the input and output. When the streaming job completes, the
output directory will have a file containing the inverted index.

Box 7.40: Inverted Index Mapper in Python
#!/usr/bin/env python
import sys
for line in sys.stdin:

doc_id, content = line.split("\t")

words = content.split()

for word in words:

print("%s\t%s" % (word, doc_id))

Box 7.41: Inverted Index Reducer in Python

#!/usr/bin/env python
import sys
current_word = None
current_docids =[]
word = None
for line in sys.stdin:
# remove leading and trailing whitespace
line = line.strip()
# parse the input we got from mapper.py
word, doc_id = line.split("\t')
if current_ word == word:
current_docids.append(doc_id)
else:
if current_word:
print("%s\t%s" % (current_word, current_docids))
current_docids =[]
current_docids.append(doc_id)
current_word = word
Box 7.42: Running Inverted Index MapReduce on Hadoop Cluster
SHADOOP_HOME/bin/hadoop fs -copyFromLocal ./documents input
SHADOOP_HOME/bin/hadoop jar contrib/streaming/hadoop-streaming.jar \
-mapper mapper.py -reducer reducer.py \
-input input/ -output output

7.5 Python Packages of Interest

7.5.1 JSON

e JavaScript Object Notation (JSON) is an easy to read and write data-interchange
format. JSON is used as an alternative to XML and is easy for machines to parse and
generate.

e JSON is based on two structures — a collection of name-value pairs (e.g., a Python
dictionary) and ordered lists of values (e.g., a Python list).

e JSON format is often used for serializing and transmitting structured data over a
network connection, for example, transmitting data between a server and web
application.
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7.5.2 XML

XML (Extensible Markup Language) is a data format for structured document interchange.
Box 7.45 shows an example of an XML file. In this section you will learn how to parse, read
and write XML with Python. The Python minidom library provides a minimal
implementation of the Document Object Model interface and an API similar to that in other
languages. Box 7.46 shows a Python program for parsing an XML file. Box 7.47 shows a
Python program for creating an XML file.

Box 7.45: XML example

<?xml version="1.0"?>
<catalog>
<plant id="1">
<common>Bloodroot</common>
<botanical>Sanguinaria canadensis</botanical>
<zone>4</zone>
<light>Mostly shady</light>
<price>2.44</price>
<availability>031599</availability>
</plant>
<plant id="2">
<common>Columbine</common>
<botanical>Aquilegia canadensis</botanical>
<zone>3</zone>
<light>Mostly shady</light>
<price>9.37</price>
<availability>030699</availability>
</plant>
<plant id="3">
<common>Marsh Marigold</common>
<botanical>Caltha palustris</botanical>
<zone>4</zone>
<light>Mostly sunny</light>
<price>6.81</price>
<availability>051799</availability>
</plant>
</catalog>
Box 7.46: Parsing an XML file in Python
from xml.dom.minidom import parse
dom = parse("test.xml")
for node in dom.getElementsByTagName("plant"):
id = node.getAttribute("id")
print("Plant ID:", id)
common = node.getElementsByTagName("common")[0].childNodes[0].nodeValue
print("Common:", common)
botanical = node.getElementsByTagName("botanical")[0].childNodes[0].nodeValue
print("Botanical:", botanical)
zone = node.getElementsByTagName("zone")[0].childNodes[0].node Value
print("Zone:", zone)
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Box 7.47: Creating an XML file with Python
# Python example to create the following XML:
# <?xml version="1.0"7>

# <Class>

# <Student>

# <Name>Alex</Name>

# <Major>ECE</Major>

# </Student>

# </Class>

from xml.dom.minidom import Document

doc = Document()

# create base element

base = doc.createElement("Class")
doc.appendChild(base)

# create an entry element

entry = doc.createElement("Student")
base.appendChild(entry)

# create an element and append to entry element
name = doc.createElement("Name")
nameContent = doc.createTextNode("Alex")
name.appendChild(nameContent)
entry.appendChild(name)

# create an element and append to entry element
major = doc.createElement("Major")
majorContent = doc.createTextNode("ECE")
major.appendChild(majorContent)
entry.appendChild(major)

fp = open("foo.xml", "w")

doc.writexml(fp)

fp.close()

7.5.3 HTTPLib & URLLIib

HTTPLib2 and URLLib2 are Python libraries used in network/internet programming [91,
92]. HTTPLib2 is an HTTP client library and URLLib2 is a library for fetching URLs.Box
7.48 shows an example of an HTTP GET request using the HTTPLib. The variable resp
contains the response headers and content contains the content retrieved from the URL.

Box 7.48: HTTP GET request example using HTTPLib

>>> import httplib2

>>> h = httplib2.Http()

>>> resp, content = h.request("http://example.com", "GET")

>>>resp

{'status': '200", 'content-length': '1270', 'content-location":

'http://example.com’, 'x-cache': 'HIT', 'accept-ranges': 'bytes’,

'server': 'ECS (cpm/F858)', 'last-modified": 'Thu, 25 Apr 2013 16:13:23 GMT",
'etag': ""78060241-4d3b12978ec0™, 'date': 'Wed, 31 Jul 2013 12:36:05 GMT,
'content-type": 'text/html; charset=UTF-8'}
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>>> content
'<!doctype htmI>\n<htmI>\n<head>\n<title>Example Domain</title>\n
<meta charset="utf-8">\n'

7.5.4 SMTPLib

Simple Mail Transfer Protocol (SMTP) is a protocol which handles sending email and
routing e-mail between mail servers. The Python smtplib module provides an SMTP client
session object that can be used to send email.
Box 7.52 shows a Python example of sending email from a Gmail account. The string
message contains the email message to be sent. To send email from a Gmail account, Gmail
SMTP server is specified in the server string.
To send an email, first a connection is established with the SMTP server by calling
smtplib.SMTP with the SMTP server name and port. The user name and password provided
are then used to login to the server. The email is then sent by calling server.sendmail function
with the from address, to address list and message as input parameters.

Box 7.52: Python example of sending email
import smtplib
from email = "<enter-gmail-address>"
recipients_list = ["<enter-sender-email>"]
cc_list=T[]
subject = "Hello"
message = "This is a test message."
username = "<enter-gmail-username>"
password = "<enter-gmail-password>"
server = "smtp.gmail.com:587"
def sendemail(from_addr, to_addr list, cc_addr list,
subject, message,
login, password,
smtpserver):
header = "From: %s\n" % from_addr
header += "To: %s\n" % "," join(to_addr_list)
header +="Cc: %s\n" % ",".join(cc_addr_list)
header += "Subject: %s\n\n" % subject
message = header + message
server = smtplib.SMTP(smtpserver)
server.starttls()
server.login(login, password)
problems = server.sendmail(from_addr, to_addr_list, message)
server.quit()
# Send email
sendemail(from_email, recipients_list, cc_list,
subject, message, username, password, server)

7.5.5 NumPy
NumPy is a package for scientific computing in Python . NumPy provides support for
large multi-dimensional arrays and matrices.
NumPy capabilities include:
* Creation and manipulation of arrays
* Matrix support
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* Binary and string operations

* Linear algebra

* Discrete Fourier Transform

* Statistics

* Random sampling

* Sorting, searching and counting
* Financial functions

* Polynomials

* Logic functions

NumPy matrix examples
# Creating a matrix
>>> A = matrix('5,6,8,2;3,6;1,6,9")
>>> A
matrix([[5, 6, 8],
[2,3, 6],
[1, 6,91

>>> B = matrix('2,4,6;7,3,1;7,8,2")
>>> B
matrix([[2, 4, 6],

[7,3,1],

[7,8,2]])

>>> B = matrix('2,4;7,1;7,2")
matrix([[2, 4],

[7, 1],

[7,21D)

# Matrix transpose
>>> C = B.transpose()
>>>C
matrix([[2, 7, 7],

[4, 1,2]])
[4,1,2]]

# Matrix multiplication
>>>D=A*B
>>> D
matrix([[108, 42],
[ 67,23],
[107, 28]])

# Matrix inverse

>>> A ]

matrix([[ 0.2, 0.13333333, -0.26666667],
[ 0.26666667, -0.82222222, 0.31111111],
[-0.2, 0.53333333, -0.06666667]])

7.5.6 Scikit-learn
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Scikit-learn is an open source machine learning library for Python that provides
implementations of various machine learning algorithms for classification, clustering,
regression and dimension reduction problems.

Scikit-learn is a very useful package for big data analytics applications. In scikit-learn for
clustering and classification of big data. Scikit-learn capabilities include :

e Supervised learning
o Generalized Linear Models
o Support Vector Machines
o Stochastic Gradient Descent
o Nearest Neighbors
o Gaussian Processes
o Partial Least Squares
o Naive Bayes
o Decision Trees
o Ensemble methods
o Multiclass and multilabel algorithms
e Feature selection
e Semi-Supervised learning
e Linear and Quadratic Discriminant Analysis
e [sotonic regression
e Unsupervised learning
o Gaussian mixture models
o Manifold learning
o Clustering
o Decomposing signals in components
o Covariance estimation
o Novelty and Outlier Detection
o Hidden Markov Models
e Model selection and evaluation

Cross-Validation: evaluating estimator performance
Grid search: setting estimator parameters

Pipeline: chaining estimators

FeatureUnion: Combining feature extractors
Model evaluation

o O O O O
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Dataset transformations
Preprocessing data

Feature extraction

Kernel Approximation

Random Projection

Pairwise metrics, Affinities and Kernels
Dataset loading utilities

General dataset API

Sample images

Sample generators

O 0O O e O O O O O e

7.6 Python Web Application Framework — Django

Django is an open source web application framework for developing web applications in
Python .

1. A web application framework in general is a collection of solutions, packages and
best practices that allows development of web applications and dynamic websites.

2. Django is based on the Model-Template-View architecture and provides a separation

of the data model from the business logic and the user interface.

Django provides a unified API to a database backend.

4. Django can work with different databases without requiring any code changes. With

this flexibility in web application design combined with the powerful capabilities of

the Python language and the Python ecosystem.

Django is best suited for cloud applications.

6. Django consists of an object-relational mapper, a web templating system and a
regular-expression based URL dispatcher.

(98]

W

7.6.1 Django Architecture

Django is Model-Template-View (MTV) framework. The roles of model, template
and view are:
Model
The model acts as a definition of some stored data and handles the interactions with the
database. In a web application, the data can be stored in a relational database, non-relational
database, an XML file, etc. A Django model is a Python class that outlines the variables and
methods for a particular type of data.
Template
In a typical Django web application, the template is simply an HTML page with a few extra
placeholders. Django’s template language can be used to create various forms of text files
(XML, email, CSS, Javascript, CSV, etc.).
View
The view ties the model to the template. The view is where you write the code that actually
generates the web pages. View determines what data is to be displayed, retrieves the data
from the database and passes the data to template.
7.6.2 Starting Development with Django
Project and App Creation

e Project files:
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o __1init__.py: Marks folder as Python package
o manage.py: Site management functions
o settings.py: Configuration settings
o urls.py: URL routing
e App files:
o models.py: Data models
o views.py: Application views
Commands (Box 7.57)
bash
django-admin.py startproject blogproject
python manage.py startapp myapp
python manage.py runserver
e Default server: http://localhost:8000

8 O [ ecebent bond

It worked!
Congrahsasons on your Sret Django-powared pags

o S, 0 P SELBAIE sy Rl bvat g gy
N o ety e L W B L |

T g - = e s D ssllongs -~ T a—

1'I1:||1r 7.3: Django defanlt project

Figure 7.3: Django default project
Database Configuration
Relational Database Support
e Supports MySQL, PostgreSQL, Oracle, SQLite.
MySQL Setup (Box 7.58)
bash
sudo apt-get install mysql-server mysql-client
sudo mysqladmin -u root -h localhost password 'mypassword'
MySQL Configuration (Box 7.59)
python
DATABASES = {
'default’: {
'ENGINE': 'django.db.backends.mysql',
'NAME": 'django’,
'USER": 'root!,
'PASSWORD'": 'mypassword’,
'HOST": 'localhost',
'PORT": ",
§

}
Non-Relational Database Support

MongoDB Setup (Box 7.60)

bash

sudo apt-key adv --keyserver keyserver.ubuntu.com --recv 7FOCEB10

echo 'deb http://downloads-distro.mongodb.org/repo/ubuntu-upstart dist 10gen' | sudo tee
/etc/apt/sources.list.d/10gen.list

sudo apt-get update

sudo apt-get install mongodb-10gen
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Django-MongoDB Engine Setup
bash
sudo pip install https://github.com/wikiremedia/django-nonrel/get/tip.tar.gz
sudo pip install https://github.com/django-nonrel/mongodb-engine/get/tip.tar.gz
sudo pip install https://github.com/django-nonrel/django/get/tip.tar.gz
MongoDB Configuration (Box 7.61)
python
DATABASES = {
'default”: {
'ENGINE": 'django_mongodb_engine',
'NAME": '<database-name>"',
'HOST'": '<mongodb-hostname>',
'PORT'": <mongodb-port>,
§

§
Defining a Model (Box 7.62)

python
class Instructor(models.Model):
first name = models.CharField(max_length=30)
last name = models.CharField(max_length=40)
email = models.EmailField()
def unicode (self):
return self.last name

class Course(models.Model):
name = models.CharField(max length=30)
semester = models.CharField(max_length=10)
instructor = models.ForeignKey(Instructor)
def unicode (self):
return self.name

class Student(models.Model):
first name = models.CharField(max_length=30)
last name = models.CharField(max_length=40)
email = models.EmailField()
courses = models.ManyToManyField(Course)
def unicode (self):
return self.first name
e Sync models with database:
bash
python manage.py syncdb
Django Admin Site
e Enables content management without extra code.
e Add django.contrib.admin and django.contrib.admindocs to INSTALLED_APPS.
e Register models in admin.py (Box 7.63)
python
from django.contrib import admin
from myapp.models import Instructor, Student, Course

admin.site.register(Instructor)
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admin.site.register(Student)
admin.site.register(Course)
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Figure 7.4: Screenshot of Django admin site
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Figure 7.4: Admin interface — Site administration , Figure 7.5: Add Instructor form ,
Figure 7.6: Add Course form , Figure 7.7: Add Student form
Defining a View

e Views retrieve data and pass it to templates.

e Also handle form submissions and database updates.
Example View (Box 7.64)
python
from django.shortcuts import render_to_response
from myapp.models import *
def student(request):
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student_entries = Student.objects.all()
instructor_entries = Instructor.objects.all()
course_entries = Course.objects.all()
return render_to_response('student.html’, {
'students': student_entries,
"instructors': instructor_entries,
'courses': course_entries
1)
Defining a Template
e Templates separate presentation from data.
e Use placeholders like {{ entry.name }} and tags like {% for entry in list %}.
Template Example (Box 7.65) ¢
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Figure 7.8: Screenuhot of home page of Student Reconds app rendered from templase in
Box 7,68

Figure 7.8: Student Records home page
html
<h2>Students</h2>
<table>
<tr>
<td><h3>Last Name</h3></td>
<td><h3>Email</h3></td>
<td><h3>Courses</h3></td>
</tr>
{% for entry in student_entries %}
<tr>
<td>{{ entry.last name } }</td>
<td>{{ entry.email } } </td>
<td>{{ entry.courses.all[join:", " } } </td>
</tr>
{% endfor %}
</table>
Defining URL Patterns
o URLs map to views using regular expressions.
Example (Box 7.66)
python
url(r'*records/(?P<studentname>\w+)', 'myapp.views.studentrecord’)
Blog App URL Configuration
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python

urlpatterns = patterns(",
url(r'*$', 'myapp.views.home', name="home"),
url(r'*admin/doc/', include('django.contrib.admindocs.urls')),
url(r'"*admin/', include(admin.site.urls)),

)
7.6.3 Django Case Study — Blogging App

Figure 7.9: Multi-tier deployment architecture for blogging app

Figure 7.9: Multi-tier deployment architecture
e Components:
o Load Balancer (HAProxy)
o Application Servers (Django)
o Database Server (MongoDB)
Blog Model (Box 7.67)
python
class Post(models.Model):
created_at = models.DateTimeField(auto_now_add=True, db_index=True)
title = models.CharField(max_length=255)
body = models.TextField()
def unicode (self):
return self title
URL Patterns (Box 7.68)
python
url(r'"*§', ListView.as_view(
queryset=Post.objects.all(),
context_object name="posts"),
name="home"
)
Base Template (Box 7.69)
html
<title>My Blog Application</title>
{% block page header %} {% endblock %}
{% block content %} {% endblock %}
Posts Template (Box 7.70)
html
{% for post in post_list %}
<h2>{{ post.title } } </h2>
<p>{{ post.body|truncatewords:20 } }</p>
{{ post.created at }}
{% endfor %}

S MOHAMMED JAREFER Assistant Professor Dent of CSE Paoce 26



UNIT-3CLOUD COMPUTING

Settings (Box 7.71)
python
DATABASES = {
'default’: {
'ENGINE": 'django_mongodb_engine',
'NAME": 'myapp’,
'HOST'": '<mongodb-hostname>',
'PORT'": <mongodb-port>,
H

b
HAProxy Setup (Box 7.72 & 7.73)

bash
haproxy -f /etc/haproxy.cfg
python manage.py runserver 0.0.0.0:8000

Django-MongoDB

T Biog & posvessd by Djargo and Minga(i

Jirm ., J010 3 A

Sample blog
This i & s log s

Sarw W, 33, S am
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o o my nes Bog!
Juse T4 2500, B am

Figure 7.10: Sereenshot of the Blog application

Figure 7.10: Blog application interface

7.7 Designing a RESTful Web API

Overview
e RESTful APIs follow the principles of Representational State Transfer (REST).
e Django REST Framework (DRF) simplifies building REST APIs in Django.
e Installation:

pip install djangorestframework

pip install markdown

pip install django-filter

Project Setup

bash

django-admin.py startproject restfulapi

cd restfulapi

python manage.py startapp myapp

Book REST API Implementation

Book Model (Box 7.74)

python

class Book(models.Model):
name = models.CharField(max_length=50)
isbn = models.CharField(max_length=50)
pub_date = models.DateField()
pub_name = models.CharField(max_length=50)
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Views with ViewSet (Box 7.75)
python
class BookViewSet(viewsets.ModelViewSet):
queryset = Book.objects.all()
serializer_class = BookSerializer
Serializers (Box 7.76)
python
class BookSerializer(serializers.HyperlinkedModelSerializer):
class Meta:
model = Book
fields = ['url', 'name’, 'isbn', 'pub_date', 'pub_name']
URL Configuration (Box 7.77)
python
router = routers.DefaultRouter()
router.register(r'books', views.BookViewSet)

urlpatterns = [
url(r'Y, include(router.urls)),
url(r'*api-auth/', include('rest_framework.urls', namespace='"rest _framework')),
url(r'*admin/', admin.site.urls),
]
Django Project Settings
Basic Settings (Box 7.7B)
python
DATABASES = {
'default’: {
'ENGINE": 'django.db.backends.sqlite3’,
'NAME'": os.path.join(BASE_DIR, 'db.sqlite3"),
}
h

REST FRAMEWORK = {
'DEFAULT PERMISSION_ CLASSES': ['rest_framework.permissions.IsAdminUser'],
'PAGINATE BY": 10

}

INSTALLED_APPS =(
'django.contrib.admin',
'django.contrib.auth',
'django.contrib.contenttypes',
'django.contrib.sessions',
'django.contrib.messages',
'django.contrib.staticfiles',
'rest_framework’',

'books',

)

Server Setup

python manage.py syncdb

python manage.py runserver

Interacting with the API Using CURL
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POST Request (Box 7.79)

curl -H "Content-Type: application/json" -H "Accept: application/json; indent=4" \

-X POST -d '{"name": "Cloud Computing", "isbn": "0-1988118-1", "date": "2013-12-04",
"pub_name": "XYZ Publishers"}'\

-u admin:admin http://127.0.0.1:8000/books/

json
"books": "http://localhost:8000/books/"
Api Roal e
Figure 7.11: Screenshot fcm the web browaable Books REST APT - AFT ront
Book Instance [smiva-§ v ] v -]
Figane 7.12: Sereenshot from the web brewaabie Books REST AP - viewing a partacula
ok
Figure 7.12: Book Instance Response
json
"id". 1
)

"title": "Django for Beginners",

"author": "William S. Vincent",

"price": "39.99"
}
Additional CURL Examples (Box 7.59)
POST (Create)
curl -X POST -H "Content-Type: application/json" -H "Accept: application/json; indent=4" \
-d '"{"name":"Cloud Computing: Concepts & Technologies", "isbn":"978-1-49881818",
"pub_date":"2012-12-01", "pub_name":"XYZ Publishers"}' \
http://127.0.0.1:8000/books/1/
PUT (Update)
curl -X PUT -H "Content-Type: application/json" -H "Accept: application/json; indent=4" \
-d '"{"name":"Cloud Computing: Concepts & Technologies", "isbn":"978-1-49881818",
"pub_date":"2012-12-01", "pub_name":"XYZ Publishers"}' \
http://127.0.0.1:8000/books/1/
DELETE
curl -X DELETE -H "Accept: application/json; indent=4" \
http://127.0.0.1:8000/books/2/
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8.1 Design Approaches
This section explores application design methodologies tailored to cloud service models:
Infrastructure-as-a-Service (IaaS) and Platform-as-a-Service (PaaS).
8.1.1 Design Methodology for IaaS Service Model
Traditional vs. Cloud-Oriented Design
e Traditional designs (e.g., SOA) use multi-tier components (web, app, DB), which are
hard to map to cloud architectures.
e Cloud Component Model (CCM) offers a refined approach:
o Dissects components by function and resource type.
o Ideal for IaaS environments.
CCM Design Steps
1. Identify Building Blocks: Define functional units of the application.
2. Group Components: Based on function and required cloud resources.
3. Define Interactions:
o Use asynchronous messaging queues.
o Employ REST APIs for loosely coupled Ul and performance interfaces.
Benefits of CCM
e Improved Performance: Loosely coupled components enhance scalability.
e Reduced Testing & Maintenance Time: Independent components simplify testing.
e Lower Costs: Enables horizontal and vertical scaling; helps isolate performance
bottlenecks.
575 ' -
. » indentify the bullding blocks of the application and the functions to be performed
by each block
« Group the building blocks based on the functions performed and type of cloud
resources required and identify the application components based on the groupings
« identify the inputs and outputs of each component
» List the interfaces that each companent will expose

# Evaluate the implementation alternatives for each component {design patters such
as MVC, etc.)

Aishize ;
« Define the interactions between the application components

« Guidelines for loosely coupled and stateless designs - use messaging queues (for
asynchronous communication), functional interfaces (such as REST APIs for loose
coupling) and external status database (for stateless design)

Deployment Design
* Map the application companents to specific cloud resources (such as web servers,

application servers, database servers, etc.)

Figure 8.1: Design methodology for laa$S service model (component-based approach)

8.1.2 Design Methodology for PaaS Service Model
Component-Based Design Phases
1. Component Design
e Identify application building blocks and their functions.
e C(lassify components:
o Functional (based on grouped functions)
o Infrastructure (based on platform services)
e Define interfaces between components.
e Evaluate design patterns (e.g., MVC).
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2. Architecture Design
e Map components to cloud resources:
o Web servers
o Application servers
o Database servers
3. Deployment Design
e Finalize deployment mapping to cloud infrastructure.
Key Considerations
e PaaS platforms (e.g., Google App Engine, Azure Web Services) offer SDKs and
platform-specific features.
e Design must account for:
o Portability challenges
o Platform-specific constraints
o Scalability and flexibility
8.2 Image Processing App
This section describes the design and implementation of a cloud-based image processing
application using Django. Users can upload images, apply filters, and download the
processed results.

Application Workflow
1. Image Submission
html

<form action="/demo_app/upload/" method="post" enctype="multipart/form-data">
<input type="file" name="file">
<select name="filter">
<option value="1">gray</option>
<option value="2">hue</option>

<option value="12">enhance</option>
</select>
<input type="submit" value="Submit">
</form>
2. Component Design

Components

Image Results
Submission Display
Wab Tier (i
{icatian Imiaige Submisaian Frocesed
a Mpr ; Procesing Mae Dispay
g = [hoc 83, 3:4) (Box £4)
=
-]
g i Froseiing
= '?a_.gs..'
Srorage Seoragefor

Processed im
Tier T e

Figure 8.2 Component design for Image Processing App

Figure 8.2: Component design for Image Processing App
Web Tier: Front-end forms (Box 8.1, 8.2)
Application Tier: Submission processing, image display, filter logic (Box 8.3,
8.4)
o Storage Tier: Stores processed images
3. Architecture Design
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Dyerge bppderver

==V [Djanga Turplates)
IR SEbmisson

‘5 et

Figiee §3: Anchitzenie destan for image Processing App

Figure 8.3: Architecture design for Image Processing App

o Django App Server handles templates and views

o Cloud Storage (e.g., S3) stores output images

o Flow: Submission — Processing — Storage — Display
4. Deployment Design

| ‘webslte.com

4

I
| LoadBalancer | (ELB)

Auto— Scaling (EC2)

Processed files on
Cloud Storage (53}

Figure 8.4: Deployment design for Tmage Processing App

Figure 8.4: Deployment design
o Hosted on cloud infrastructure
o Components:

« website.com

» Load Balancer (ELB)
» Auto Scaling (EC2)

= Django App Servers

+ Cloud Storage (S3)
User Interface Screenshots

® 4 €[] lcabostioos [

Image Processing App
o doud-based app for Image Processing

Upload image file

Rl 3%
| Sabut i fike
| Choose the Imags flla:
| (osasrEltin
|
S T
Figure B.5: Screenshwt of Inage Processing App - choasing image
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Figure 8.5: Choosing image
e Step 1: Upload image
e File selected: Iru.jpg
e Navigation: Previous / Next

* 00 et

Image Processing App
b cloud-baged app for Imaga Processing

Upload image file

Selact Lruge Filtsy

Choags Filter:

Pottar
[ anl: Sn.hlr

Figure £.5: Screenshot of lmage Processing App - selesting fiter

Figure 8.6: Selecting filter
e Step 2: Choose from filters like Gray, Sepia, Poster, Blur, Edge, Solar
e Filter previews shown
e Navigation: Previous / Next

& ¢ O T lecabut E

Image Processing App

& tH4ud-based app for Tmage Processing

e Piles Nis Seen aucanahily wpplnd

Figure #8: Screenshet of Image Processing App - processed image

Figure 8.8: Processed image
e Step 3: Filter applied
e Message: “Image filter has been successfully applied”
e Output: Grayscale image displayed
Front-End Templates
® Box 8.2: Results display front end (Django template) Includes stylesheets and JavaScript
for wizard interface:
html
<link href="/static/css/bootstrap.css" rel="stylesheet">
<script src="/static/js/jquery.smartWizard.js"></script>
® Wizard Ul HTML Three-step wizard:
html
<div id="step-1">Select image file</div>
<div id="step-2">Select image filter</div>
<div id="step-3">Apply filter</div>
$ Filter Selection HTML
html
<input type="radio" name="preset" value="gray"> Gray
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<img src="/static/images/gray.jpg">

<input type="radio" name="preset" value="solar"> Solar
<img src="/static/images/solar.jpg">
® Results Display HTML
html
<h4>Image filter has been successfully applied.</h4>
<img src="/static/output/{ {outputfilename} }" width="800px">
Backend Logic
¥ Box 8.3: Django form
python
class UploadFileForm(forms.Form):
myfilefield = forms.FileField()
¥ Box 8.4: Django View
python
def applyfilter(filename, preset):
if preset == "gray":
im = ImageOps.grayscale(im)

im.save(outputfilename)
¥ Additional Filters
python
if preset == "edge":
im = ImageOps.grayscale(im)
im = im.filter(ImageFilter. FIND EDGES)

if preset == "poster":
im = ImageOps.posterize(im, 3)
if preset == "solar":

im = ImageOps.solarize(im, threshold=80)
if preset == "blur":
im = im.filter(ImageFilter. BLUR)
if preset == "sepia":
sepia = Image.new("RGB", im.size, (239, 224, 185))
im = ImageOps.colorize(im.convert("L"), "gray", (239, 224, 185))
im = Image.blend(sepia, im, 0.5)
¥ File Upload Handler
python
def handle uploaded file(request):
uploadfilename = "media/" + tname
with open(uploadfilename, 'wb+') as destination:
for chunk in tchunks:
destination.write(chunk)
return applypreset(tname, preset)
? Home View
python
def home(request):
if request.method == "POST":
form = UploadFileForm(request.POST, request.FILES)
if form.is_valid():
preset = request. POST['preset']
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outputfilename = handle _uploaded_file(request.FILES['myfilefield'], preset)
return render_to_response(‘done.html’, {'outputfilename': outputfilename})
else:
form = UploadFileForm()
return render_to_response('index.html’, {'form': form})
¥ Box 8.5: URL Patterns
python
urlpatterns = patterns(",
url(r'"$', 'myapp.views.home'),

)

8.3 Document Storage App
A cloud-based document storage application built using Django and Amazon S3. Users
can register, log in, upload, view, and delete files securely.
Component Design

Components
Upload View/Delete User
Files Files Profile
FrovtEnd FrontEfid From End
Web Tier B 580 ] [BoxE.6, 5.9)
Application il
w Upload Files ta Flls
8 i 40,84 [Bax s 1 Loginfrofie
E Tier 1Box8:10, 8,11 8.2} il 1} {Box 8,10 811}
T = -
13 o
= Database Usel Credentals
Tier Frtbicss
Storage File |
oo Storage [
Figure 8.9; Component design for Cloud Drive App

Figure 8.9: Component design for Cloud Drive App

e Web Tier:

o Upload Files (Box 8.10-8.12)

o View/Delete Files (Box 8.13-8.14)

o User Profile (Box 8.15-8.16)
e Application Tier:

o Django Views for file handling and user management
e Database Tier:

o MySQL for storing user credentials
e Storage Tier:

o Amazon S3 for storing uploaded documents
Architecture Design

Dianio App Sarver
(Djange Tempiates) T N R S

| prusGErEs ViewTickte Siei Litar Prole
- FrontEnd FrontEnd FromtEnd. .,
L {hde ] (B (B s, 7.5]
I CjangoApp Server — —
| upi'pa.;im 4 |Diango Views) - =
| et o/l Regittr |
(N0 7T -v.%;’ﬁjﬁ“‘-v seolal i |
LTI 3 (Box7.40.731) |
s Dalabase Server = = == = 1= = —— -
{MaysaL) > !
UstrCredentials. |
Oatabaze |
T LS e
4 53] |
Filie |
Storage |
1

____________________________

Figure 8.10: Architecture design for Cloud Drive App
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Figure 8.10: Architecture design for Cloud Drive App
e Django App Server handles:
o Upload, View/Delete, and Profile components
e MySQL stores user credentials
e Amazon S3 stores user files
Deployment Design

LoadBalancer | (ELB)

Auto+ Scaling [EC2)

- org
DocumentStorage (MySQL)
on Cloud

(s3)

Figure 8.11: Deployment design for Cloud Drive App

Figure 8.11: Deployment design

e Components:

0 website.com

o Load Balancer (ELB)

o Auto Scaling (EC2)

o Django App Servers

o S3 for file storage

o MySQL for user data
User Interface Screenshots

* 9 O [ lealbostBmiegnted i & B

Cloud Drive
a cloud-based app for document storage

Reglster
e

Lo Fagulred. 30 characiors ar
e, Lotiss, chgpks e @ o-[_ oy,

fot s Enier Do sare pRsword
w8 o, lor milisation

[ Croms the szt

Home

Figure 8.12: Screenshol of Cloud Drive App - registration page
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. S —

Cloud Drive

a cloud-based app Tor decument storage

o
L B
Reogisiar
Figure 8.13: Screenshot of Cloud Drive App - login page

€ & C[oulnaton o E

Cloud Drive

a cloud-based app for decumant storage

Loggad 0 & nahasr
Ut 12GFI25 M3 (8 2SIB5ER of SO00ME.

Fis List Madifind s Aars

Inine i 130 TTEHMINT  QITHR Evtasind | Sutete

Bevmanatet oy SERATREALOmEy  ATOR KD Plowdaad | Bt

SupaitOion TNORMMTISNEMMO0T DI Ereciend | Betrin

it N30 TTIEN 000 111 MA 19 " Dieat | Dein

osiem e MNIORATIDE IS 0BT BETED M [

ot oy ILMATTIEIEN ST 34BN Dorwtbrset | Bescie

-l gy F1330-07THEANI2 000 ITLSING Durrsdesd | Oesets

-l 2y ?ﬂl‘“!"hb.‘& oy AN HE Ooenhad | Orzta

lekas gt JUNIATINE A6 CI0T 14k B KL Dowriivnct | Gt

et FNIIANTTORAINDIOD 2004 K D | s

Ml Urleand Foal Tarwick P 1199
Figure 8.14: Screenshot of Cloud Drive App - uploaded files
e e oim
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Figure 8.15: Screenshot of Cloud Drive App - file upload page

€ + © O camensrouoliel
Cloud Drive
. 5

app for 9

Profile

Haoeraf Upend Fis| View'Eg Frofis | Legout

Figure 8.16: Screenshot of Cloud Drive App - profile page
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Figure 8. 17; Clowd Drive App - Django admin site

Figure 8.12: Registration Page ¥ Figure 8.13: Login Page ¥ Figure 8.14: Uploaded
Files View ¥ Figure 8.15: File Upload Page § Figure 8.16: Profile Page ¥ Figure
8.17: Django Admin Site
Django Templates
® Box 8.6: Registration Page Template
html
<form action="" method="post">{% csrf token %}
{{ form.as_p }}
<input type="submit" value="Create the account">
</form>
9 Box 8.7: View Files Page
html
Logged in as {{username} }
Used: {{total}} MB ({{percentused}}%) of {{limit}} MB
{% for key,val in userfiles.items %}
<tr>
<td>{{key} }</td>
<td>{{val.1}}</td>
<td>{{val.0} }</td>
<td><a href="/download/{{key} } ">Download</a> | <a
href="/delete/{{key} } ">Delete</a></td>
</tr>
{% endfor %}
? Box 8.8: Upload File Page
html
<form action="/upload/" method="post" enctype="multipart/form-data">
{% csrf_token %}
<input type="file" name="filefield" />
<input type="submit" value="Upload" />
</form>
® Box 8.9 & 8.10: Profile Page Template
html
<table>
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<tr><td>Username:</td><td>{ {username} } </td></tr>
<tr><td>Email:</td><td>{ {email } } </td></tr>

<form action="" method="post">{% csrf _token %}

{{form.as p}}
<input type="submit" value="Save">
</form>

Django Forms
® Box 8.10: Forms
python
class LoginForm(forms.Form):
username = forms.CharField()
password = forms.CharField(widget=forms.PasswordInput())

class UploadFileForm(forms.Form):
myfile = forms.FileField()

Django Views

® Box 8.11-8.12: Views

python

def logout_view(request):
logout(request)
return redirect('/")

@login_required

def profile view(request):
form = PasswordChangeForm(request.user, data=request.POST)

return render_to_response("profile.html", {...})
def register_view(request):
form = UserCreationForm(request.POST)

return render_to_response("'register.html", {'form': form})
@login_required
defupload view(request):

form = UploadFileForm(request.POST, request.FILES)

return render_to_response(‘index.html', {...})
def login(request):
user = authenticate(username=username, password=password)

return render_to_response('index.html’, {...})
Amazon S3 Integration
® Box 8.12: S3 Functions
python
def upload to s3 bucket path(bucketname, path, filename):
key.set_contents from_filename(fullpathname, cb=percent_cb, num_cb=10)
key.set_acl("public-read')

def getuserfiles(bucketname, username):
keys = mybucket.list(username)
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def delete_from_s3(bucketname, username, filename):
mybucket.delete_key(username+'/media/+filename)
URL Patterns
® Box 8.13: Basic URLs
python
url(r'*$', 'myapp.views.index"),
url(r'""ogout/$', 'myapp.views.logout _view"),
® Extended URLs
python
url(r'*register/$', 'myapp.views.register_view'),
url(r'*profile/§', 'myapp.views.profile view'),
url(r'"*upload/$', 'myapp.views.upload view'),
url(r'~delete/(?P<filename>.*\..*)$', 'myapp.views.delete_view'),
url(r'"*process/$', 'myapp.views.process'),
url(r'*admin/', include(admin.site.urls)),
url(r'"*password_change/$', 'auth_views.password change'),
url(r'"*password_change/done/$', 'auth_views.password change done')
MapReduce App :
1. Component Design

Components

Web Tier
Application
Tier-

Resources

Analftilﬁs j
Tier

Storage
Tier

Figure 8.18: Component design for MapReduce App

Job Submission: Front-end UI (Bootstrap, JS) for uploading data and selecting Map/Reduce
programs.Job Processing: Django-based application tier handles file uploads, job creation,
enqueuing jobs, and execution.Job Notification: Email notifications sent after job completion.
Resources/Tiers:Web Tier — Front-end templates.

Application Tier — Django views, job creation, enqueue logic.

Analytics Tier — Hadoop MapReduce framework.

Storage Tier — Cloud file storage (S3).

2. Architecture Design
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Figure 8.19: Architecture design for MapReduce App

Django App Server:Templates (job submission form, file upload).
Views (handle requests, create jobs).Compute Instance (EC2):
MapReduce Controller (Python scripts).

Email sender.Message Queue (SQS): Stores job requests.

Hadoop MapReduce (EMR): Executes jobs.

Cloud Storage (S3): Stores input/output files.

3.Deployment Design

-

Email
Naorifications

Data, Mapper &

Reducer files on

Cloud Storage MapReduce
(53) [EME)

Analyticswith

Figure 8.20: Deployment design for MapReduce App
Website + Load Balancer (ELB): Handles user traffic.
Auto-scaling EC2 Instances:
Django App Servers (job submission).
Consumer instances (job execution).
SQS Queue: Connects app servers to consumers.S3 Storage: Holds data, mapper, reducer
files.EMR Cluster: Runs MapReduce jobs.
Email Notifications: Sent after job completion.
User Interface Screens
Step 1: Upload data file.
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el T
MapReduce App
a cloud-baswd app for MapRaduce

Submit MapReduce Job
1922, PECES 3 s

Choose the data fle:
[ [

Figure 8:21: Screenshot of MapReduce App - choosing data file

Step 2 : Select predefined/custom Map and Reduce programs.

& 3 & [ locsboszons

MapReduce App
a cloud-basad app for MapReduce

wE

Submit MapReduce Job

2 Stl!?_.l 2 3 Sll.‘|l 3

thooss Pradefined Wap and Reduce:
oR

Cheose Custom Mapper:
{Chaoan Fie | Ma e chosen

Cheuse Custam Neduser:

Choowa Fis | o fie chesen

Figure 8.22: Screenshot of MapReduce App - selecting mapper and reducer

Step 3 : Enter email for notifications, submit job.

# 5 C [ locahoutsoon

MapReduce App
a cloud: d app for

Submit MapReduce Job

Submit ol
Enter amail to get job completion notification.

e magmyare o

Figure 8.23: Screenshot of MapReduee App - submitting job

Confirmation : Shows job details (email, data file, mapper, reducer).
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+ & €| [} locathestamnn &

MapReduce App
a cloud-based app for MapReduca

MapRaducs job has basn successfully submitied,
You will receive an emall with the download Hink for MapRaduce resulls when the job complates,

Enall eytradmyskncon

Data: sdinifabahga20! Moploade dininediabgdé 1
[ro
Reducer.

L

Figure 8.24; Screenshot of MapReduce App - job confirmation

Notification : Email with download link for results.

MapReduce Job Nofification v

L3

Mapadecs fpp <mapredizsappigred con> 221 PM {0 minutes sgo} o

nme

Your MapReduce job is complate. Download resulls Sorr: piclabahna201353,
Amazonmv ombiploarled e 201 305141016ar00000

Figure 8.25: MapReduce job completion notification email

Django Forms

UploadFileForm — Handles data file upload.
UploadMapForm — Handles mapper file upload.
UploadReduceForm — Handles reducer file upload.
Django Views

home() function:

Handles POST requests.

Saves uploaded files.

Calls createJob() — builds job definition.

Calls enqueueJob() — pushes job to SQS.

URL Patterns:

Root (*$) mapped to mapreduce.views.home.

Job Creation & Queue Handling

createJob():

Builds S3 paths for data, mapper, reducer.

Supports predefined programs (WordCount, InvertedIndex).
Calls enqueueJob().

enqueueJob():

Connects to SQS.

Serializes job request (datafile, mapper, reducer, email).
Writes message to queue.

Consumer Program:

Reads jobs from SQS (FIFO).

Submits to EMR.

Waits for completion.

Calls sendnotification().

EMR Job Execution

createemrjob():

Connects to EMR.

Creates streaming step (mapper, reducer, input, output).
Runs job flow.
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Polls job status until completion.

Generates download link (S3 output).

Sends notification email.

Email Notification (Box 8.20 & Figure 8.25)

SMTP (Gmail) or Amazon SNS used.

Sends job completion message with download link.

Example notification:

Subject: MapReduce Job Notification

Body: Your job is complete. Download results from [S3 link].

Social Media Analytics App

"I Purpose: Collect Twitter feeds in real-time on specific keywords.

| Analyze sentiment (positive, negative, neutral).

"1 Provide aggregate results via a dashboard.

| Built using Tweepy, AWS (SQS, EC2, S3), MongoDB, and Django.
2. Component Design

Components
leosgad ks > Dashboard
Listener Consumer :
‘Web Tier
sopicotcn RN IR P
E Tier . Conaum :
= Database
Tier
guns feow Fle
Tier Friatio

Figure 8.26: Component design for Social Media Analvtics App

Web Tier: Front-end dashboard (Django templates).

Application Tier:
o Listener — Collects tweets via Twitter API.
o Consumer — Processes tweets, performs sentiment analysis.
o Dashboard Rendering — Displays results.

Database Tier: MongoDB for aggregated results.

Storage Tier: S3 for raw tweet storage.

3. Architecture Design
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Figure 8.27: Architecture design for Social Media Analytics App

Django App Server — Templates & Views.
EC2 Instances:
o Listener (Box 8.21).
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o Consumer (Box 8.22).

o Dashboard Rendering (Box 8.23).
SQS Quecue — Connects Listener and Consumer.
MongoDB — Stores aggregated results.
S3 — Stores raw tweet data.
4. Deployment Design

Rirw Dt on
Cloud Samage g
By

Figure 8.28: Deployment design for Social Media Analytics App

Twitter API — Feeds into Listener (EC2).
Listener — Pushes tweets into SQS.
Consumers (EC2) — Pull tweets from SQS, analyze sentiment, store results in MongoDB.
Web App (Django) — Accessed via ELB, displays results.
S3 — Stores raw tweet data.
5. Listener Component
e Uses Tweepy to stream tweets.
e Configured with keywords (e.g., "India").
e On receiving a tweet:
o Serializes JSON data.
o Pushes to SQS queue.
6. Consumer Component
e Runs separately from Listener.
e Retrieves tweets from SQS.
e Functions:
o parseTweet() — Extracts fields (text, retweets, hashtags, time).
o findSentiment() — Uses AFINN lexicon (2500 words with sentiment scores).
o analyzeTweet() — Aggregates sentiment counts, hashtags, hourly activity.
e Stores aggregated results in MongoDB.
7. Data Aggregation & Storage
e Sentiment scores: Positive, Negative, Neutral.
Hourly activity: Tweets grouped by hour.
Top hashtags: Extracted and ranked.
Top tweets: Based on retweet counts.
MongoDB document structure:
o _id — Date + keyword.
o Metadata — Date, keyword.
o Aggregated results — Sentiment counts, hashtags, top tweets.
8. Django Views Connects to MongoDB.
e Retrieves metadata for today’s keyword.
e Computes percentages for sentiment distribution.
e Extracts top hashtags and calculates their relative percentages.
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e Passes data to template for rendering.
9. Django Templates
e Bootstrap-based UL
e Displays:
o Total tweets.
o Positive, negative, neutral counts & percentages.
o Hourly activity chart.
o Top tweets list.
o Top hashtags.
10. Visualization

Figure 8.20; Screenshot of Social Medin Analytics App

Pie Chart

o Positive, Negative, Neutral distribution.

o Hover shows percentages.
Hourly Activity Chart

o Line chart showing tweet activity over time.
Dashboard Metrics:

o Total tweets, retweets, replies, likes.

o Sentiment breakdown.

o Top hashtags and tweets.
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UNIT-1V
INTRODUCTION TO BIG DATA

Introduction:

Big data refers to collections of data sets with high volume, velocity, and variety.
Examples of big data sources:

o Social networks (text, images, audio, video)
o Click-stream data from web applications (e.g., e-Commerce)
o Machine sensor data from industrial and energy systems
o Healthcare data from electronic health record (EHR) systems
o Logs from web applications
o Stock market data
Characteristics:
o Volume: Massive scale, difficult to store/process with traditional methods.
o Velocity: Speed at which data is generated; modern systems produce data
rapidly.
o0 Variety: Different forms (structured/unstructured) — text, image, audio,

video, sensor data.

Big data analytics involves: data cleansing, data munging, processing, visualization.
Enabled by: cloud computing, distributed parallel processing frameworks.
9.2 Clustering Big Data
Clustering: Grouping similar data items together.
Useful when data items are not in one cluster.
Applications:

(0]
(0)
(0)
0]
(0)

Finding similar users in social network data

Grouping similar patients in EHR data

Grouping similar items in stock market data

Clustering market research data to group similar customers
Clustering clickstream data to group similar users

Clustering is achieved by clustering algorithms that belong to a broad category of algorithms
called unsupervised machine learning. Unsupervised machine learning algorithms find the
patterns and hidden structure in data for which no training data is available. Let us now look
at some popular clustering algorithms and their applications to big data.

Figure 9.1: Example of clustering 300 points with k-means: (a) iteration |, (b) iteration 2, (¢)
iteration 3, (d) iteration 3, (e) iteration 10, (f) iteration 100.

An above example of clustering 300 data points. The centroid points are recomputed after
each iteration and as seen in this figure there is little movement of centroids after 10

iterations.
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There are various distance measures that can be used for clustering algorithms including:

Euclidean distance measure: This is the simplest of all distance measures. The
Euclidean distance between points p and q in N-dimensional space is given as:

d(p,q)=2i=1N(pi—qi)2(9.1)

Cosine distance measure: Cosine distance measure finds the cosine of angle between
two vectors (vectors drawn from origin to the points).

d=cos(0)=A-BI|All IBI1(9.2)

Manhattan distance measure: Manhattan distance measure is the sum of the
absolute differences of the coordinates of two points given as:

d(p,q)=_1=1N]|pi—qil(9.3)

Figure 9.2: Clusters generated using k-means clustering

DBSCAN clustering

DBSCAN (density-based spatial clustering of applications with noise) is another algorithm of
interest; See Ester et. al. [67]. DBSCAN is a density clustering algorithm which works based
on the notions of density reachability and density connectivity.

Density reachability is defined on the basis of Eps-neighborhood. For any point p in
a cluster C, there is a point q so that p is inside the Eps-neighborhood of q and there
are at least a minimum number (MinPts) of points in the Eps-neighborhood of that
point.

A point p is called directly density-reachable from a point q if it is not further away
than a given distance Eps and if it is surrounded by at least MinPts points that may be
considered part of a cluster.

A point p is density-reachable from q if there is a chain of points pl,...,pn, with
pl=q, pn=p, such that pi+1 is directly density-reachable from pi.

A point p is density-connected to a point q if there is a point o such that both p and q
are density-reachable from o with respect to Eps and MinPts.

A cluster is then defined based on the following two properties:

Maximality: For all points p,q, if p belongs to cluster C and q is density-reachable
from p (w.r.t. Eps and MinPts), then q also belongs to cluster C.

O AANTT A ARATAAT I T ATV T 4. . ° 4« 2T £ T 4 £ COTTH =~



UNIT-4CLOUD COMPUTING

e Connectivity: For all points p,q in cluster C, p is density-connected to q (w.r.t. Eps
and MinPts).

B =15 10 =0% o8 4% 1§ %3 20 &S

Figure 9.3: Clusters generated using DBSCAN clustering

9.2.3 Parallelizing Clustering Algorithms using MapReduce

e Clustering algorithms (like k-means) can be parallelized using MapReduce when
datasets are too large for a single machine’s memory.

e Data is stored in a distributed file system (HDFS), split into blocks, and replicated
across nodes.

e Clustering starts with an initial set of centroids.

e A client program controls the clustering process.

e Map Phase: Each data sample is compared to centroids; assigned to the nearest one.
e Reduce Phase: Centroids are recomputed as the mean of all points in each cluster.

e New centroids are sent back to the client to check for convergence.

e If convergence hasn’t occurred, the process repeats until either convergence or the
maximum number of iterations is reached.

Clignt | wa-"h;a; g Reduce Phase

Ei ;?:‘T;:::: at //EF‘-?-—_.__‘_‘_:;:; Re-compute centrasds
L e s
ra _——

imiel S — -
M Done e F B
iterations or F- e

cormverged 7
Kis1

Figure 9.5: Parallel implementation of k-means clustering with MapReduce

9.3 Classification of Big Data
Classification is a key technique in supervised machine learning.lt involves assigning
data samples into predefined categories or classes.
Types of Classification
Binary Classification: Two possible classes (e.g., spam vs. not spam).
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Multi-class Classification: More than two classes (e.g., classifying animals into cats,

dogs, birds).
Document Classification: Categorizing documents based on content (e.g., news
articles into politics, sports, entertainment).
Performance Metrics
1. Precision
Precision=TruePositive/(TruePositive+FalsePositive)
Measures how many predicted positives are actually correct.
2. Recall
Recall=TruePositive(TruePositive+FalseNegative)
Measures how many actual positives were correctly identified.
3. Accuracy

Accuracy=(TruePositive+TrueNegative)/(TruePositive+TrueNegative+FalsePositi

ve+FalseNegative)
Measures overall correctness of predictions.
4. Fl-score

F1-score=2(Precision)(Recall)/(Precision+Recall)
Harmonic mean of precision and recall, balancing both.
9.3.1 Naive Bayes
Naive Bayes is a probabilistic classification algorithm based on Bayes’ theorem with a
naive assumption about the independence of feature attributes.
Given a class variable C and feature variables F1,...,Fn, the conditional probability
(posterior) according to Bayes’ theorem is:
P(C/F1,...,Fn)=P(F1,...,Fn/C)-P(C)/P(F1,...,Fn)
P(C/F1,...,Fn): Posterior probability
P(F1,...,Fn/C): Likelihood
P(C): Prior probability
P(F1,...,Fn): Evidence
Naive Bayes assumes independence among features:
P(F1,....Fn/C)=]]i=1nP(Fi/C)
Since the evidence P(F1,...,Fn) is constant for a given input and does not depend on C,
only the numerator matters for classification:
P(C/F1,...,Fn)xP(C)[]i=1nP(Fi/C)
Thus, classification is performed as:
C=argmaxceCP(C)[ [i=1nP(FilC)
Gaussian Naive Bayes
Assumes the likelihood P(F1,...,Fn|C) as:
P(F1,...,Fn|C)=[[iP(FilC)(9.18)

For each feature:
P(Fi|C)=12nc2exp(—(Fi—nC)22062)(9.19)

Here, pC is the mean and oC is the standard deviation for values in Fi in class
C.

Suitable for problems where features are continuous values assumed to follow a
Gaussian (normal) distribution.

Multinomial Naive Bayes
Uses a multinomial distribution for each feature variable.
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Suitable for problems with discrete features, such as document classification (c.g.,
word counts in text).
Bernoulli Naive Bayes
Also suitable for problems with discrete features.
The likelihood is defined as:
P(Fi|C)=P(Fi|C)Fi-(1-P(FilC))(1-Fi)(9.20)
Works well when features are binary-valued (e.g., presence or absence of a word in a
document).
Decision Trees

Decision Trees are a supervised learning method used to predict the value of a target variable
based on several attribute variables.They split data recursively based on attributes to
maximize information gain and reduce uncertainty.

Mathematical Definitions

1. Information Gain
I(X)=> P(x)log2P(x)(9.17)

2. Entropy
H(X)=E[I(X)]=E[~log2P(X)]=—> log2P(x)(9.18)

3. Gini Coefficient
G(X)=1-3P(x)2(9.19)
Attributes must be discrete. If not, discretize continuous attributes.
Calculate the entropy of every attribute using the dataset.
Choose the attribute with the highest information gain.
Create branches for each value of the selected attribute.
Repeat the process with the remaining attributes until the tree is complete
Random Forest
Random Forest is an ensemble learning method based on randomized decision trees [72].
e [t trains a number of decision trees.
e The final output is determined by taking the majority vote, using the mode of the class
predicted by the individual trees.
Support Vector Machine
Support Vector Machine (SVM) is a supervised machine learning approach used for
classification and regression.
e In its basic form, SVM is a binary classifier that classifies data points into one of two
classes .
e SVM training involves determining the maximum margin hyperplane that separates
the two classes.
e The maximum margin hyperplane is the one with the largest separation from the
nearest training data point.

e o o o o
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Figure 9.10: Margins for an SVYM

Given a training dataset (xi,y1):
e xiis an n-dimensional vector.
e yi=lifxiisinclass 1.
e yi=—1ifxiis in class 2.
A standard SVM finds a hyperplane.

Multimedia Cloud

Introduction
With the development of Web 2.0 and the increasing reach of high-speed internet to wireless
applications, multimedia-rich web applications have become widely popular in recent years.
There are various types of multimedia web applications including:

e Multimedia storage

e Processing

e Transcoding

e Streaming applications
Because multimedia applications require high resources, cloud computing is proving to be an
efficient and cost-effective solution.
With the growing demand for multimedia-rich web applications on wireless platforms, a new
paradigm of multimedia cloud is emerging. This provides multimedia storage, processing,
and streaming services to millions of mobile users worldwide.

Applications

T [ (T

Platform Services

Figure 10.1: Multimedia Cloud reference architecture

Case Study: Cloud-Based Live Video Streaming App

1. Workflow Overview
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Figure 10.2: Workflow for live video streaming using multimedia cloud

Sources: Video cameras and microphones capture raw feeds.
Mixers: Video and audio mixers combine multiple feeds.
Streaming Client: Encodes the mixed feeds and sends them to the cloud.
Multimedia Cloud:

o Video Streaming Service — broadcasts live streams to viewers.

o Video Storage Service — archives streams for later playback.
Viewing Devices: Laptops, desktops, tablets, smartphones, smart TVs.

Key Point: Cloud enables on-demand creation of streaming instances, scalable broadcasting,
and archiving.

2.Stream Creation — Step 1

| Live Streaming A
& cloud-based app for live video strasming

Create a new stream

18wl

Tithar
! Iniruetuction 10 Cloud Covgutng
Dascription:

TR AP o s o lshures 2 i Gampetrg
Detscssint e waing Live Sremeieg agp.

Figure 10.3: Screenshot of live video streaming application showing step-1 (entering stream
details)

User enters stream details:
o Stream Name (e.g., Cloud Computing)

o Description (e.g., Live Stream Session on Cloud Computing)
e Navigation buttons: Back, Next, Cancel.
Purpose: Define metadata for the stream.
3. Stream Creation — Step 2
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Live Streaming Ap;
8 cloud-based app for lve video strasming

Create a new stream

Figure 10.4; Screenshot of live video sireaming application showing step-2 (choosing stream
instance)

e User chooses instance size (cloud resources allocated for streaming).
e Navigation buttons: Back, Next, Cancel.

Purpose: Select appropriate computing power for the stream.
4. Stream Creation — Step 3

Live Streaming App |

& claud-based app for fva vides straaming

Create a new stream |

|
i ST o e L, g = < s .

CHci inish to start the streaming instance on ckoud.

Figure 10.5: Screenshot of live video streaming application showing step-3 (starting stream-
ing instance}

Instruction: Click finish to start the streaming instance on cloud.
e Buttons: Back, Next, Finish, Cancel.
Purpose: Launch the streaming instance in the cloud.
5. Streaming Instance Created

Live Streaming App
a cioud -Baned app for live video straaming

Streaming Instance Created

ning.

Etrwam Titie:
Inirasuzten i Cioé Comptng

irean Dansription:

Thk Srsaming K

e The ficlawing seigs in Flaah Medis needer
FuEDEL

[
Frastasm

Click hary b viam strmam,

Figure 10.6: Screenshot of live video streaming application showing details of streaming
instance

e Confirmation screen shows:
o Stream Title
o Stream URL (RTMP link)
o Stream ID
o Description

e Instructions for encoder setup (Adobe Flash Media Encoder):
o Use provided Stream URL and Stream ID.
o Start encoding to push video to the cloud.

Purpose: Provide technical details for connecting encoder — cloud — viewers.
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6. Encoder Setup

Figure 1007 Screenshot of Adobe Flush Media Live Encoder used lor video streaming

e Screenshot of Adobe Flash Media Live Encoder interface.

e Preview windows show video feed.

e Settings for video/audio encoding: format, bitrate, input devices, stream settings.
Purpose: Configure encoding parameters before sending stream to cloud.

7. Streaming Page

| Live Streaming App
i ctinntSenne) wpp for llve vides strasming

Introduction to Cloud Computing

Figure [0.8: Sereenshot of live video streaming application showing video streaming page

e Web interface of the Live Streaming App.

e Displays live video (e.g., Introduction to Cloud Computing).

e Description area explains the broadcast.
Purpose: Viewer-facing page for consuming the live stream.
Key Takeaways
The app is built with Django framework and uses Amazon EC2 instances.
Adobe Flash Media Encoder handles video encoding.
Workflow: Sources — Mixers — Client — Cloud — Streaming/Storage — Devices.
Cloud enables scalability, archiving, and global accessibility.
The UI guides users through 3 steps: stream details — instance size — launch.

e Once launched, encoder settings connect the stream to the cloud for live broadcast.
Streaming Protocols Overview
Streaming protocols are methods used to deliver audio, video, and data over the internet.
They differ in transport mechanisms, encryption, and adaptability to bandwidth.
RTMP (Real-Time Messaging Protocol)
Purpose: Streams audio, video, and data between Adobe Flash technologies (Flash Player,
AIR).
Transport: Works over TCP; maintains persistent connections for low-latency
communication.
Features:

o Bidirectional multiplexing (multiple streams over one connection).
o Chunking mechanism for bandwidth/latency optimization.
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Fragments media into 2-second segments for smooth playback.
o Preserves stream order with timestamps and metadata.
Variations:
RTMPS: Secure RTMP over TLS/SSL.
RTMPE: Encrypted RTMP.
RTMFP (P2P): Peer-to-peer live video delivery.
RTMFP (Multicast Fusion): Combines P2P + multicast for higher QoS.
RTMP Dynamic Streaming (Unicast): Adaptive bitrate, low latency.
o RTMFP (Multicast): IP multicast with encryption.
HTTP Live Streaming (HLS)
Proposed by: Apple (part of iOS ecosystem).
Mechanism:
o Uses extended M3U playlist to list media segments.
o Server divides streams into segments; client fetches and plays them
sequentially.
Features:
o Adaptive bitrate (adjusts quality to bandwidth).
o Supports AES-128 encryption (optional).
o Widely used for iOS and HLS-compatible devices.
HTTP Dynamic Streaming (HDS)
Developed by: Adobe.
Mechanism:
o Combines HTTP progressive download + RTMP streaming.
o Delivers MP4 media (H.264 or VP6) over HTTP.
Features:
o Adaptive bitrate (detects client bandwidth/resources).
o Supports HD video up to 1080p.
o Bitrates: 700 kbps — 6 Mbps+.
o Audio codecs: AAC, MP3.
o Leverages CDNs, caching, and standard HTTP servers.
Protected HDS (PHDS): Adds real-time encryption.

Key Comparisons:

O O O O O

Protocol | Transport | Adaptivity Encryption Typical Use

RTMP | TCP Yes (Dynamic RTMPE, Flash-based
Streaming) RTMPS live/on-demand

streaming
HLS HTTP Yes AES-128 10S devices, modern
optional streaming apps
HDS HTTP + Yes PHDS Adobe ecosystem, HD
RTMP adaptive streaming

Case Study: Video Transcoding App
Platform: Built using Amazon Elastic Transcoder, Python, and Django.

Purpose: Converts video files into formats suitable for playback on mobile devices,
tablets, and PCs.
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Workflow: Users upload video files — choose transcoding presets — submit job —
monitor job status — download transcoded file.
Application Workflow (UI Steps)
1. Step 1 — Choose Video File
o User selects a video file to upload.
o File is stored in an Amazon S3 bucket.
2. Step 2 — Specify Transcoding Options
o Dropdown menu with presets (e.g., Generic 1080p, 720p, 480p, 360p, 240p,
144p, Web).
o Presets define output resolution and format.
3. Step 3 — Start Transcoding
o User clicks Finish to submit the transcoding job.
o Job is queued in Amazon Elastic Transcoder.
Django Templates & Code
o Home Page Template
o Uses jQuery Smart Wizard for step-by-step input.
o Form submission triggers transcoding job creation.
File Submission Confirmation
o Displays message: “File has been successfully queued for transcoding.”
o Shows Job ID and link to job status page.
Job Status Page
o Displays job details:

« JobID

« Status (e.g., queued, processing, complete)
« Input file

«  Output file

« Download link

o If status = complete — shows confirmation message.
Key Features
e Cloud-based scalability: Uses Amazon Elastic Transcoder for handling multiple
jobs.
User-friendly UI: Step-by-step wizard for file upload and preset selection.
Integration with Django: Templates handle job submission, confirmation, and status
tracking.
e Dynamic job monitoring: Job status page updates with progress and provides
download link.
Summary
The Video Transcoding App demonstrates:
e How cloud services (Amazon Elastic Transcoder + S3) integrate with web
frameworks (Django).
e A practical workflow for video processing: Upload — Configure — Submit —
Track — Download.

e Use of HTML, JavaScript (jQuery), and Django templates to build a smooth user
interface.
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Figure |019; Screenchot of video transomEng app showing video uploading farm
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Figare 10L12: Soreenshot of video tmescoding app showing submitted job

Cloud Application Benchmarking and Tuning:
Introduction:
e Cloud-based multi-tier applications face rapidly changing workloads.
e Proper resource provisioning and capacity planning are required to meet performance
and cost goals.
Over-provisioning helps maintain performance by enabling dynamic scaling.
Performance testing helps identify bottlenecks before deployment.
Bottlenecks can be resolved by scaling up (more powerful resources) or scaling out
(more instances).
e Synthetic workloads are used to simulate real user behavior for testing.
Benchmarking of cloud applications is important for the following reasons:
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Supports capacity planning and provisioning.
Helps choose cost-effective deployment architectures.
Ensures optimal resource utilization (avoids under/over-provisioning).
Ensures market readiness by testing application under different workload types.
Helps manage seasonal workload variations.
The steps involved in benchmarking of cloud applications are described below.
11.1.1 Trace Collection/Generation
The first step in benchmarking cloud applications is to collect/gencrate traces of real
application workloads. For generating a trace of workload, the application is instrumented to
log information such as the requests submitted by the users, the time-stamps of the requests,
etc.
11.1.2 Workload Modeling
Workload modeling involves generation of mathematical models that can be used for
generating synthetic workloads. Workloads of applications are often recorded as traces of
workload related events such as arrival of requests along with the time-stamps, details about
the requesting the service, etc. Analysis of such traces can provide insights into the workload
characteristics which can be used for formulating mathematical models for the workloads.
11.1.3 Workload Specification
Since the workload models of each class of cloud computing applications can have different
workload attributes, a Workload Specification Language (WSL) is often used for specifying
the workload attributes that are critical to the performance of the application. WSL can be
used by synthetic workload generators for generating workloads with slightly varying
characteristics. This can be used to perform sensitivity analysis of the application
performance to the workload attributes by generating synthetic workloads.
11.1.4 Synthetic Workload Generation
Synthetic workloads are used for benchmarking cloud applications. An important
requirement for a synthetic workload generator is that the generated workloads should
represent the real workloads and should preserve the important characteristics of real
workloads such as inter-session and inter-session intervals, etc. There are two approaches to
synthetic workload generation:

e Empirical approach: In this approach, traces of applications are sampled and

replayed to generate the synthetic workloads.
e Analytical approach: This approach uses mathematical models to define the
workload characteristics that are used by a synthetic workload generator.

11.1.5User Emulation vs Aggregate Workloads
User Emulation

o Mimics real user behavior
o Includes think time and dependencies
o Cannot control exact request arrival times

Aggregate Workload

o Controls exact arrival times
o No individual user behavior
o Cannot model request dependencies well

11.2 Workload Characteristics
Each class of multi-tier applications have their own characteristic workloads. A
successful performance evaluation methodology should be able to accurately model the
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application workloads. Workload modeling involves creation of mathematical models that
can be used for generation of synthetic workloads. Characteristics of application workloads
include:

e Session: A set of successive requests submitted by a user constitute a session.

o Inter-Session Interval: Inter-session interval is the time interval between successive
sessions.

e Think Time: In session, a user submits a series of requests in succession. The time
interval between two successive requests is called think time. Think time is the
inactive period between successive requests in a session. It is the time taken by the
user to review the response of a request and decide what the next request should be.

e Session Length: The number of requests submitted by a user in a session is called the
session length.

e Workload Mix: Workload mix defines the transition between different pages in an
application and the proportion in which the pages are visited. Multi-tier cloud
applications can experience varying changes in their workloads. Workload
characteristics of an application may also vary based on the kind of users interacting
with the application. An e-Commerce application, for example, can experience
database write-intensive workloads during the times of a year when a larger number
of users are purchasing products online. Whereas, the same application can be
read-intensive at workload mix when users are only browsing for products.

11.3 Application Performance Metrics

The most commonly used performance metrics for cloud applications are as follows:

Response Time Response time is the time interval between the moment when the user

submits a request to the application and the moment when the user receives a response.

Response time includes various components as given in the following equation:
R=D/B+Ty+Ts+Te

D: Amount of data transfer required to serve the user request
B: Minimum bandwidth across all links in the network from the user to the
application deployment
e Ty Round trip time for user-application interactions needed to generate the response
e Tg: Total processing time required by all tiers of the application deployment
e T.: Total processing time required by the user's device
Throughput Throughput is the number of requests that can be serviced per second. If an
application receives N requests per second and only (N—M) can be serviced in a second, then
M requests will wait in a queue.
Performance requirements are typically specified as a series of service level objectives
(SLOs) that define response time or throughput requirements for each request in the
application.

Design Considerations for Benchmarking Methodology

e Accuracy:
o Synthetic workloads must mimic realistic workloads.
o Aggregated metrics (e.g., average response time) may be insufficient; detailed

workload characteristics are needed.

e Ease of Use:
o Should minimize manual coding effort.
o Must account for dependencies between requests.

o Flexibility:
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o Fine-grained control over workload attributes (think time, session length,
workload mix).
o Enables sensitivity analysis by varying one parameter at a time.
Benchmarking Tools
e Traditional Tools: httperf, SURGE, SWAT, HP LoadRunner, SPECweb99.
e Approaches:
o Traditional

« Record user interactions as scripts.
» Parameterize scripts to simulate anomalies.
« Execute scripts from load generation machines.

» Limitations: Time-consuming, less accurate.

Rncordad script Recorded seript
generated by feallsar | — | geverated by real user
| interaction interaction
| l
‘ ‘ Recorded seript i P e Hacorded seriptic
paramstergad Paramatarized

Warklaad scenarion are
fETrated by multiple scrioes

Deploymeant
Rafinement

| ¥ |
Traditional performance evaluation workflow based on a semi-automated approach. A
real user has to first manually interact with the application to record scripts and then
parameterize recorded scripts to generate scripts for creating virtual users.

Automated :
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L Devloyment BV N Cend )
Refinement — -

Automated Performance Evaluation Workflow Used by Recent Tools (e.g., GT-CAT)

Use traces (sessions, request times, DB queries).
Build workload models to generate synthetic loads.
Captures user behavior more accurately.
Faster and higher accuracy compared to traditional methods.
11.5.1Types of Tests :
e Baseline Tests:
o Collect performance metrics (response time, throughput,
CPU/memory/network usage).
o Usually with small user counts (1-100).
o Used to compare performance before/after changes.
o Load Tests:
o Evaluate performance under expected production workloads.
o Stress Tests:
o Push application beyond peak load.
o Identify failure conditions and warning metrics.
e Soak Tests:
o Run application under fixed workload for long periods.
o Assess stability and performance degradation over time.

11.6 Deployment Prototyping

From the standpoint of a user, the cloud computing resources should look limitless,
however due to complex dependencies that exist between servers in various tiers, applications
can experience performance bottlenecks. Deployment prototyping can help in making
deployment architecture design choices. By comparing performance of alternative
deployment architectures, deployment prototyping can help in choosing the best and most
cost-effective deployment architecture that can meet the application performance
requirements. Since multi-tier applications can experience seasonal variations in workloads,
deployment prototyping may need to be done on a regular basis to ensure the market
readiness of such applications at all times.
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Peployment Design

Number of pers
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Load balancing & raplication
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|
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Performance Evaluation
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Workipad atribwites ‘

Workload mix }

Steps involved in deployment prototyping for a cloud application
e Deployment Design: Create the deployment with various tiers as specified in the
deployment configuration and deploy the application.
e Performance Evaluation: Verify whether the application meets the performance
requirements with the deployment.
e Deployment Refinement: Deployments are refined based on the performance
evaluations. Various alternatives can exist in this step such as vertical scaling,
horizontal scaling, for instance.
11.7 Load Testing & Bottleneck Detection Case Study
This section provides a case study of load testing and benchmarking an application with a
multi-tier cloud deployment as shown in Figure 11.4. For this case study, the Rice
University Bidding System (RUBIS) benchmark is used. RUBIS is an auction site prototype
loosely modeled after eBay.
e RUBIS PHP application is deployed on the application servers.
e A MySQL database is set up on the database server.
e collectd is used to measure system statistics.
o collectd is a daemon that collects system performance statistics periodically.
o Stores values in formats such as RRD files, CSV files.
o Provides plugins for monitoring CPU, Disk, Memory, Network, etc.

e The collected statistics are used to identify performance bottlenecks in the system.

Figure 11.4: Multi-tier deployment architeciure for sample application for cuse stdy

11.8 Hadoop Benchmarking casestudy

With the Capacity Scheduler configured, the Hadoop cluster is launched. The Capacity
Scheduler administration page can be viewed at the URL:
http://JobTracker-URL:50030/scheduler, as shown in
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Figure 11.6: Hadoop Capacity Scheduler administration page

Hadoop Capacity Scheduler administration page
The administration page displays a table under master Job Scheduler Administration with
columns such as:
Queue
Capacity
Used Capacity
Running Tasks
Active Users
Max Capacity
State
Jobs Accepted
Jobs Completed
Jobs Failed
e Jobs Killed
The table shows data for queues A, B, and C, including capacity percentages, number of
running tasks, active users, and job statistics.
The administration page of the Capacity Scheduler shows:
e Queues and their allocated capacities
e Map and reduce task capacities
e Number of running map and reduce tasks
For monitoring the performance of the nodes in the Hadoop cluster, performance monitoring
tools such as collectd or mon can be used. For the experiments shown in this section, the
collectd tool is used.
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GridMix is a suite of benchmarks that model that characteris-
| \ tics of rt.'.nl.ilitit:. workloads for submitting a mix of synthetic
Giridmmix Jobs. GndMix requires a MapReduce job trace deseribing the
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| synthetic jobs will read bytes.
The Sort MapReduce program is included in the hadoop-*-
it examples jar file. This progrum docs a partial sort of its in-
! put. The Sort program is useful for benchmarking the whole

Table 11.2: Hadoop benchmarks
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PART-1: Cloud Security

12.1 Introduction:

More and more organizations are moving their applications and associated data to the
cloud to reduce costs and reduce the operational and maintenance overheads, and one of the
predominant considerations is that of security of the data in the cloud. Most cloud service
providers implement advanced security features similar to those in on-premise environments.
However, due to the outsourced nature of the cloud, resource pooling and multi-tenanted
architectures, security remains an important concern in adoption of cloud computing. In addition
to the traditional vulnerabilities that exist for web applications, cloud applications have
additional vulnerabilities because of the shared usage of resources and virtualized resources.
Key security challenges for cloud applications include:

1. Authentication

e Confirms digital identity of the entity requesting access.

e Traditional IT: controlled internally, usually employees only.

e Cloud: accessed over the internet — more complex.

e Requires involvement of cloud provider’s systems and services.
2. Authorization

e Decfines access rights to protected resources via policies.

e Traditional IT: organization controls and modifies policies easily.

e Cloud: access policies depend on cloud provider’s services.
3. Security of Data at Rest

e Cloud servers host applications from multiple organizations side-by-side.

e Increases complexity of securing data.

e Requires isolation mechanisms to separate data/applications of different organizations.
4. Security of Data in Motion

e Traditional IT: data exchange stays within organization boundaries — full visibility.

e C(Cloud: data moves in/out over the internet.

e Requires strong security mechanisms to protect data while being transmitted.
5.Data Integrity
Data integrity ensures that the data is not altered in an unauthorized manner after it is created,
transmitted, or stored.

e In cloud computing environments, where data storage is outsourced, ensuring integrity is

critical.
e Mechanisms are required to detect accidental or intentional changes in data.
6.Auditing

Auditing is very important for applications deployed in cloud environments.
e In traditional in-house IT, organizations have full visibility of applications and protected
information.
e In cloud applications, auditing mechanisms are needed to provide visibility into:
o Application data
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0 Access patterns
o Modifications performed by users (including mobile devices like laptops and
smartphones).

12.2 CSA Cloud Security Architecture:

The Cloud Security Alliance (CSA) provides a Trusted Cloud Initiative (TCI) Reference

Architecture [46].

It is a methodology and set of tools for developers and security architects.
Helps assess whether internal IT and cloud providers adhere to security objectives.
Provides a roadmap to meet business security needs.

Security Risk Management (SRM) Domain within TCI Reference Architecture:

e Core component of an organization’s information security program.
Safeguards assets and data.
Assesses and prioritizes risks in operating activities.
Figure 12.1 shows the SRM domain.
Sub-domains of SRM:

1. Governance, Risk Management, and Compliance

o Structures, processes, and controls for effective governance, risk management, and

compliance.
2. Information Security Management
o Measurements such as maturity models, benchmarking, security architectures, and
roadmaps.
o Helps assess priorities and minimize/eliminate threats and risks.
3. Privilege Management Infrastructure
o Ensures users have required access and privileges.
o Uses Identity and Access Management (IAM): identity management, authentication,
authorization, accountability.
4. Threat and Vulnerability Management
o Addresses vulnerability management, threat management, compliance testing, and
penetration testing.
5. Infrastructure Protection Services
o The objective of this sub-domain is to secure Server, End-Point, Network and
Application layers.
6. Data Protection
o This sub-domain deals with data lifecycle management, data leakage prevention,
intellectual property protection with digital rights management, and cryptographic
services such as key management and PKI/symmetric encryption.
7. Policies and Standards
o Security policies and standards are derived from risk-based business requirements
and exist at a number of different levels including Information Security policy,
Physical Security Policy, Business Continuity Policy, Infrastructure Security
Policies, Application Security Policies as well as the over-arching Business
Operational Risk Management Policy.
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12.3 Authentication

Authentication refers to confirming the digital identity of the entity requesting access to
some protected information. The process of authentication involves, but is not limited to,
validating at least one factor of identification of the entity to be authenticated. A factor can be
something the entity or the user knows (passcode or pin), something the user has (such as a smart
card), or something that can uniquely identify the user (such as fingerprints). In multifactor
authentication more than one of these factors are used for authentication. In this section you will
learn about authentication mechanisms such as SSO, SAML-Token, OTP, etc.

Single Sign-On (SSO)
e User logs in once and gains access to multiple systems.
® Avoids repeated login prompts.
e Translates credentials across different systems.
e Benefits:
o Saves time
o Reduces password fatigue
o Minimizes human error
SAML (Security Assertion Markup Language)
e XML-based open standard.
e Exchanges authentication and authorization data.
e Works between:Identity Provider (IdP)
Service Provider (SP)
e Uses SAML tokens.
o Security features: SSL encryption
o Digital signatures
o Prevents replay and man-in-the-middle attacks
Kerberos
e Developed at MIT.
e Ticket-based authentication protocol.
e Works over insecure networks.
e Provides mutual authentication (client and server verify each other).
e Uses tickets instead of sending passwords over network.
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Figure 12.2: SAML-token based SS0 authentication
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Figure 12.3: Kerberos authentication Mow

12.4 Authorization

OAuth is an open standard for authorization that allows resource owners to share their
private resources stored on one site with another site without handing out the credentials [49,
50]. OAuth 1.0 protocol was published as an RFC in 2010 and the OAuth 2.0 framework was
published in 2012. OAuth 2.0 is not backward compatible with OAuth 1.0. In the OAuth model,
an application (which is not the resource owner) requests access to resources permitted by the
resource owner (but hosted by the server). Resource owner grants permission to access the
resources in the form of a token and the shared-secret. Tokens make it unnecessary for the
resource owner to share its credentials with the application. Tokens can be issued with a
restricted scope and limited lifetime, and revoked independently.
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Figure 12.4: OAuth authorization flow

12.5 Identity & Access Management
Step 1: Identity Management
e Provides methods to digitally identify users.
e Maintains user identity attributes across multiple organizations.
e Ensures consistent identification of persons.
Step 2: Access Management
e Deals with user privileges.
e (Controls what resources a user can access.
o Works along with identity management.
Step 3: Identity & Access Management (IAM)
e Combines:
o User identity
o Authentication
o Authorization
o Access policies
e Ensures secure access to systems and data.
Step 4: Federated Identity Management
e Allows users from one domain to access systems of another domain.
e No need to maintain separate identity information for each domain.
e Enables seamless cross-domain access.
Step 5: How Federation is Enabled
e Uses Single Sign-On (SSO) mechanisms.
e Technologies used:
o SAML Token
o Kerberos
e Identity credentials remain with a trusted Identity Provider (IdP).
e Multiple organizations can use the same credentials for authentication.
Step 6: Standardized Access Control Policies
e Ensure data confidentiality.
e Define how access is granted or restricted.
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Step 7: Role-Based Access Control (RBAC)
e Access is assigned based on roles, not individuals.
e Different roles for different departments.
e Example:
o HRrole
o Finance role
o Admin role
Step 8: RBAC in Cloud Environment
1. User requests access to cloud application data.
2. User sends request to the System Administrator.
3. Administrator assigns:
o User roles
o Access permissions
4. Information is stored in:
o User Roles database
o Data Access Policies database
5. System grants access based on:
o Assigned role
o Defined policies

= i

Figure 12.5: Role-based secess control in the cloud

12.6 Data Security

Securing data in the cloud is critical for cloud applications as the data flows from
applications to storage and vice versa. Cloud applications deal with both data at rest and data in
motion. There are various types of threats that can exist for data in the cloud such as denial of
service, replay attacks, man-in-the-middle attacks, unauthorized access/modification, etc.
12.6.1 Securing Data at Rest

Data at rest is the data that is stored in database in the form of tables/records, files on a
file server or raw data on a distributed storage or storage area network (SAN). Data at rest is
secured by encryption. Encryption is the process of converting data from its original form (i.e.,
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plaintext) to a scrambled form (ciphertext) that is unintelligible. Decryption converts data from
ciphertext to plaintext. Encryption can be of two types:
Symmetric Encryption (symmetric-key algorithms)

Symmetric encryption uses the same secret key for both encryption and decryption. The
secret key is shared between the sender and the receiver. Symmetric encryption is best suited for
securing data at rest since the data is accessed by known entities from known locations. Popular
symmetric encryption algorithms include:

e Advanced Encryption Standard (AES): AES is the data encryption standard

established by the U.S. National Institute of Standards and Technology (NIST) in 2001.
AES uses Rijndael cipher (developed by Joan Daemen and Vincent Rijmen)

e Twofish: Twofish is a symmetric key block cipher with a block size of 128 bits and key
sizes up to 256 bits. Twofish was one of the top candidates for the AES contest.

e Blowfish: Blowfish has a 64-bit block size and a variable key length from 32 bits up to
448 bits.

o Triple Data Encryption Standard (3DES): This algorithm is a variation of Data
Encryption Standard (DES) developed by IBM. 3DES uses a key-bundle comprising
three keys each of 56 bits. In the first step, DES is used to encrypt plaintext using the first
key, then the data is decrypted using the second key and finally, the third key is used to
encrypt the data using DES.

e Serpent: Serpent is a symmetric key block cipher that uses a block size of 128 bits and
supports a key size of 128, 192 or 256 bits. Serpent was one of the top candidates for
AES contest and came second.

e RC6: RC6 is a symmetric key block cipher designed by RSA Security and was a
candidate for the AES contest. RC6 uses a block size of 128 bits and supports key sizes
of 128, 192 and 256 bits.

e MARS: MARS is a block cipher that was designed by IBM as a candidate for the AES
contest. It uses a 128-bit block size and a variable key size of between 128 and 448 bits.

Plaintext a Encryption ‘ a | | Cyphertext

Public key |||
J

Cyphertext . Decryption = Plalntext

Plhaig kg |

* Figure 12.6: Asymmetric encryplion using public/private keys

Asymmetric Encryption (public-key algorithms)

Asymmetric encryption uses two keys, one for encryption (public key) and the other for
decryption (private key). The two keys are linked to each other such that one key encrypts
plaintext to ciphertext and the other decrypts ciphertext back to plaintext. The public key can be
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shared or published while the private key is known only to the user. Figure 12.6 shows the
asymmetric encryption approach.

Asymmetric encryption is best suited for securing data that is exchanged between two parties,
where symmetric encryption can be unsafe because the secret key has to be exchanged between
the parties and anyone who manages to obtain the secret key can decrypt the data. In asymmetric
encryption, a separate key is used for decryption which is kept private.

dpplaron Vo

: \{? =
|§=F

Figure 12.7: Encryption levels

Application

Application-level encryption involves encrypting application data right at the point where
it originates, i.e., within the application. Application-level encryption provides security at the
level of both the operating system and from other applications. Therefore, one application cannot
decrypt data of another application. An application encrypts all data generated in the application
before it flows to the lower levels and presents decrypted data to the user.
The advantage of application-level encryption is that it provides security against operating
system and network attacks and also data theft. However, key management is a challenging task
for application-level encryption. Keys can be stored either in memory, a file, or on a separate key
server. The application performance is affected in case of key rotation, where the application
reads and decrypts the data using an old key and then encrypts the data using the new key, while
it is processing other requests.
Host

In host-level encryption, encryption is performed at the file level for all applications
running on the host. Host-level encryption can be done in software, in which case additional
computational resources are required for encryption, or it can be performed with specialized
hardware such as a cryptographic accelerator card.
The advantage of host-level encryption is that it is highly secure and well-suited for active data
files across all applications running on a host. However, like application-level encryption, key
management can be challenging. Keys are stored in the host memory or a separate key server.
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Network

Network-level encryption is best suited for cases where the threats to data are at the
network or storage level and not at the application or host level. Network-level encryption is
performed when moving the data from a creation point to its destination using a specialized
hardware that encrypts all incoming data, in real-time. The application and host levels remain
unencrypted. Network-level encryption using the operating system implemented.

The advantage of this network-level encryption is that it is simple to implement and
requires no changes in the existing data infrastructure. Keys are managed in the software.
However, the disadvantage of this encryption level is that it is the least scalable and is the
slowest. As the data volume increases, a single encryption appliance can become a bottleneck.
Device

Device-level encryption is performed on a disk controller or a storage server.
Device-level encryption is easy to implement and is cost-effective for cases where the primary
concern about data security is protecting data stored on a single node. Device-level encryption is
operating system, application, host, and even transport independent. Encryption is performed in
hardware in the device. Device-level encryption is the fastest encryption level and is
infrastructure. The disadvantage of this method is that all data that is transmitted to and from the
storage module is unencrypted.

12.6.2 Securing Data in Motion
Securing data in motion, when the data flows between a client and a server over a potentially
insecure network, is important to ensure data confidentiality and integrity.

e Data confidentiality means limiting access to data so that only authorized recipients can

access it.

e Data integrity means that the data is not changed when moving from sender to receiver.
Data transmitted over unsecured networks can be captured in an unmodified manner and later
reused, or the data may be altered during transmission.

Transport Layer Security (TLS) and Secure Socket Layer (SSL) are the mechanisms used for
securing data in motion. Though TLS and SSL are different (SSL is the predecessor of TLS),
TLS 1.0 resembles SSL 3.0 closely. Both TLS and SSL are used to encrypt web traffic using
Hypertext Transfer Protocol (HTTP). When HTTP is upgraded with TLS/SSL, it is conveniently
called HTTPS. TLS/SSL is also used for confidentiality and message authentication codes for
message integrity.

Figure 12.8 shows the TLS handshake in more detail. The TLS handshake protocol is composed
of the following steps:

e ClientHello: The client sends a ClientHello message specifying the highest TLS protocol

version it supports, a random number, and the information on the private key encryption
algorithms supported.
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e ServerHello: The server replies with the ServerHello message, containing the protocol
version chosen, a random number, and the settings of the private key encryption
algorithm.

Server Certificate: The server sends its Certificate to the client.

ServerHelloDone: The server sends a ServerHelloDone message indicating to the client
that it has completed the handshake negotiation.

Client Certificate: The client sends its Certificate to the server.

ClientKeyExchange: The client creates a PreMaster secret (session key) encrypted with
the server’s public key (which is contained in the server’s certificate) and sends the
encrypted session key to the server.

e CertificateVerify: The client sends a CertificateVerify message, which is a digital
signature over the previous handshake messages using the client’s certificate’s private
key. The digital signature can be verified by using the client’s certificate’s public key.

o ChangeCipherSpec: Client and server communicate to each other that the data that will
be exchanged from now on will be encrypted with the session key previously exchanged.

e Finished: The client sends an encrypted message (containing a hash and MAC over the
previous handshake messages) indicating the end of the handshake session. The server
responds with its Finished message. At this point, the handshake phase is complete and
the client and the server use the session key to encrypt and decrypt the data that they
mutually exchange to validate integrity.
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Figure 12.8; TLS Handshake

TLS/SSL use Message Authentication Codes (MAC) MACs detect both accidental or
deliberate modifications in the data. A MAC is a cryptographic checksum on the data that
provides assurance that the data has not changed. Computation of MAC involves:
1. A secret key known only to the party that generates the MAC and the intended recipient.
2. The data on which the MAC is computed.

12.7 Key Management
Management of encryption keys is critical to ensure security of encrypted data. The key
management lifecycle involves different phases including:
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Creation: Creation of keys is the first step in the key management lifecycle. Keys must
be created in a secure environment and must have adequate length. It is recommended to
encrypt the keys themselves with a separate master key.

i Backup: Backup of keys must be made before putting them into production because
in the event of loss of keys, all encrypted data can become useless.

i Deployment: In this phase the new key is deployed for encrypting the data.
Deployment of a new key involves re-keying existing data.

i Monitoring: After a key has been deployed, monitoring the performance of the
encryption environment is done to ensure that the key has been deployed correctly.

i Rotation: Key rotation involves creating a new key and re-encrypting all data with
the new key.

i Expiration: Key expiration phase begins after the key rotation is complete. It is
recommended to complete the key rotation process before the expiry of the existing key.
i Archival: Archival is the phase before the key is finally destroyed. It is
recommended to archive old keys for some period of time to account for scenarios where
there is still some data in the system that is encrypted with the old key.

i Destruction: Expired keys are finally destroyed after ensuring that there is no data
encrypted with the expired keys.
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| | Ky |

T e | Ermcrypt 1 | |
Ericrypred Data Key | ks I
I SR [ > |

Encrypted T‘-nv
Datastors |

Figure 12.9: Example of a key management approach

12.8 Auditing

Auditing is an important requirement of data security regulations. Auditing requires logging all
read and write accesses to data, including:

User information
Access type
Timestamps
Actions performed
Records accessed

The primary purpose of auditing is to identify security breaches and enable necessary changes to
prevent future breaches. Auditing has become even more important in cloud computing
environments because resources are outsourced and the cloud infrastructure is managed by cloud
service providers, limiting direct control.

Objectives of Auditing:

Verifying efficiency and compliance of identity and access management controls as per
established access policies.

Verifying that authorized users are granted access to data and services based on their
roles.

Verifying whether access policies are updated in a timely manner upon changes in user
roles.
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e Verifying whether the data protection policies are sufficient.
e Assessment of support activities such as problem management.

PART-2 CLOUD FOR INDUSTRY.HEALTHCARE.&EDUCATION

13.1 Cloud Computing for Healthcare

The healthcare ecosystem consists of numerous entities including healthcare providers (primary
care physicians, specialists, hospitals, for instance), payers (government, private health insurance
companies, employers), pharmaceutical, device and equipment manufacturers, and consumers
such as end users, families, and patients.

The process of provisioning healthcare services involves healthcare data that exists in different
forms (structured or unstructured), can be stored but the skill and accuracy of that coding varies,
and is stored in many different formats and sources (such as relational databases, file servers, for
instance) and in different locations.

To promote more coordination of care across the multiple providers involved with patients,
Electronic Health Information is increasingly aggregated from diverse sources into Electronic
Health Record (EHR) systems. Physicians receive and analyze this health information from
many sources such as laboratory tests and medical devices (such as CT and MRI scans).

In the diagnosis process, physicians critically diagnose patients based on different information.
Chronic disease patients are typically seen by multiple physicians at different times. Care is so
distributed that the provider network around the average primary care physician includes some
30 other physicians. Information sharing among the physicians is critical to high-quality care.
Physicians can avoid diagnosis errors through the stakeholder network and can reduce analysis
and time spent after consulting specialists.

Payers
Health payers can increase the effectiveness of their care management programs by providing
value-added services and giving access to health information to members.
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Figure 13.1: Cloud computing for healthcare

EHRs capture and store information on patient health and provider actions including
individual-level laboratory results, diagnostic, treatment, and demographic data.
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Figure 13.2 shows a screenshot of a cloud-based EHR application. The figure shows a patient
summary page of a Patient Health Record (PHR) application. The PHR application maintains

information such as:

Patient visits
Allergies
Immunizations

Lab reports
Prescribed medicines
Vital signs

Insurance history

The primary use of EHRSs is to maintain all medical data for an individual. In order to avoid
duplication of efforts, the stored data can be reused for other purposes. EHR data can be reused
for value-added services to show overall patient health.

EHRs can also be the source for aggregated information about overall patient populations. The
EHR data can be used to provide healthcare applications like:

Disease surveillance

Clinical decision support

Risk prediction

Prognosis

Syndromic diagnosis

Small-area analysis-based surveillance
HealthMap

To exploit the potential to aggregate data for advanced healthcare research, an instance is needed
for efficiently integrating information from distributed and heterogeneous healthcare IT systems

and analyzing the integrated information.

Patient Summary
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Figure 13.2; Screenshot of a cloud-based Patient Health Record application [10].
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13.2 Cloud Computing for Energy Systems
1. Cloud-Based Framework

- Cloud-trasnd Framewark for
predicting fallts In energy systams
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Figure 13.5: Cloud computing for encrgy systems

Energy systems (smart grids, turbines, power plants) generate massive sensor data.
Cloud provides:

o Database storage for large-scale sensor data.

o Batch processing for handling big data efficiently.

o Data analysis for fault prediction and diagnostics.
Enables predictive maintenance and real-time monitoring.

3. Workflow for Sensor Data Collection

Sensor Data Sh'eam}

e
3| Data Aggs

iszn;ér Data Stream}

Cloud Storage <— | Data Archiving J( -|il3réq mpmsﬂonl

3 II' Data Filtering

Figure 13.6: Workflow for collecting machine sensor data in a cloud.

Steps in cloud-based sensor data handling:

Multiple Sensor Data Streams — continuous input from machines.
Data Aggregation — combine streams into manageable formats.
Data Filtering — remove bad/missing records.

Data Compression — reduce size for efficient storage.

Data Archiving — store processed data.

Cloud Storage — centralized, scalable repository.

Case-Based Reasoning (CBR) for Failure Prediction
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Figure 13.7: Approach for predicting failures in real-time using case-based reasoning demon-
strated in [8].

e Sensor Data Stream — input for monitoring.

e C(reate Target Cases — define exception/fault conditions.
e (ase Indexing — organize cases for retrieval.
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Case Retrieval — find similar past cases.
Case Adaptation — adjust solutions to current context.
Case Retention & Update — store new experiences in cloud case base.

e Supports real-time fault prediction where mathematical models are hard to establish.
4. Industry Applications

o GE — Gas turbine diagnostics.

e SKF WindCon — Wind turbine condition monitoring.

® OpenPDC — Real-time processing of Phasor Measurement Unit (PMU) data.
Cloud Computing for Smart Grids

e Smart grids integrate cloud infrastructure for real-time data analysis and predictive

management.
e They handle data-intensive flows from:
o Energy generation (centralized/distributed)

Transmission lines
Distribution systems
Consumption (residential, commercial, industrial)
Equipment health monitoring

O O O O

Figure 13.8: Cloud computing for srnart grids

Benefits of Cloud Integration
e Real-time information & power exchange using sensing and measurement
technologies.
Prevention of power thefts via smart metering.
Efficiency improvement across the entire electric system (generation — transmission —
consumption).
Dynamic optimization of operations, maintenance, and planning.
Energy feedback to users with real-time pricing information to reduce consumption.
Demand response management:
o Appliance control
o Energy storage mechanisms
o Lowering peak demand

Fault Detection & Risk Management
e Condition monitoring data helps detect faults and predict outages.
e Probabilistic risk assessments identify equipment, plants, and transmission lines most
likely to fail.
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e Predictive analytics anticipate problems before they occur, enabling proactive measures.

13.3 Cloud computing for transportation systems
Modern transportation systems are driven by data collected from multiple sources which
is processed to provide new services to the stakeholders. By collecting large amount of data from
various sources and processing the data into useful information, data-driven transportation
systems can provide new services such as advanced route guidance.
Fleet Tracking
Vehicle fleet tracking systems use GPS technology to track the locations of the vehicles
in real-time. Cloud-based fleet tracking systems can be scaled up on demand to handle large
numbers of vehicles. Alerts can be generated in case of deviations in planned routes. The vehicle
location data can be aggregated and analyzed for detecting inefficiencies in the supply chain such
as traffic congestions on routes, assignment and manufacturing.
Route Generation & Scheduling
Route generation and scheduling systems can generate end-to-end routes for vehicles
based on transportation needs and feasible schedules based on the availability of vehicles. As the
transportation network grows in size and complexity, relationship management of route
combinations increases exponentially. Route administration needs advanced computing abilities
to build and keep routes updated in a timely fashion.
Condition Monitoring
Condition monitoring solutions for transportation systems allow monitoring the
conditions inside containers. For example, containers carrying fresh food produce can be
monitored to prevent spoilage of food. Condition monitoring with sensors such as temperature,
pressure, and humidity, for instance. For a large fleet of vehicles, an enormous amount of data
can be difficult to analyze in real time. Cloud-based systems can be used for this purpose that not
only detect food spoilage but also suggest alternative routes to prevent spoilage.
Planning, Operations & Services
Different transportation solutions (such as fleet tracking, condition monitoring, route
generation, scheduling, cargo operations, fleet maintenance, customer service, order tracking,
billing, & collection, for instance) can be moved to the cloud to provide a seamless integration
between order management, tactical planning & execution and customer facing processes. Such
integrated cloud-based systems for planning, operations and customer facing processes in
transportation systems enable the organizations to improve service levels, reduce costs, and
reduce network management costs (e.g. toll costs), and improve service levels.
Collecting and organizing location and sensor data from containers and vehicles for raising alerts
about violation of certain conditions is a major challenge for the following reasons:
1. Wide coverage is needed for collection of location and sensor data (vehicles carrying
fresh food supply).
2. Data needs to be collected in real time for both fresh food and real-time large multiple
shipments across the fleet.
3. At massive scale, since the real-time data from a large number of vehicles is collected
simultaneously.
4. The collected data needs to be organized and processed in real-time.
A massive amount of data needs to be leveraged for cloud solutions deployable to ensure
wide popularity.
A cloud-based platform can enable real-time fresh food supply tracking and monitoring.
Spoiled fruits and vegetables during transport and distribution not only result in losses to the

W
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distributors but also present a hazard to food safety. Therefore tracking and monitoring of fresh
food during the entire transportation process can help in effective tracking and rerouting before
spoilage occurs. Alerts can be generated in real-time, ¢.g., when container temperature exceeds
the allowed limit.

Vehicles with tracking
and sensing devices
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Figure 13.9: Cloud computing for transporiation systems

13.4 Cloud Computing for Manufacturing Industry

Manufacturing industry researchers are exploring the potential of utilizing cloud computing
for manufacturing that would enable collaborative design, distributed manufacturing and
co-creation. There are two forms of cloud manufacturing:

e One involves the use of cloud computing technologies for manufacturing.

e The other involves service-oriented manufacturing that replicates the cloud computing

environment using physical manufacturing resources.

Cloud computing is well suited for the manufacturing industry, where computing needs vary
significantly with the product lifecycle phase. It can provide computational, storage, and
software services on demand, allowing improved resource sharing, rapid prototyping, and
reduced manufacturing costs.
An application of cloud computing technologies for manufacturing is in Industrial Control
Systems (ICS), which include SCADA systems, distributed control systems (DCS), and
programmable logic controllers (PLC). These systems continuously generate monitoring and
control data. Real-time collection, management, and analysis of production operations data in the
cloud can help estimate system states, improve plant and personnel safety, and prevent
catastrophic failures.
Wau et al. proposed expanding cloud computing to computer-aided design and manufacturing,
introducing the concept of cloud-based design and manufacturing (CBDM).

E’
\(,
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e | e

Figure 13.10: Cloud-based design and manufacturing

Figure 13.10 shows examples of services in CBDM, including:

e Software-as-a-Service (SaaS): Provides applications such as CRM, ERP, CAD/CAM
hosted in the cloud, accessible via thin clients like web browsers.

Applications can be accessed by multiple teams spread across different locations working in a
collaborative development environment.
e Platform-as-a-Service (PaaS): Allows deployment of applications without buying or
managing infrastructure. Provides services for developing, testing, and deploying
applications in an integrated environment. Design teams can use PaaS for collaboration
and productivity.
e Infrastructure-as-a-Service (IaaS): Provides physical resources such as servers and
storage that can be provisioned on demand.
e Hardware-as-a-Service (HaaS): Provides access to machine tools, 3D printers,
manufacturing cells, and industrial robots. Hardware can be rented through the CBDM
environment. For example, a HaaS service for 3D printing can be used by multiple
organizations to print parts. Cloud-connected 3D printers enable rapid tooling and
scalability for traditional manufacturing processes.
13.5 Cloud Computing for Education

Cloud computing is bringing a transformative impact in the field of education by
improving the reach of quality education to students through the use of online learning platforms
and collaboration tools.In recent years, the concept of Massively Online Open Courses
(MOOC:s) appears to be gaining popularity worldwide, with large numbers of students enrolling
for online courses.
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Figure 13.11: Cloud computing for education

Many universities across the world are using cloud platforms for providing online degree

programs. Lectures are delivered through live/recorded video using cloud-based content delivery
networks to students across the world.

Online proctoring for distance learning programs is becoming popular through
cloud-based live video management systems, where online proctors observe test takers
remotely.

Virtual labs are provided to distance learning students through cloud-based platforms,
enabling remote access to the same software and applications used by on-campus
students.

Cloud-based assessment platforms are used for sharing reading material and providing
assignment feedback.

Cloud-based education guidance systems and online forums help students discuss

common problems and seek guidance from faculty.

Universities, colleges, and schools can use cloud-based school management systems for:
Online admission

Student data collection

Distance education programs

Online exams

Tracking student progress

Collecting feedback

Cloud-based systems can help universities, colleges, and schools cut down costs.

PART-3 MIGRATING OF A CLOUD

INTRODUCTION:

The promise of cloud computing has raised the IT expectations of small and medium

enterprises beyond measure. Large companies are deeply debating it. Cloud computing is a
disruptive model of IT whose innovation is part technology and part business model—in short a

“disruptive techno-commercial model” of IT.
This tutorial chapter focuses on the key issues and dilemmas faced by decision makers,

architects, and systems managers in trying to understand and leverage cloud computing for their

IT needs. Questions discussed include:
o When and how to migrate applications into a cloud.
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e Which parts or components of IT applications should migrate, and which should not.
e What kinds of customers benefit most from migrating IT into the cloud.
The chapter describes key factors underlying these questions and introduces a Seven-Step
Model of Migration into the Cloud.
Cloud computing has been a hotly debated topic among IT professionals and researchers in both
industry and academia. Discussions appear in blogs, websites, and research efforts, leading to
entrepreneurial initiatives to help enterprises migrate into the cloud despite challenges, benefits,
and limitations.
Large vendors such as Google, Amazon, and Microsoft began offering cloud services on what
seemed like a demonstration and trial basis. They charged lower fees, sometimes unsustainable,
as part of these trial offerings.
Cloud computing is described as:
“It is a techno-business disruptive model of using distributed large-scale data centers—either
private, public, or hybrid—offering customers a scalable virtualized infrastructure or an
abstracted set of services qualified by service-level agreements (SLAs) and charged only by the
abstracted IT resources consumed.”
Key points:
e Cloud computing shifts enterprises away from traditional IT investments toward scalable,
efficient services.
e It allows enterprises to provision IT capacity based on demand, which may vary
seasonally or cyclically.
e Defining cloud computing is challenging due to rapid technological advancements and
evolving business models.
The Promise of the Cloud
Most users of cloud computing services offered by large-scale data centers are least bothered
about the complexities of the underlying systems or their functioning. Given the heterogeneity of
systems or software running on them, users are impressed by the simplicity, uniformity, and
ease of use of Cloud Computing Service abstractions.

e For small and medium enterprises, cloud computing usage for cyclical IT needs has
yielded substantial economic savings. Many success stories have been documented
and discussed online.

e This economics and the associated trade-ofts of leveraging cloud computing services
are now popularly called “cloudonomics.”

Cloudonomics
e “Pay as you use” — Lower Cost of Ownership
e No upfront CAPEX — No asset ownership (CAPEX), only operational expense (OPEX)
e SLA-driven services — Measurable Service Level Agreements (SLA)
e Enhanced ROI, competitive advantage
Technology
e “Virtual” unlimited availability — Computing/Storage/Bandwidth
e Time-to-market reduction — Rapid provisioning
e [Improved utilization — Multi-tenancy
e “Greener” IT — Energy efficiency and reduced carbon footprint
e Increasing innovation at minimal IT cost
The Cloud Service Offerings and Deployment Models
Service Types:
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1. TaaS (Infrastructure as a Service)
o Abstract Computing/Storage/Bandwidth Infrastructure
o Examples: Amazon Web Services (AWS): EC2, S3, RDS, CDNs, CloudWatch
2. PaaS (Platform as a Service)
o Abstracted Programming Platforms with Development Interfaces
o Examples: Google App Engine, Windows Azure/ NET, Microsoft Azure/. NET
3. SaaS (Software as a Service)
o Applications with encapsulated interfaces & platforms
o Examples: Google Apps; Gmail; Yahoo Mail; Facebook; Twitter
Deployment Models:
e Public Clouds
e Hybrid Clouds
e Private Clouds
Microsoft and other companies classify cloud services into [aaS, PaaS, and SaaS.
e Administrators often prefer laaS.
e Programmers use PaaS for development.
e End users find SaaS most popular.
Cloud computing has evolved to include hybrid cloud models, integrating public and private
infrastructures.
Challenges in the Cloud
e C(loud services (IaaS, PaaS, SaaS) look simple on the surface:
o IaaS — makes IT infrastructure look easy
o PaaS — makes programming look easy
o SaaS — makes using applications look easy
e But behind the scenes, things are very complex:
o Systems can fail often
o They are made up of different, mixed technologies (heterogeneous)
o They consume a lot of resources
o Security problems are common
e Cloud providers often give the impression of:
o Perfect network reliability
o Zero latency (instant response)
o Infinite bandwidth
e In reality, these are fallacies (false assumptions). Good distributed systems are designed
by avoiding these unrealistic ideas.
e The irony:
o Cloud computing pretends to be simple and perfect for users.
o But providers must manage the messy, failure-prone systems underneath.
BROAD APPROACHES TO MIGRATING INTO THE CLOUD
Cloud computing is increasingly relevant as a techno-business disruptive model. Gartner
ranked cloud computing among the top 10 strategic technologies to watch for in 2010. The
concept of Cloudonomics deals with the economic rationale for leveraging the cloud. It raises
questions about IT costs, total cost of ownership (TCO), and strategic parameters for enterprise
IT. Decision-makers, IT managers, and software architects face dilemmas when planning new
enterprise IT initiatives.

S.MOHAMMED JABEER , Assistant Professor,Dept of CSEPage 21



UNIT-5CLOUD COMPUTING

Why Migrate?

Economic and business reasons drive migration of enterprise applications to the cloud.
Technological reasons include integration of enterprise applications and adoption of cloud
technologies. Integration with new applications developed on the cloud and adoption of cloud
computing services are key use cases of migration.

Migration of an application into the cloud can occur in different ways: migrating the application
as-is, modifying the code, or redesigning the architecture. Migration can happen at five levels:
application, code, design, architecture, and usage.
Mathematical model of migration:
P=Pc+P—Po+P;

Where:

e P: application before migration running in a captive data center

e PC: application part after migration into a (hybrid) cloud

e PI": part of the application running in the captive local data center

e POC: application part optimized for cloud

e PI: null when the entire application is migrated onto the cloud
Hybrid cloud usage implies partial migration. Migration use-case scenarios:

e 30 scenarios for laaS migration

e 20 scenarios for PaaS migration

e SaaS migration is described as importing usage only, with no enterprise application

migration.

Deciding on the Cloud Migration Evaluating whether to migrate enterprise applications to the
cloud involves factors such as operational expenses, licensing issues, SLA compliance, and
pricing variability of cloud services. A weightage-based decision-making technique uses a
questionnaire to assess migration impact.
Mathematical model:

M N
Ci= Z Sf( Z JLl:jxl'_.") =Gy

F=1

#

o Ci: lower weightage threshold
e Ck: higher weightage threshold
e Bi: weightage assigned to class i
e Aijj: expected impact for question j of class i
e xij: fraction (0—1) representing relevance/applicability of the answer
Since all except one class of questions do not have all N questions, the corresponding row has a
null value.
Seven-Step Model of Migration into the Cloud
A structured, phased approach to ensure smooth migration.
Steps:
1. Conduct Cloud Migration Assessment
o Evaluate applications, architecture, code, design, and usage.
o Assess tools, test cases, configurations, functionalities, and non-functional
requirements (NFRs).
2. Isolate the Dependencies
o Identify interdependencies among applications, databases, and services.
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o Helps avoid migration failures due to overlooked links.
3. Map the Messaging & Environment
o Align communication flows and environment setups.
o Ensures compatibility between on-premises and cloud systems.
4. Re-architect & Implement the Base Cloud Foundation
o Redesign applications for cloud-native architecture.
o Establish the foundational infrastructure.
5. Leverage Cloud Functionalities & Features
o Use clasticity, autoscaling, cloud storage, and other cloud-native features.
o Augment lost functionalities with cloud services.
6. Test the Migration
o Validate with extensive test suites.
o Ensure performance, reliability, and compliance.
7. Go-live
o Deploy migrated applications into production.
o Monitor closely for stability and performance.

's'mar

@B \ @
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AWS-Specific Seven-Step Model

Amazon’s proprietary version emphasizes practical migration strategies.
Phases:
1. Cloud Migration Assessment — [dentify dependencies and strategies.
2. Proof of Concepts — Build reference migration architecture.
3. Data Migration Phase — Segment, cleanse, and move data using cloud storage.
4. Application Migration —
o Forklift strategy: Move entire application with dependencies.
o Hpybrid strategy: Keep critical parts on-premises, move noncritical parts to cloud.
5. Leverage AWS Features — Elasticity, autoscaling, storage.
6. Optimization — Fine-tune for efficiency.

Migration Risks and Mitigation
Risks are categorized into general and security-related.
General Risks:

e Performance monitoring & tuning
e Business continuity & disaster recovery
e Compliance with standards & governance
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IP and licensing issues
Quality of Service (QoS) & SLAs
Data ownership, transfer, and storage concerns
Portability & interoperability challenges

e Complexity leading to migration failure
Security Risks:

e Compliance with Cloud Security Alliance guidelines
Trust & privacy issues
Legal compliance & audit requirements
Multi-tenancy risks (data leakage)
Incident response quality
Identity management & access control

PART-4 ORGANIZATIONAL READINESS AND CHANGE MANAGEMENT IN THE CLOUD AGE

INTRODUCTION
Studies by the OECD (2002) found a strong correlation between organizational/workplace
changes and investment in IT. Canadian government studies also showed that firms investing
more in [T experience more organizational change than those investing less.
A study by Bresnahan, Brynjolfsson, and Hitt found IT investment positively linked to:

e Process re-engineering

e Organizational structure changes

e Employee empowerment

e Firm value
Gartner research (2009) highlighted cloud computing as the fastest-growing IT trend, alongside
data center power/cooling and mobile device technologies.

To support enterprise goals, IT must adapt and embrace emerging technologies (e.g., cloud
computing, [aaS, PaaS, SaaS). These can disrupt IT service strategy, design, transition, and
operation.

The Context

e Cloud adoption forces clarity of data ownership.

e Protecting intellectual property and copyrights is critical.

e Organizations must balance innovation with adoption.

e Managers must handle complexity, uncertainty, and maintain flexibility.
The Take Away Transitioning to change management maturity requires enhancing:

1. Managing the Environment — Understand people, processes, culture.

2. Recognizing Trends — Observe business and technology drivers.

3. Leading for Results — Assess readiness and select solutions with clear business value.
BASIC CONCEPT OF ORGANIZATIONAL READINES
Change brings fear, uncertainty, and doubt (FUD syndrome).Employees get comfortable in stable
roles. Change requires clear communication of reasons and alignment with new vision. Leadership, HR,
and reward systems must support new goals.
Human behavior: people resist change, preferring stability.
IBM Case Study — “Making Change Work”

o 60% of projects fail to meet objectives.
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e Key barriers: changing mindsets (58%), corporate culture (49%).
e “Soft stuff” (people issues) is hardest to manage.
Forrester Survey (2009) Large enterprises lean toward private clouds due to:
1. Protecting existing infrastructure investments.
2. Managing security risks (data integrity, privacy).

Case Study: Waiting in Line for a Special Concert Ticket Scenario: You wait in freezing
weather for tickets, only to find the concert sold out. The case study asks how you react and what
you do next.

Five Stages of Reaction to Change (Kiibler-Ross Model)
1. Denial — Reject the reality.
2. Anger — Blame external factors.
3. Bargaining — Try to negotiate.
4. Depression — Feel disappointed and lost.
5. Acceptance — Accept reality and move on.

Originally proposed by Dr. Elizabeth Kiibler-Ross in On Death and Dying. Applied to change
management, these stages describe emotions felt during major organizational changes.

What Do People Fear?

e Fear of leaving comfort zone: “That’s not how we do things here.”
e Fear of risk: losing position, power, benefits, or jobs.
e Some organizations reward risk-avoidance, promoting longevity over innovation.

Concerns in Cloud Computing Common concerns include:

e Security and privacy protection

e [oss of control (paradigm shift)

e New model of vendor relationship management
e More stringent contract negotiation and SLA

e Availability of an executable exit strategy

DRIVERS FOR CHANGES: A FRAMEWORK TO COMPREHEND THE
COMPETITIVE ENVIRONMENT

Five driving factors for change:

1. Economic (global/local, external/internal)

2. Legal, political, and regulatory compliance

3. Environmental (industry structure and trends)
4. Technology developments and innovation

5. Sociocultural (markets and customers)

This framework helps organizations analyze trends, forecast plausible futures, identify
uncertainties, and prepare for unexpected decisions. Internal factors (like financial management,
talent, innovation) and external factors (like competitor strategies) both shape organizational
direction.

Economic (Global and Local, External and Internal)

e Managers face paradoxes: growth vs. downturns, shrinking markets, declining margins,
rising competition.
e Sample questions:
Current economic situation?
Future outlook (1-5 years)?
Factors influencing economy?

0
0
0
o Is capital accessible?
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o Buy vs. build?
o Total cost of ownership (TCO)?

Legal, Political, and Regulatory Compliance

e Focus: transparency, compliance, conformity.
e Sample questions:

o Regulatory requirements?

o Implications of noncompliance?

o Global geopolitical issues?

Environmental (Industry Structure and Trends)

e Impact of environment on business: natural environment, health, safety.
e Sample questions:
o Implications of global warming?
o Isa green data center over-hyped?
Technology Developments and Innovation
e Scientific discoveries drive economic growth.
e Emerging technologies (bioscience, nanotech, IT) can transform lives.
e Sample questions:
When will IT standards be finalized?
Who leads cloud computing technologies?
Virtualization: write once, run anywhere?
How does cloud computing open innovation?
Can apps dynamically configure in real time?
Infrastructure limits for future laaS?
o Will data execute correctly?
Sociocultural (Markets and Customers)
e Sociocultural factors = human side of markets.
e Example: U.S. defense industry lost 90% of workforce in a decade.
e Survival depends on transforming competitors into collaborators and adapting to new
realities.
Creating a Winning Environment At the cultural level, change requires planning and
resources. Senior management and employees often interpret change differently. To succeed,
executives must communicate clearly:
1. New direction of the firm
2. Urgency of change
3. Risks of status quo vs. change
4. Potential rewards

Building a Business-Savvy IT Organization
e Are infrastructure burdens unnecessary?
o Which IT roles matter most to business?

e Should focus shift to high-value product issues?
Cultivating an I'T-Savvy Business Organization
e Do users need new skills and expertise?

Cloud Computing Value Proposition

e Buy, don’t build
e Avoid large upfront capital investment

© © O O O ©
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COMMON CHANGE MANAGEMENT MODELS There are many approaches to change
management. Two common ones plus a proposed model are:
e Lewin’s Change Management Model
e Deming Cycle (Plan, Do, Study, Act)
e CROPS Change Management Framework
Lewin’s Change Management Model Created in the 1950s, Lewin’s model has three stages:
1. Unfreeze — Break the comfort zone, motivate people to accept change.
2. Transition — Support people with training and coaching as they learn new behaviors.
3. Refreeze — Stabilize the environment again until the next change.

UNFREEZ] TRANSITION REFREEZE

Deming Cycle (Plan, Do, Study, Act) Also called the PDCA cycle, originally conceived by
Walter Shewhart (1930s) and adopted by Edward Deming (1950s). It is a continuous
improvement model.
Steps:

e PLAN — Recognize opportunity, plan change.

e DO - Execute on a small scale.

e CHECK - Evaluate performance, analyze data.

e ACT - Standardize successful changes, redesign if needed.
The cycle is evergreen: each pass flows into the next, supporting continuous quality
improvement.
Diagram highlights:

e PLAN — Understand gaps, develop action plan

e DO — Implement changes, collect data

e (CHECK — Analyze effects, pinpoint problems

e ACT — Standardize, communicate results

Understand the gap between
residents’ expectations and what
is being delivercd: set prioritics
for closing gaps; develop
an action plan to

close the gaps

Study the result; redesign
systems 1o reflect leaming -
change standards and
regulations where
necessiry; communicate it
broadly; retrin ...

FOR CITIES 8

CHECK

Implement changes;
collect data to determine
If gaps are closing ...

_|

Observe the effects of the
change and test — analyze data
and pinpoint problems ...

GURE 22.1. Deming's PDCA cyele.
A Proposed Working Model: CROPS Change Management Framework Focuses on people
as the most valuable asset in the knowledge economy.

Challenges:
e Employees resist change due to fear, comfort with status quo, or lack of skills.

e Best approach: transparency, sustained communication, education.
e Leaders (often CEOs) must articulate the vision and roadmap.
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CROPS Framework Components:
o Culture — Shared values, beliefs, customs, rituals, stories.
e Rewards — Systems that measure performance and determine compensation.
e Organization & Structures — Job roles, alignment with vision and strategy.
e Processes — Structured activities producing services/products.
e Skills & Competencies — Specialized skills enabling innovation and competitiveness

| Processed 1114

¥ i

(L
Organization | Skills and
end Sirvetunes Compeiercies
. ]

\ o

i g
Rewards and -
Mamugereent |

Lyt

o Clture:

FIGURE 22.2. CROPS framework.

Rewards and Management System — Ensures employees have skills/tools, measures
performance, sets compensation.
Organization and Structures — Aligns processes with vision, mission, and strategies.
Process — Defined as structured activities that transform inputs into outputs of value.
CHANGE MANAGEMENT MATURITY MODEL (CMMM) Helps organizations:
e Analyze strengths/weaknesses of change management.
e Identify opportunities for improvement.
e Build competitiveness.
Based on Capability Maturity Model (CMM), adapted for business maturity. Describes a
five-level process maturity model.
Business Value of CMMM Measured in terms of ROI:

Estimated total business performance improvement

ROHCMMM) =
M MM) Total CMMM investment (TCO)

Where:
e ROI = observed business value or return on investment from IT initiative (CMMM)
e Business performance improvement includes reducing error rate, etc.
A Case Study: AML Services Inc. AML (A Medical Laboratory Services Inc.) is a medical lab
provider serving a city of one million people, with 150 employees. The industry requires high
startup investment (equipment, IT, skilled staff).
e 1In 2009, demand grew due to HIN1 flu and aging population.
e AML needed to upgrade outdated IT infrastructure.
e They moved toward web-based mail servers and appointment booking systems to reduce
courier workload and support mobile devices.
e Since 2008, patients could book appointments online.
The CIO hired consultants to assess cloud computing. Key questions:
Should AML consider cloud computing?
Is AML ready for it?
What does “done” look like?
How can challenges of change be overcome?
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ORGANIZATIONAL READINESS SELF-ASSESSMENT (WHO, WHEN, WHERE,
HOW) Organizational assessment seeks to understand the current state and define strategies to
move toward the desired future state.
Organizational assessment process:
e Complete strategic analysis first.
e Formulate future goals and objectives.
e CEO must articulate vision and rally support.
Effective readiness assessment should:
e Articulate and reinforce reason for change.
e Determine current (as-is) state.
Identify gaps between current and future state.
Anticipate barriers to change.
Establish action plans to remove barriers.
Stakeholder involvement:
e Involve all affected people, not just management.
e (Cross-section representation is critical.
Key questions to ask:
How big is the gap?
Does the organization have capacity to execute changes?
Will employees respond positively?
Are employees ready to adopt changes?
Are there critical barriers?
Are business partners ready to support changes?
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TABLE 22.2. Working Assessnient Template

—
] Don’t
Montechnical Agree | Know | Disagree
Diocs your orzanization have a good commaon un-
derstanding of why business objectives have been met
or missed in the past?
Doss vour organization have a good common un-
derstanding of why projects have succeeded or failed
in the pas?
Dozs your organization have o change cliampion?
Does your organization perctive change as unneces-
sary disruption o business?
Does your erganization view changes as the man-
agement fad of the day?
Doss your organization adopt an industry stomdard
change managemenl best practice and methodology
approach?
Doet vour organization adopt and adapl learning
organization philosophy and practice?
How familiar is your organization with service pro-
visioning with an external service provider?
Technical
Does vour organization implement any indusiry
management standards?
# ITIL
« COBIT
« [TSM .
* others
Docs vour orgunization have o well-estublished pol-
icy Lo classify and manage the full lifecyele of all
corporete dala’
Can you tell which percentuge of your applications is |
CPU-intensive, and which percentage of your appli-
cHtiong iy duta-inlensive? ‘

PART-S Legal Issues in Cloud Computing

Cloud computing legal context:
e In cloud environments, businesses outsource application hosting and data management to

third parties.
e New aspects include:

(0)
(0)
(0]
(0)
(0)

Cloud-based service models

Relocation of system control to third parties
Virtualization

Multi-vendor integration

Borderless globalization

Definition of Cloud Computing Defined by NIST as:

A model for enabling convenient, on-demand network access to a shared pool of configurable
computing resources (networks, servers, storage, applications, services) that can be rapidly
provisioned and released.

It includes:

e 5 essential characteristics
e 3 service models
e 4 deployment models
Overview of Legal Issues
e Privacy and data security (PII and sensitive business info)
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e Licensing concerns (shrink wrap, click wrap agreements)
e Scrvice agreements and risk models
e Forensic investigation: location of data, mix of on-premise/off-premise
Jurisdictional issues: data stored in multiple regions, cross-border laws
Jurisdictional issues:
e Physical server locations affect which country’s law applies in case of breach.
e Laws vary when data moves geographically among centers.
e Business concerns: what happens if a provider goes bankrupt or ceases operations?
Distinguishing Cloud Computing from Outsourcing and ASP
Outsourcing:
e Qutsourcer runs entire business/IT process for customer.
e Software usually belongs to customer.
e Location of data is known and agreed.
e Pricing negotiated based on scope.
ASP (Application Service Provider):
e Provides third-party software service.
Not customized, less complex than outsourcing.
Software treated like a product.
Location not fixed, pricing usually uniform.
Licensing shifted from traditional models to service arrangements.
e No inherent ability to scale on demand.
Cloud Computing vs. Outsourcing/ASP (continued)
e C(Cloud computing places less emphasis on location of data.
Covers multiple service models (SaaS, [aaS, PaaS).
Pricing often unit-based, similar to utility computing.
Providers may have multiple geographically dispersed data centers.
Customers often don’t know exact data location at any given time.
e C(Cloud allows rapid scaling up/down to meet demand.
DATA PRIVACY AND SECURITY ISSUES
U.S. Data Breach Notification Requirements
e Data breach = loss of unencrypted personal info (name + financial data).
e (Causes: compromised servers, lost devices, theft.
e Risks: identity theft, fraud (user side); lawsuits, FTC investigations, lost customers,
reputation damage (provider side).
e Serious breaches in U.S. have exceeded $50 billion in costs.
e Almost all U.S. states require notification of affected individuals.
e Congress considering nationwide notification requirements.
U.S. Federal Law Compliance
Gramm-Leach—Bliley Act (GLB): Financial Privacy Rule
e Requires financial institutions to ensure confidentiality of personal information and
protect against unauthorized access.
e Applies to service providers, including cloud providers handling financial data.
e Duties include:
1. Cloud provider must meet confidentiality requirements.
2. Demonstrate security to prevent unauthorized access.
3. Control who has access.
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FTC Role: Safeguards Rule & Red Flags Rule
e Safeguards Rule requires businesses engaged in financial services to have a written
information security plan.
o Must designate employees to coordinate security.
o Identify and assess risks to customer information.
o Design, implement, monitor, and test safeguards.
Additional requirements under Safeguards Rule:
e Select service providers that maintain safeguards.
e Adjust program based on changes in business or monitoring results.
Red Flag Rules (FACTA, 2007)
e Intended to curb identity theft.
e Require financial institutions and organizations with credit accounts (banks, retailers,
telecoms) to implement fraud detection programs.
e Cloud providers must also comply, with written plans and monitoring systems.
Health Insurance Portability and Accountability Act (HIPAA) & HITECH Act
e Require notification of breaches of unencrypted health records.
e Apply to covered entities and cloud providers handling health data.
USA PATRIOT Act (2001)
e Allows installation of devices to capture data (computer taps).
e Extends government access to financial and student information stored remotely.
e Requires only certification that data is relevant to an investigation.
e (loud providers may face privacy challenges under this Act.
International Data Privacy Compliance
European Union Data Privacy Directive (1995)
e Requires EU countries to pass laws protecting personal/business data.
e Covers written, oral, electronic, and Internet-based data.
e Has extraterritorial effect: any organization receiving EU personal data must meet EU
standards of “adequate protection.”
Article 17 Requirements:
e Data controllers must implement technical and organizational safeguards.
e Written contracts required between controllers and processors.
e Cloud providers acting as processors must comply.
Adequate Protection Methods:
1. EU-recognized national laws (e.g., Argentina, Canada, Guernsey, Isle of Man,
Switzerland).
2. Safe harbor provisions.
3. EU model contract clauses.
4. Binding corporate rules.
International Data Privacy Compliance (continued)
e (loud users must ask about geographic placement of data and compliance methods
before using EU-based services.
Other Jurisdictions:
e Argentina — similar to EU approach.
e Brazil — constitutional right to privacy, but patchwork laws.
o China — few privacy rules.
e Hong Kong — Personal Data Ordinance applies broadly.
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e India — limited provisions, mainly public sector.
Canada — PIPEDA (Personal Information Protection and Electronic Documents Act)
Supports electronic commerce by protecting personal information.
Transfers accountability to contractual arrangements between organizations.
Service providers (including cloud providers) are accountable for data protection.
Principle 6 of CSA Model Code: organizations are responsible for personal information
under their control.
e Compliance enforced through contracts, regardless of geography.
Australia Privacy Act
e Based on:
o 11 Information Privacy Principles (public sector)
o 10 National Privacy Principles (private sector)
e Governs use, disclosure, and management of personal data.
e Restrictions on sending personal data abroad:
1. Recipient will uphold principles
2. Consent from data subject
3. Transfer necessary for contractual obligations
Office of the Privacy Commissioner Expectations
e Cloud providers must comply with National Privacy Principles 4 and 9:
o Ensure personal information is accurate, up-to-date, and secure.
o Protect personal information transferred outside Australia.
CLOUD CONTRACTING MODELS
Licensing Agreements vs. Services Agreements
License Agreement
e Licensor provides a copy of software for use (non-exclusive).
e License terms bind the licensee.
e Remedies for breach: stop use, seek damages, fines.
e Protects against infringement and allows recovery of damages.
Service Agreement
e Provider delivers services related to software for a fee.
e No transfer of ownership or copy of software.
e Focused on service delivery, not licensing.
Australia Privacy Act (continued)
e Same principles reiterated: public vs. private sector obligations.
e (loud providers must comply with National Privacy Principles 4 and 9.
CLOUD CONTRACTING MODELS
License Agreement (expanded)
e Software used on licensee’s site.
e Licensor retains ownership.
e License terms prohibit copying, unauthorized use, or resale.
e Breach remedies: refund, replace, or remove software.
Service Agreement (expanded)
e Provider delivers services, not copies of software.
e Software accessed via licensor’s site.
e No transfer of ownership.
e No need to cover infringement risk.
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Service Agreements in Cloud Arrangements
e SaaS, PaaS, IaaS are all service-based.
e Access provided as a service, not ownership.
e Service agreements protect cloud users without exposing providers to licensing risks.
On-Line Agreements vs. Standard Contracts
e On-line agreements (click wrap):
o User clicks “I Agree.”
o Non-negotiable, most common model.
e Standard contracts:
o Negotiated agreements.
o Used for mission-critical applications.
o More complex, tailored to customer needs.
Importance of Privacy Policies
e Privacy policy explains how provider handles user data.
e Must disclose protections and compliance with laws.
e [finadequate, users should consider other providers.
e FTC may audit privacy practices; discrepancies can lead to sanctions.
Privacy Policies & FTC Oversight
e Providers must disclose security and safety mechanisms.
e FTC audits can enforce compliance.
e Sanctions possible if practices differ from stated policies.
Risk Allocation & Limitations of Liability
e Agreements set maximum liability for claims.
e Risk often falls more on providers than users.
e Many contracts disclaim provider liability, even for negligence.
e (loud users must carefully review contracts for liability clauses.
e Providers may assume responsibility through:
o Security procedures
o Standards/best practices
o Next-gen security protocols
o Employee training
Jurisdictional Issues Raised by Virtualization and Data Location
e Jurisdiction = court’s authority over acts in a territory.
e Data location in cloud computing raises complex jurisdictional questions.
Virtualization and Multi-tenancy
Virtualization
e One physical server simulates multiple separate servers (virtual machines).
e Example: payroll, sales support, and asset management all run on one server.
e Benefits:
o Less hardware needed
o Lower power consumption
o Better utilization of processing power
o Reduced data center expenses
e Challenge: difficult to know exactly where information is housed at any given time.
Multi-tenancy
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e Cloud provider delivers software as a service to multiple organizations from a single
shared instance.
e Data is isolated, but software is shared.
e Risks:
o One user’s data may be accessed by another.
o Backup and restore difficulties.
Flexibility of Data Location
e Providers move data among virtualized data centers to maximize efficiency.
e Same data may be hosted in multiple locations simultaneously (e.g., live storage in one
region, backup in another).
e Agreements often don’t specify where data is housed.
e Example: Amazon allows customers to choose U.S. or European data centers.
Issues Raised by Data Location
e EU Data Protection Directive (Article 4):
o Once EU law applies to personal data, it remains subject to EU rules.
o Transfers to third countries are limited.
e Legal Conflicts:
o If contract specifies one country’s law (e.g., Thailand), but data resides elsewhere
(e.g., Poland), conflicts arise.
o Applies whether storage is temporary or permanent.
Other Jurisdiction Issues
e Confidentiality & Government Access:
o Each jurisdiction has its own rules for protecting data.
o Governments may access data depending on local laws.
o Example: USA PATRIOT Act allows law enforcement to access financial info,
emails, and other data stored in the cloud with minimal certification.
e Subcontracting:
o Providers may use third-party subcontractors.
o Cloud users often cannot determine subcontractor location or responsibilities,
creating risk.
International Conflicts of Laws
e Different countries’ laws may conflict over the same subject matter.
e Sovereignty means each nation’s laws apply within its territory.
e If contracts lack governing law clauses, or if public policy overrides them, courts decide
which law applies.
e In cloud environments, conflicts are heightened by:
o Cross-geographic virtualization
o Multi-tenancy
o Lack of transparency about data location
o Subcontractor involvement
COMMERCIAL AND BUSINESS CONSIDERATIONS—A CLOUD USER’S VIEWPOINT
Minimizing Risk
e Maintaining Data Integrity:
o Ensures data at rest is not corrupted.
o Multi-tenancy creates efficiency but increases risks of corruption, contamination,
or unauthorized access.
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o Cloud users should demand contractual provisions obligating providers to protect
data.
o Users must be entitled to remedies if data integrity is not maintained.
Accessibility and Availability of Data / SLAs
e SLA =provider’s contractual performance commitment.
Auvailability should be high (e.g., >99.7%) with minimal downtime.
Users must understand provider’s performance record.
Remedies for SLA failure (credits, fees) are usually contractual.
Many providers offer weak SLAs, leaving burden on users to prove failures.
No law mandates SLAs; they are business-driven.
e Users must carefully review SLA terms to ensure compensation for failures.
Disaster Recovery
e Users should know provider’s disaster recovery plan.
e Important for continuity if provider’s data centers face disaster events.
Viability of the Cloud Provider
e Providers range from startups to global corporations.
e Viability matters because:
o Users invest in integrating and migrating data.
o Lack of standardization makes switching providers costly.
e FEarly-stage providers pose higher risks for users.
Special Topics
e Open Cloud Manifesto (2009)
o Advocates openness in cloud computing.
o Challenges: security, interoperability, portability, governance, monitoring.
o Benefits: easier transitions, collaboration, integration, talent pool.
e Litigation & e-Discovery
o Cloud complicates electronic discovery.
o Agreements must address retention, preservation, disclosure timelines.
o Cross-border discovery is complex; U.S. courts enforce compliance regardless of
foreign laws.
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