Quantum Technologies& Applications

Unit 1: Introduction to Quantum Theory and Technologies

The transition from classical to quantum physics, Fundamental principles explained
conceptually: Superposition, Entanglement, Uncertainty Principle, Wave-particle duality,
Classical vs Quantum mechanics — theoretical comparison,Quantum states and measurement:
nature of observation,Overview of quantum systems: electrons, photons, atoms,The concept of
quantization: discrete energy levels,Why quantum? Strategic, scientific, and technological
significance,A snapshot of quantum technologies: Computing, Communication, and

Sensing,National and global quantum missions: India’s Quantum Mission, EU, USA, China

Quantum computing : It is a new type of computing that uses the principles of quantum
mechanics like superposition and entanglement to solve certain problems much faster than
regular computers. It can be especially useful for tasks like simulations, optimization, and
drug discovery.

History

* Quantum computing began with the development of quantum mechanics in the early
20th century.

* [t gained momentum in the 1980s through Feynman’s idea of simulating quantum
systems and Deutsch’s concept of a universal quantum computer.

* Shor’s algorithm (1994) and Grover’s algorithm (1996) demonstrated significant
quantum speedups in factoring and search problems.

* Key experimental advances include D-Wave’s commercial system and the rise of the
NISQ (Noisy Intermediate-Scale Quantum) era.

* In 2019, Google claimed quantum supremacy, but challenges like error correction and
scalability remain as research continues toward real-world applications in
cryptography, Al, and drug discovery.

Quantum Valley Tech Park Initiative — Andhra Pradesh, India (May 2, 2025)

* IBM and Tata Consultancy Services (TCS) are partnering with the Government of
Andhra Pradesh to establish a Quantum Valley Tech Park in Amaravati, aiming to

accelerate India’s quantum computing ecosystem.

* The tech park is expected to host IBM’s Quantum System Two, featuring a 156-qubit

Heron quantum processor, making it the largest quantum computer in India to date.
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* TCS and IBM will collaborate to develop quantum algorithms and applications for real-
world use in sectors like life sciences, materials science, cryptography, and energy
optimization.

* Cloud access to IBM's quantum systems will be provided to scientists and technologists
through TCS, fostering research and innovation across academia and industry.

1.1 The Transition from Classical to Quantum Physics

Classical physics: is a set of physical theories that were developed and widely accepted
before the 20th century. These theories include:

Classical Mechanics: Deals with the motion of macroscopic objects, governed by
Newton's laws of motion and gravity.
Overview of Classical Physics :Classical physics, developed from the 17th to the 19th centuries,

1s based on principles established by scientists like [saac Newton, James Clerk Maxwell, and

others. It includes:

Newtonian Mechanics: Governs motion and forces on macroscopic objects.
Electromagnetism: Maxwell's equations describe the behavior of electric and

magnetic fields.

Thermodynamics: Deals with heat, energy, and work.

Limitations of classical physics:
It fails to accurately predict phenomena like blackbody radiation, the photoelectric effect,
and the stability of atoms.

e High Speeds: When objects move close to the speed of light, classical mechanics

doesn’t work well. We need Einstein’s relativity to explain such fast motions.

e Strong Gravitational Fields: Near very strong gravity sources like black holes,
classical physics fails. General relativity is needed to understand what’s really going
on.

e Non-equilibrium Processes: Classical thermodynamics works well for steady systems,
but not for changing or unbalanced ones. It can’t explain fast or temporary events

properly.
Quantum physics: It is a fundamental theory in physics that explains the behavior of matter

and energy at the atomic and subatomic levels.

Quantum : In physics, "quantum" refers to the smallest discrete unit of something,

especially energy.
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«  Quantum Mechanics : This is the theoretical framework that describes the physical
properties of nature at the atomic and subatomic levels. It's the mathematical

description of quantum phenomena.

Representation of qubit in quantum computing :

Qubit: The fundamental unit of information in quantum computing, analogous to a bit in

classical computing i.e,|y)=al0)+pI1)

_[y) = a|0) + B|1)
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Fig: Qubits

Basic states:

e |0) (ket-zero): This is one of the two basis states of a qubit, analogous to the "0" state in
a classical bit.

e |1) (ket-one): The other basis state, analogous to the "1" state in a classical bit.
Why Quantum Physics?

«  Understanding the Building Blocks: It provides the best explanation for the behavior

of the smallest constituents of matter and energy.

- Technological Applications: Quantum mechanics is the foundation for many modern
technologies, including computers, digital cameras, lasers, and medical imaging
techniques like MRI.

Future Technologies: Research in quantum physics is driving the development of new

technologies like quantum computing, quantum sensors, and quantum cryptography.
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Classical Mechanics
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» E specifies the energy of the particle .
» 'V specifies the potential energy of the barrier .

The droplets appeared to undergo ‘tunnelling’, which typically describes how ifa quantum

particle’s wavefunction exists on either side of a barrier, it can pass straight through.

IMPORTANCE OF QUANTUM COMPUTING:

1. Solving Intractable Problems:

Quantum computers can tackle problems that are far too complex for classical computers,
such as simulating molecular interactions for drug discovery or optimizing complex logistics

networks.

2. Revolutionizing Research and Development:

* Drug Discovery : Quantum simulations can help researchers understand the behavior
of molecules at an unprecedented level, leading to the faster development of new drugs
and therapies.

* Materials Science : Quantum computing can aid in designing new materials with
tailored properties for various applications, from energy storage to aerospace
engineering.

* Climate Modeling : By simulating complex climate systems, quantum computers can
help scientists develop more accurate climate models and explore potential solutions to

climate change.
3. Optimizing Complex Systems:

* Financial Modeling : Quantum computers can enhance risk assessment, portfolio

Aantimization and fraiid Aetecrtinn 11 Financial itncfif11f1ionc
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* Artificial Intelligence : Quantum machine learning could lead to breakthroughs in

various Al applications, enabling faster and more efficient learning algorithms.
4. Enhancing Cybersecurity:

* Post-Quantum Cryptography : Quantum computers can break many current
encryption methods, but they also offer the potential to develop new, quantum-resistant
cryptographic algorithms.

* Secure Communication : Quantum key distribution offers a fundamentally secure way
to exchange cryptographic keys, potentially revolutionizing secure communication.

5. Accelerating Scientific Discovery:

Quantum computers can accelerate the pace of scientific discovery by enabling faster
simulations and analysis of complex datasets. This can lead to breakthroughs in various

scientific fields, including medicine, materials science, and energy research.

1.2 Fundamental Principles of Quantum Theory
The four fundamental principles of quantum theory are :

1.Superposition Principle

The superposition principle states that a quantum system can exist in multiple

states simultaneously. The final state is a lincar combination of these possibilities.

Mathematically:

ly)=al0)+BIT) , faf* + [BF =1

This equation represents a superposition of states, meaning the qubit can exist in a

combination of the |0) and |1) states simultaneously.

Where,

« |w) : This represents the quantum state of the qubit.
|0) and |1) : These are the basis states of the qubit, analogous to 0 and 1 in classical
computing.

o and B : These are complex numbers called probability amplitudes.
|af* + |BI* =1

This condition ensures that the probabilities of all possible outcomes (measuring 0 or 1)

sum up to 1, a fundamental rule of probability.
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Implications:

- Until measurement, a quantum system does not have a definite state.

Note: A “Unit Measurement” is a standardized quantity used to express a physical
quantity, like length, mass, or time.
Superposition is foundational for quantum computing (e.g., qubits).
Example: A qubit can represent both 0 and 1 simultaneously, unlike a classical bit which is
either 0 or 1.

2. Entanglement

Entanglement is a strong quantum correlation between particles. Once entangled, the state of
one particle instantly influences the state of the other, regardless of distance.

Entangled particles would remain "Connected"
even if they were on the opposite side of Universe

Properties:

* Entangled particles behave as a single quantum system.
* Measurement on one particle determines the state of the other.

Applications:

» Quantum teleportation : A process that transfers the quantum state of a particle to
another particle at a distant location, without physically moving the original particle. It
relies on the principle of quantum entanglement, where two particles become linked
and share the same fate, regardless of the distance separating them.

» Quantum cryptography : It is a method of secure communication that uses quantum
mechanics to generate and distribute cryptographic keys. It allows two parties to

establish a shared secret key that can then be used to encrypt and decrypt messages.
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Einstein’s View:

The "Spooky" Aspect: Einstein found the idea of "spooky action at a distance" unsettling
because it seemed to violate the principle of locality, which suggests that an object can only be
directly influenced by its immediate surroundings.

O The*“spooky action at a distance,” yet it has been experimentally confirmed.

3. Heisenberg’s Uncertainty Principle

This principle asserts that certain pairs of physical properties , like position and momentum
can be precisely known simultaneously.

Mathematical Form:
AX.Ap>h?

where

Ax represents the uncertainty in the position of a particle.
- Ap represents the uncertainty in the momentum of the particle.
« h (h-bar) Planck constant is a fundamental constant of nature.
Interpretation:

« The more precisely we know a particle’s position, the less precisely we know its

momentum.

Not due to measurement error, but intrinsic to nature.

4. Wave-Particle Duality: It describes how particles like electrons and photons can
exhibit both wave-like and particle-like behavior.

The experiments demonstrating wave-particle duality

o Double-Slit Experiment
o Photoelectric Effect
(i) Double-Slit Experiment:
When particles, like electrons, are fired at a barrier with two slits, they create an

interference pattern on a screen behind the barrier, a characteristic of waves.
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Fig: Double-Slit Experiment

- However, when observing the particles individually, they are detected as discrete

particles, hitting the screen at specific points.

This seemingly contradictory behavior highlights the wave-particle duality, where

particles exhibit both wave-like interference and particle-like localization.

(ii) Photoelectric Effect:
- The photoelectric effect demonstrates light's particle-like nature (photons).

«  When light shines on a metal surface, electrons are emitted. The energy of the emitted
electrons depends on the frequency of the light, not its intensity.

« This observation supports the idea that light consists of energy packets (photons) that
can transfer their energy to electrons, causing them to be ¢jected.

- If light were solely a wave, its energy would be related to its intensity, not its

frequency.
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Fig: Photoelectric Effect
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1.3 Classical vs Quantum Mechanics — Theoretical Comparison

Classical mechanics and quantum mechanics are two distinct frameworks for understanding

physical phenomena.

Classical mechanics formulated primarily by Newton, governs the motion of macroscopic
objects like planets, cars, and projectiles.

Quantum mechanics developed in the early 20th century, is essential for accurately
describing the behavior of microscopic particles such as electrons, atoms, and photons.

The two theories differ fundamentally in their assumptions, mathematical formalisms, and
interpretations of nature.
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Fig : Classical vs Quantum mechanics

Classical Mechanics Quantum Mechanics

» Deals with the study of macroscopic » Deals with the study of microscopic

objects. e.g., planets, stars etc. objects. e.g., electrons, molecules

» Based on Newton’s laws of motion » Based on Schrodinger’s wave
equation

» Based on particle nature of object » Based on dual nature of object

» Everything can be measured with 100% | » We cannot measure everything with

accuracy 100% accuracy
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» Two observables e.g. position and
momentum can be measured
simultaneously

» Two observables can not be
measured simultaneously

» Energy is absorbed or emitted
continuously

» Energy is released in the form of
packets called Quanta

» Large units e.g. km, kg are used

» Small units are used e.g. A, nm,
mm, cm

» Fails to explain energy-matter
relationship

» Successfully explained the
relationship

» Deals with matter without considering
atomic or molecular structure

» It can give insights into reaction
mechanics

» It is a complete definite theory with no
statistical uncertainties

» [t is not complete definite statistical

theory. No result is definite

* Classical physics fails at very small scales (atoms, electrons).

* Quantum mechanics provides a more complete picture for such cases.

» Modern technologies like lasers, semiconductors, and quantum computers rely on quantum

principles.

1.4 Quantum States and Measurement-Nature of observation

Quantum States :

A quantum state represents the complete description of a quantum system. It is typically

expressed as a vector in a complex vector space .

This state evolves in time according to deterministic rules, but it's not directly

measurable in its entirety.

Instead, we can only predict the probabilities of obtaining specific values when we

perform measurements on the system.
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Types of States:

1.Pure State:

A pure state represents a system with maximum knowledge, meaning its properties are
completely defined.

It can be described by a single wavefunction or a state vector |y).

- Examples include the state of a single electron in a specific energy level or spin state.
- Pure states are characterized by the absence of any uncertainty about the system's state.
2.Mixed State:

A mixed state represents a statistical ensemble of different pure states, where the

system can be in any of these pure states with certain probabilities.

It's used when we don't have complete information about the system and can only
describe it statistically.

Examples include a system at thermal equilibrium or a system with classical
uncertainty.

- Mixed states are described by a density matrix, which provides a statistical description
of the possible pure states and their probabilities.

Notation:

Quantum states are primarily represented using bra-ket notation, also known as Dirac
notation.

Bra-Ket or Dirac notation : (y|o)
> |v) (Ket):Represents a quantum state as a column vector.
> ( @ | (Bra):The conjugate transpose (dual) of the ket; acts as a row vector.
»> (¢|y) (Bra-Ket):The inner product of two states, giving a complex number that

represents the probability amplitude of transitioning from state |@) to [y).

Where,

|w) (Ket): = actual quantum state
(@ | (Bra):=used for calculations

(v|e) (Bra-Ket): = transition probability between two states
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Measurement in Quantum Mechanics

Measurement plays a special role in quantum mechanics. Unlike classical systems,

measurement in quantum systems changes the state.
Before measurement: The system is in a superposition of many possible states.
During measurement: The wave function collapses to one of the possible eigen states.
The probability of getting a particular outcome is given by the square of the amplitude:
Formula:

P;= |Ci|2
Where,

This equation is used in quantum mechanics to calculate the probability of a particle
being found in a specific quantum state.

P; = The probability of the system being in the i-th quantum state.

« ¢ =The complex probability amplitude associated with that state.

+ |ei* =The magnitude squared of the complex number c¢;, which always results in a real,

non-negative number representing probability.

Nature of Observation

Aspect Quantum Mechanics

Nondeterminism | Measurement does not reveal a pre-existing value ,it creates the
outcome.

Collapse The act of measuring causes the wavefunction to collapse to a definite
state.

Observer Effect | The measurement affects the system, unlike in classical physics.

Repeatability After measurement, repeating the same measurement gives the same
result unless disturbed again.

Basis The result depends on what observable (position, momentum, spin, etc.)
Dependence you choose to measure.
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Example:

Electron in Spin Superposition :Quantum State

Formula:

1 -
|¥) = E{ITHI-L})

This equation means the electron is in a superposition of two spin states:
|T) = Spin-up
|i) = Spin-down
The factor 1/72 shows both states are equally likely.
Before Measurement:
The electron is in both spin-up and spin-down at the same time.
This is called a superposition the particle doesn’t have a definite spin yet.
After Measurement:
The wavefunction collapses.
The electron will be found in either spin-up or spin-down — not both.
Which one appears is random, but since both have equal amplitudes, each has a 50%
probability.
1.4.1 Quantum Systems: Electrons, Photons, Atoms

Quantum system : The electrons, photons, and atoms, exhibit behaviors governed by the
principles of quantum mechanics. These principles, including wave-particle duality,
superposition, and entanglement, describe the probabilistic nature of particles at the atomic
and subatomic level. Electrons can act as both particles and waves, photons are fundamental
particles of light, and atoms are the building blocks of matter, all behaving in ways that differ
from classical physics.

Electrons

* Electrons are fundamental particles with a negative charge, orbiting the nucleus of an
atom.
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* They exist in specific energy levels or orbitals, described by quantum numbers.

* Electrons can transition between these orbitals by absorbing or emitting energy, often in
the form of photons.

* Quantum mechanics describes the probability of finding an electron in a particular
location within an atom.

> Properties: Elementary particles, charge -1e, mass ~9.1 x 107! kg, spin-Y%.

> Behavior: Exhibit tunneling, spin, entanglement.
Applications:

1. Electron Microscopes

o These devices use a beam of electrons instead of light to image very small

objects.

o Since electrons have much shorter wavelengths than visible light, they can
reveal structures at the nanometer or even atomic scale. o Used in materials

science, biology (e.g., viewing viruses), and semiconductor research.

2. Spintronics

o Short for "spin electronics," this technology uses the spin of electrons to store
and process information.

o More energy-efficient and faster than traditional electronics. o Found in

modern hard drives (e.g., RAM).

Photons

* Photons are massless particles that carry electromagnetic radiation, including light.

* They exhibit both wave-like and particle-like properties.

* Photons are emitted and absorbed by atoms when electrons transition between energy
levels.

* The energy of a photon is related to its frequency (or color).

» Properties: Massless, speed of light, spin-1.

» Behavior: Exhibit both particle and wave nature.
Applications:

* Fiber-optic communication: It is a technology that utilizes light to transmit data over

long distances through optical fibers, which are typically made of glass or plastic.
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*  Quantum key distribution (QKD) :It is a secure communication method that uses the
principles of quantum mechanics to distribute cryptographic keys.
* Quantum teleportation : It is a process that transfers the quantum state of a particle

to another particle, even across vast distances.
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In this phenomenon:
* An X-ray photon collides with a free or loosely bound electron.

» The photon transfers part of its energy to the electron, causing the electron to scatter.

* The X-ray photon also scatters in a new direction with reduced energy and hence
longer wavelength.

This experiment provides strong evidence for the particle nature of light, confirming that

photons carry energy and momentum.

Atoms

* Atoms are the basic units of matter, composed of a nucleus (protons and neutrons) and

electrons.

* The quantum mechanical model describes the behavior of electrons within atoms,

including their orbitals and energy levels.

* Atoms can form molecules through chemical bonding, which involves the sharing or

transfer of electrons.

* Quantum mechanics explains the properties of atoms, such as their stability, spectra,
and chemical reactivity.

» Structure: Nucleus (protons + neutrons) surrounded by electrons.
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At the center is the nucleus, which contains protons (positively charged) and
neutrons (neutral).

 Electrons (negatively charged) revolve around the nucleus in fixed orbits or shells. O
The attraction between protons and electrons keeps the atom stable.

This model explains atomic stability and the arrangement of subatomic particles.
Applications:

Atomic clocks : An atomic clock is the most accurate type of clock in the world.It
measures time based on the natural vibrations (oscillations) of atom.

Eg: GPS and Navigation, Scientific Research.

- Lasers : A laser is a device that produces a strong, focused beam of light that is very
pure, intense. Eg: Medical Applications, Environmental Monitoring.

1.5 The Concept of Quantization

Quantization lies at the heart of quantum mechanics, fundamentally changing our
understanding of nature.

e Unlike classical physics where properties such as energy or momentum can vary

continuously.

¢ Quantum mechanics shows that many physical quantities are restricted to discrete

values.

Classical Quantum

| BN EE

e In classical physics, particles can have any energy value (continuous).

e In ailantitm mechanice narticles have oanlv enecific allowed enerov levels (aiiantized)
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e Changing the box size changes these energy levels, especially making them more

spaced in smaller spaces.
Example: The ball at a stair case v/s a ramp(smooth surface)
Classical (ramp): A ball on a smooth ramp can stand at any height has no restriction.
Quantum (stairs): A ball on stairs can only stand on steps, not in between.

Smaller stairs: If the stairs are taller, the jumps between steps become bigger , just like
energy levels in a smaller box.

This concept was introduced to resolve the inconsistencies observed in classical models, such
as the photoelectric effect, where the observed results could not be explained without

assuming that energy comes in discrete packets called quanta.

Quanta :It is the smallest, discrete units of energy or physical properties, such as photons or
electron energy levels, discrete packets to exist in multiple states simultaneously, enabling

faster, complex computations.

Max Planck and Albert Einstein who proposed that light and energy must be quantized to

align with experimental data, setting the stage for a new theory of matter and energy.

Implications of Quantization

It enables superposition and entanglement, key features of qubits, allowing for parallel

computation and faster problem-solving capabilities than classical computers.

> Explains atomic stability

> Supports discrete spectral lines Forms the basis of:

Lasers:The principle of stimulated emission, crucial for laser operation, relies on the

quantized energy levels of atoms.

- Transistors: Transistors, the building blocks of modern electronics, utilize quantum
mechanical effects to control the flow of electrical current, effectively acting as

quantum switches.

Quantum Dots: These nanoscale semiconductors confine electrons, leading to
quantized energy levels and unique optical and electronic properties, making them

useful in various applications.
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1.6 Why Quantum? Scientific, Strategic, and Technological Significance

Why Quantum:

Quantum technologies are not just the future they are rapidly becoming essential to solving
today's hardest problems. Their scientific depth, strategic importance, and technological
potential make quantum research and development a top global priority.

Scientific Importance

e Explains the Structure of Atoms and Molecules: Quantum mechanics
provides a fundamental framework to understand how electrons arrange
themselves around nuclei, defining chemical bonds and molecular structures.
This explains phenomena like chemical reactions and material properties.

e Enables New Discoveries in Fundamental Physics: Quantum theory drives
advances in understanding particle physics, quantum field theory, and the
unification of forces.

e Advances in Quantum Simulations: It allows simulation of complex quantum
systems that classical computers struggle to handle, providing insights into
superconductivity, magnetism, and exotic states of matter.

Technological Advancements Quantum

Computing:

Quantum computers exploit superposition and entanglement to solve problems like factoring
large numbers (Shor’s algorithm) and unstructured search (Grover’s algorithm) much faster
than classical computers. This promises breakthroughs in optimization, cryptography, and
machine learning.

Quantum Sensors: High-Precision Measurements:

Sensors based on quantum phenomena can detect extremely subtle changes in gravitational
fields, magnetic fields, or temperature, enabling advances in navigation, medical imaging
(MRI), and geophysical exploration.

Quantum Communication: Provably Secure Data Transfer:

Quantum key distribution (QKD) ensures unbreakable encryption based on the laws of physics,
preventing eavesdropping without detection. This secures sensitive communications in finance,
government, and military sectors.

Quantum Networks and the Quantum Internet:

Development of networks that transmit quantum information securely over long distances

promises new architectures for global communication and distributed quantum computing.
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Strategic Importance

¢ Quantum Technologies Can SecureCommunication:

As classical encryption becomes vulnerable to quantum attacks, quantum-resistant
cryptography and QKD are critical to national cybersecurity.

e Military and Intelligence Applications: Quantum radar, sensing, and communications
can provide significant advantages in surveillance, navigation without GPS, secure
battlefield communications, and intelligence gathering.

e Economic Growth and Innovation: Nations investing heavily in quantum
technologies create new industries, high-tech jobs, and innovation ecosystems driving
overall economic competitiveness.

e International Collaboration and Regulation Challenges: Quantum tech raises
questions about export controls, intellectual property, and global standards, requiring

international cooperation to manage benefits and risks.
1.7 A Snapshot of Quantum Technologies: Computing, Communication and Sensing

Quantum Computing

Quantum computing is a novel type of computation that leverages quantum mechanics'

principles to solve complex problems faster than classical computers.
Important Quantum Algorithms:

* Shor’s Algorithm: Efficiently factors large integers exponentially faster than classical
algorithms, threatening classical encryption methods like RSA.

* Grover’s Algorithm: Provides a quadratic speedup for searching unsorted databases,
useful in optimization and cryptography.

* Variational Quantum Algorithms (VQAs): Hybrid quantum-classical algorithms
designed to solve practical problems on noisy, intermediate-scale quantum (NISQ)
devices. Examples include the Variational Quantum Eigensolver (VQE) and Quantum
Approximate Optimization Algorithm (QAOA).

Applications:

Cryptography: Development of quantum-resistant algorithms and potential to break current

encryption systems.

Optimization: Solving complex optimization problems in logistics, finance, and machine
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Machine Learning: Quantum machine learning aims to enhance pattern recognition, data

classification, and artificial intelligence models by leveraging quantum speedups.

Quantum Communication

It is the transmission of information using principles of quantum mechanics, particularly

quantum entanglement, to achieve secure data exchange.

Quantum Entanglement: Linked particles share information instantaneously, regardless of

distance.

Quantum Key Distribution (QKD): Uses quantum states to generate secure encryption
keys.

No-Cloning Theorem: Prevents duplication of unknown quantum states, enhancing security.

Applications:
* Government & Military: Secure communications for national defense, intelligence,
and diplomacy.
* Banking & Finance: Protecting high-value transactions and sensitive data from
cyberattacks.

* Healthcare & Critical Infrastructure: Ensuring the privacy of sensitive data
transmissions in hospitals, power grids, and transport networks.

*  Quantum Internet (Future Vision): A global network that uses quantum signals to
connect quantum devices securely, enabling distributed quantum computing and long-
range entanglement sharing.

Quantum Sensing

It is an advanced measurement technology that leverages the principles of quantum mechanics

to achieve high precision and sensitivity in detecting and measuring physical quantities.
Applications:

» Navigation without GPS
Quantum accelerometers and gyroscopes are revolutionizing navigation systems.
Unlike traditional systems that rely on GPS signals, quantum navigation tools work
independently by measuring changes in motion and orientation at the quantum level.

» Healthcare and Biomedical Diagnostics Quantum sensors are transforming medical
imaging and diagnostics by enhancing sensitivity to minute biological signals. Key
advancements include:

* Improved MRI (Magnetic Resonance Imaging) resolution, enabling better

visualization of soft tissues.
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* Quantum biosensors capable of detecting extremely low concentrations of
biomarkers for early diagnosis of conditions such as cancer or neurological

diseases.

> Defense and National Security : In defense applications, quantum sensing is used for
detecting hard-to-find threats. Quantum magnetometers and gravimeters can sense:This
capability enhances surveillance, intelligence gathering, and threat detection, providing
a strategic edge in national security.

» Geophysics and Natural Resource Mapping

Quantum sensing has significant value in geophysical exploration. Quantum
gravimeters are used to:

* Map underground structures such as oil reservoirs, mineral deposits, and water

aquifers.

* Detect variations in gravitational force with exceptional precision.
* These sensors reduce the need for invasive drilling and offer environmentally

friendly alternatives for resource exploration.

1.8 National and global quantum missions: India’s Quantum Mission, EU, USA,
China

Quantum technology is seen as the frontier of the next scientific revolution, with massive
potential in computing, communication, sensing, and cybersecurity. Recognizing its
transformative power, major nations have launched dedicated quantum missions to secure

their technological edge, economic growth, and national security.

India — National Quantum Mission (NQM)

Launched: April 2023
Budget: 26,003 crore (~$730 million) over 8§ years Strategic

Aim:

To make India a global quantum leader, enhance national security, and boost economic
competitiveness in the quantum era.

Objectives:

Develop indigenous capabilities in quantum computing, quantum communication,
quantum sensing, and quantum materials.

Set up Quantum Technology Hubs (QTHs) in leading research institutions like IIT
Madras, IISc, RRI, and TIFR.

+ Build 50-100 qubit quantum computers by the year 2031.
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- Establish quantum encryption networks for secure national communications.
USA — National Quantum Initiative Act

Launched: 2018 (Renewed in 2023)
Investment: $1.2+ billion (initial), with continuous funding from DARPA, NSF, and DOE

Strategic Aim:
Ensure continued quantum leadership, prepare for cyber threats, and maintain
technological sovereignty.

Objectives:
Create a quantum internet and establish national network testbeds.

Develop error-corrected quantum computers capable of practical use.

Promote public—private collaboration with tech leaders like IBM, Google, and
Microsoft.

Support Quantum Information Science (QIS) research centers and educational
pipelines.

European Union — Quantum Flagship

Launched: 2018
Budget: €1 billion over 10 years Strategic

Aim:

Position Europe as a technological powerhouse in the second quantum revolution, ensuring
competitiveness and security.

Objectives:

Develop scalable quantum computing platforms using multiple approaches (ion
traps, superconducting qubits, photonics).

Build a pan-European quantum communication infrastructure through the
EuroQCI initiative.

Advance quantum simulation, quantum software, and sensing technologies.

Invest in training and retaining top-tier quantum talent across Europe.

Major Projects:
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OpenQKD: Developing secure QKD networks across Europe.

PASQuanS, QIA, QMiCS: Focused on quantum processors and integrated
infrastructure.

China — Quantum Strategic Plan

Active Since: Around 2016
Estimated Investment: $10—15+ billion (largest globally) Strategic

Aim:

Lead in quantum-enabled cyber defense, national intelligence, and technological
dominance in the global quantum race.

Objectives:

Build world-class quantum computers, quantum satellites, and national
communication networks.

Achieve quantum supremacy and surpass global competition in quantum innovation.

Develop secure, indigenous encryption systems for military and government
communication.

Major Achievements:

Micius Satellite (2016): World's first quantum satellite enabling space-to-ground
QKD.

2,000 km quantum communication network between Beijing and Shanghai.

Developed Jiuzhang 2.0, a 60-qubit photonic quantum computer claimed to
outperform classical systems in specific tasks.
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Unit 2: Theoretical Structure of Quantum Information Systems

What is a qubit? Conceptual understanding using spin and polarization, Comparison: classical
bits vs quantum bits, Quantum systems: trapped ions, superconducting circuits, photons (non-
engineering view),Quantum coherence and decoherence — intuitive explanation, Theoretical
concepts: Hilbert spaces, quantum states, operators — only interpreted in abstract, The role of
entanglement and non-locality in systems, Quantum information vs classical information:
principles and differences, Philosophical implications: randomness, determinism, and observer
role.

Introduction

Quantum Information Systems represent a transformative approach to computation and
communication, fundamentally leveraging the principles of quantum mechanics to process and
transmit information. At the heart of these systems lies quantum theory, which introduces novel
concepts such as superposition, entanglement, and quantum measurement, radically differing
from classical information theory.

Quantum
Information
Science
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Quantum Quantum Quantum
Communication Computing Sensing
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¢ Y |
Analog Quantum i
Quantum MNetworking G 9 t Digital Quantum Quantum System Design
omputar Computer
Quantum Cryptography and Development
¢ ]
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Quantum
Computing
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Fig:Quantum Information Systems

In contrast to classical bits that exist in a definite state of 0 or 1, quantum bits or qubits can
exist in a superposition of both states simultaneously. This characteristic allows quantum
systems to perform parallel computations, offering exponential speedups for certain classes
of problems. The theoretical foundation of Quantum Information Systems is built upon:

Quantum Mechanics: Core principles such as wavefunction, unitary evolution, and
measurement theory form the basis for information processing in quantum systems.

Qubits and Quantum Gates: Analogous to classical logic gates, quantum gates manipulate
qubits using unitary operations, enabling the construction of quantum circuits.
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Quantum Entanglement: A uniquely quantum phenomenon where the states of two or more
qubits become interdependent, regardless of spatial separation, enabling powerful

communication and computation protocols.

Quantum Algorithms and Complexity: Algorithms such as Shor’s for factoring and
Grover’s for search illustrate the advantages of quantum computation over classical

approaches.

Quantum Error Correction: Due to the fragile nature of qubits, robust error correction

techniques are essential for practical and scalable quantum computing.

Quantum Communication: Protocols like quantum teleportation and quantum key
distribution exploit entanglement and superposition to enable secure information transfer.

The study of these theoretical structures not only lays the groundwork for quantum
computing and quantum cryptography but also contributes to the understanding of
information itself in a fundamentally new light.

2.1 What is a qubit?

* A qubit (or quantum bit) is the quantum mechanical analogue of a classical bit. In
classical computing the information is encoded in bits, where each bit can have the
value zero or one.

* In quantum computing the information is encoded in qubits. A qubit is a two-level
quantum system where the two basis qubit states are usually written as [0) and |1).

* A qubit can be in state |0)[0), [1)]1) or (unlike a classical bit) in a linear combination
of both states. The name of this phenomenon is superposition.

» A general -pure- qubit state is expressed as:

ly)=al0)+BIT)w)=al0)+411)

* where a and  are the complex probability amplitudes for each basis state.
STRUCTURE OF QUBIT:

Bit Qubit

1 [1)

B le)=alty £ 3
il
,

5] 9)
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2.2. Conceptual understanding using spin and polarization

Using Spin (e.g., Electron Spin):

* Spin is a quantum property of particles like electrons, which can be thought of like a
tiny spinning ball.

* In a magnetic field, an electron can have its spin pointing “up” (1) or “down” (),
representing classical 0 and 1.

* But in quantum mechanics, the electron can also exist in a superposition of up and
down like being in both states at once:

ly)=al T)+BIL)
where o, are complex numbers representing probabilities.

Using Polarization (of Photons):

» Light particles (photons) can be polarized in different directions horizontal (H) or
vertical (V).

» Like spin, a photon can be in a superposition of both polarizations:
ly)=alH)+BIV)]|
Where,

These represent the basis states of horizontal and vertical polarization respectively. 0 This makes
photon polarization a great way to physically realize a qubit in quantum communication.

@ O re)

et E T —— X 5% 4 [1}

- 1)
Classical Bit Qubit
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2.3 Comparison: classical bits vs quantum bits

Aspect Classical Bits Quantum Bits (Qubits)
Definition A binary unit of A quantum unit of information
information that can be | that can be in 0, 1, or both
either 0 or 1. simultaneously
(superposition).

State Only two possible states: | Infinite states: a combination of

Representation Oorl. (

Storage Stores definite values| Stores probabilistic values in
(binary data). superposition until measured.

Logic Gates Uses classical logic Uses quantum gates: Hadamard
gates: AND, OR, NOT, | (H), Pauli (X,Y, Z), CNOT, T,
XOR. etc.

Information Processes one state at a | Can process multiple states in

Processing time (serial processing). | parallel due to superposition.

Measurement Directly reveals the Collapses to 0 or 1 with certain
stored value (either O or | probabilities .

1).

Error Handling | Error  detection  and| Error correction is more
correction is well complex due to fragile quantum
established and reliable. | states (needs redundancy and

entanglement).

Physical Transistors (on/off states | Atoms, ions, photons, or

Implementation | in silicon chips). superconducting circuits at very

low temperatures.

Parallelism Very limited parallelism | Natural parallelism using
(multi-core, threading). | superposition and

entanglement.

Communication | Classical channels (e.g., | Can use quantum

copper wires, fiber

optics).

communication (like quantum
teleportation or QKD).
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Computation Slower for certain Faster for specific problems

Speed complex problems (e.g., | (e.g., Shor’s and Grover’s
factoring, search). algorithms).

Examples Laptop, phone, Google’s Sycamore, IBM Q,
calculator, classical ion-trap and photonic quantum
supercomputers. computers.

2.4 Quantum systems: trapped ions, superconducting circuits, photons
(non-engineering view)

Trapped ions, superconducting circuits, and photons are leading platforms for building
quantum computers, each offering unique advantages and challenges.

Trapped Ions: Ions (electrically charged atoms) are individually trapped and controlled
using electric and magnetic fields.

» Quantum Property:The internal energy levels of the ions act as qubits, encoding
quantum information.

» Advantages:Long coherence times (the time a qubit maintains its quantum state) and
high-fidelity state preparation and measurement are key strengths.

» Challenges:Scaling to a large number of qubits is difficult due to the complexity of
controlling individual ions.

» Example:Demonstrations of universal quantum operations with trapped ions were
achieved with 9Be+ ions in the early days of quantum computing. Ion Trapping and
Cooling: 9Be+ ions are relatively easy to trap using radio-frequency (RF) traps and
cool using lasers. This is crucial for experiments that require precise control over the
ion's motion and quantum state.

e N i
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This image shows how trapped ions are used as qubits in a quantum computer. lons are held

in place by electric fields (trap electrodes) and controlled using lasers.

The qubit states |0)and |1) are encoded in the ion’s energy levels, and lasers are used for

manipulating (red beam) and cooling/detecting (blue beam) the qubit. Coulomb repulsion

keeps ions apart and allows them to interact, enabling quantum gate operations.

Superconducting Circuits: Tiny superconducting circuits, often called

"artificial atoms," are designed to exhibit quantum behavior. These circuits offer advantages

like relatively fast operation and scalability through existing semiconductor manufacturing

Processces.

>
>

Quantum Property:The energy levels of the circuit act as qubits.
Advantages:Relatively fast operation and the ability to leverage existing
semiconductor manufacturing techniques for scalability.

Challenges:Requires extremely low temperatures (near absolute zero) to maintain
superconductivity, and maintaining coherence can be challenging.

Example: Google's Sycamore processor, claiming quantum advantage, utilizes

superconducting qubits.

L—ln's.ulalor 0A

Explanation:

Cooper pair: A pair of electrons bound together at low temperatures in a
superconductor.

Superconducting: Both sides of the junction are superconducting materials.

Insulator (~30 A): A very thin insulating barrier that allows quantum tunneling of
Cooper pairs.

Tunneling: Cooper pairs can tunnel through this insulator due to quantum mechanical
effects.
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Photons: Quantum information is encoded in the properties of photons (light particles).

» Quantum Property:Photons can exist in superposition and entanglement, like other
qubits.

» Advantages:Photons can travel long distances through optical fibers with minimal
loss and can operate at room temperature, potentially simplifying the infrastructure
requirements.

» Challenges:Implementing quantum gates (operations on qubits) with photons is
technically difficult.

» Example: Imagine using polarizing sunglasses to control and detect the direction of
light. In a similar way, scientists use special optical devices to control and measure
quantum information carried by photons.

H e hd

- -

H |
W W

This explains how photon polarization represents qubits and their states on a Bloch sphere in
quantum computing.

Where,

* Horizontal (H) and vertical (V) polarizations correspond to logical states |0) and |1)|

* Diagonal (D, A) and circular (R, L) polarizations represent superpositions.

* Bloch spheres visualize all possible qubit states.

* The Bloch sphere maps a qubit's state to a point on a unit sphere using angles fand ¢.
Solution :Photon polarization states (H, V, D, A, R, L) directly map to qubit states (|0),|1),

and their superpositions) visualized on the Bloch sphere.
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2.5 Quantum coherence and decoherence

LY el evt
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Quantum Phase Coherence

Decoherence

Quantum Coherence

Quantum coherence describes the delicate state where a quantum system's wave functions
maintain precise phase relationships, enabling phenomena like superposition and

interference, crucial for quantum computing and sensing.

Importance:

* Superposition and Interference: Coherence allows a quantum system, like a qubit in
a quantum computer, to exist in multiple states simultaneously (superposition) and for
these states to interfere with each other, much like waves in a double-slit experiment.

* Information Storage:Think of coherence as the system's ability to hold and process
information in a distinct quantum way, where the phase relationships between different
states are critical.

Analogy

The spinning coin analogy effectively illustrates quantum superposition, where a
quantum system exists in multiple states simultaneously, similar to a spinning coin
being both heads and tails until observed. This principle is dramatically demonstrated
in the Double-Slit Experiment.

Example 1: Double-Slit Experiment

For interference patterns to be observed in the double-slit experiment, the light waves
emanating from the two slits (S1 and S2) must be coherent. This means they must
have a constant phase relationship and originate from the same wavefront.

sS1
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Example 2: Schrodinger’s Cat

Schrodinger's cat is a famous thought experiment in quantum mechanics illustrating the
principle of quantum superposition, where a cat inside a sealed box is considered to be

simultaneously both alive and dead until the box is opened and the state is observed.
According to quantum mechanics, can exist in multiple states (decayed and undecayed) at
once, and this uncertainty is then entangled with the cat's state, leading to the cat being in a
superposition of being alive and dead.

Fig.Schrodinger’s Cat Experiment

Quantum Decoherence — The Loss of Quantum-ness

Decoherence is the process by which this quantum coherence is lost due to interactions with

the environment, causing the system to transition into a more classical state.

Analogy :Imagine bumping the table ,the spinning coin lands as heads or tails.
Superposition is gone.

Loss of Quantum Properties: As a result of this interaction, the system loses its ability to
exist in multiple states simultaneously (superposition) and to be linked with other particles in
a correlated way (entanglement). This loss of phase relationship among the components of a
superposition is crucial for the disappearance of quantum interference patterns.

Example 1: Observer in the Double-Slit Experiment

quantum mechanics, placing a detector in the double-slit experiment causes the interference
pattern to disappear because the act of measurement forces the quantum particle (like an
electron) to behave like a particle, collapsing its wave function and thereby preventing wave-
like interference phenomena, a concept known as decoherence.

Example 2: Schrodinger’s Cat (opened box)

Schrodinger's Cat illustrates a similar principle, where the cat exists in a superposition of
states (alive and dead) until the box is opened, at which point the quantum system is
"observed" and collapses into a single definite state (either alive or dead).
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Summary Table — Coherence vs Decoherence

Aspect Quantum Coherence Quantum Decoherence

Definition Superposition of multiple The collapse of the
quantum states, where a superposition state due to
system can exist in a interaction with the
combination of states environment, effectively
simultaneously. turning a quantum state into a

classical one.

Nature Quantum, wavelike, Classical, deterministic. The
delicate. The system's system transitions to a definite
quantum state exists in a state, behaving more
probabilistic superposition predictably and classically after
of multiple possibilities until | environmental interaction or
measured. observation.

Analogy Spinning coin (not yet heads | Coin lands (now just heads or
or tails), Schrédinger’s cat in | tails), Schrodinger's cat
a superposition of alive and | becomes either alive or dead,
dead. once the box is opened.

Cause Isolation from the Measurement, noise,
environment, minimal interaction with the
interaction with the environment, or thermal effects
surroundings (quantum cause the system to "decohere,"
1solation). A "closed system" | meaning it loses its quantum
preserves coherence. superposition and behaves

classically.

Importance Essential for quantum The primary challenge in

computing, quantum
cryptography, and quantum
entanglement. Enables
phenomena like
superposition, interference,
and teleportation.

maintaining stable quantum
states in real-world applications
(e.g., quantum computers), as
decoherence disrupts the
delicate quantum state.




Quantum Technologies& Applications

like quantum algorithms
(Shor’s, Grover’s), quantum
sensors, and quantum
simulations.

Control Coherence can be maintained | Decoherence can be mitigated
with high precision, in through error correction
isolation, and low techniques, quantum error
temperatures (e.g., in correction codes, or reducing
superconducting qubits or ion | environmental noise and
traps). 1solation of quantum systems.

Technological | Quantum coherence enables | Decoherence limits the

Impact breakthrough technologies effectiveness of quantum

devices in real-world
conditions, making it a
significant challenge for scaling
up quantum computers and
building practical quantum
technologies.

2.6 Theoretical concepts: Hilbert spaces, quantum states, operators — only
interpreted in abstract,

2.6.1 Hilbert Spaces

A Hilbert space is a complete, infinite-dimensional vector space equipped with an inner
product. It is the mathematical foundation for all of quantum mechanics.A Hilbert space is
a mathematical structure, a complex vector space with an inner product, that provides the

framework for representing quantum states. Quantum states, which describe the properties of
a quantum system, are represented by vectors within this Hilbert space. The inner product
allows for calculations of probabilities and other physical quantities.

Metric spaces

Inner
product
\ _Spaces

Fig : Structure Of Hilbert Spaces
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Think of classical vectors in 2D or 3D space. For example, if you were to represent an arrow
in 2D space, you'd use two numbers, say (X, y), to define its position in that space. The
direction and length of the arrow are encoded in the vector.

» In quantum mechanics, instead of arrows, quantum states are represented as vectors
within a Hilbert space, but these vectors have special properties:

Complex numbers: Unlike classical vectors (which have real values), quantum states
often use complex numbers to describe the system. So, the position or state of a
particle might be represented as a complex number rather than just a simple "x" or "y."

- Infinite dimensions: Hilbert spaces are not always finite-dimensional like the 2D or
3D space we’re used to. They can have infinite dimensions, which is why quantum
states can have a wide variety of possible values. This is especially true for quantum
systems like particles, which can exist in many states simultaneously.

Mathematical Structure of Hilbert Spaces

Definition: A Hilbert space H is a complete complex vector space with an inner product:
(VI)EC,VIy),|d)EH, Key

Properties:

Norm: The norm is defined using the inner product:
) I=Cwlw ) (or) )l = V(yly)

This gives the “size” or “magnitude” of a state vector.

Orthogonality: Two vectors are orthogonal if their inner product is zero:

(VI$)=0=>1y) L)
This means the two states are completely distinguishable(different).

Basis: Any vector |y)EH]| can be expressed as a linear combination of an orthonormal basis

{1)}
Every state [y)| can be written as a linear combination of an orthonormal basis:
ly)=>"icili)|

Tensor Product (Composite Systems): For two subsystems A and B, their joint Hilbert
space is given by the tensor product.

HAB=HAQHB
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Note:Tensor Product : If you have two systems, A and B, each with their own state spaces

HA and HB, the combined system is described by a new space that contains” all possible

combinations “‘of the states of A and B.This new space is called the tensor product space.

Ex: HAB=HA®HB

2.6.2 Quantum States: Vectors of Possibility

Quantum states :

The quantum states are the central carriers of information in quantum mechanics.
They are not physical objects, nor do they describe definite classical properties, but
instead encapsulate all possible outcomes and their probabilities for a given system.
Abstractly, a quantum state is a vector in a Hilbert space, denoted by a ket

|w). This vector contains the full informational content about the system's condition. A
key difference from classical systems is that quantum states can exist in
superpositions, meaning a system can be in multiple configurations simultaneously

until measured.

The length (or norm) of the state vector is always 1, reflecting the certainty that the
system exists somewhere within its configuration space. A quantum state can’t be
directly observed only outcomes of interactions (measurements) with it can.

The probability of a measurement yielding a particular result is determined by the
squared magnitude of the projection of the state onto that result’s basis vector.
Quantum states can be pure (described by a single vector) or mixed (statistical
ensembles of pure states), and systems composed of multiple parts may exhibit
entanglement, where the global state cannot be factored into individual subsystem
states.

Mathematical Representation of Quantum States Pure State:

A pure quantum state is represented by a normalized vector |{) | in a Hilbert

space” H”.
Normalization:(y|y)=1 A normalized vector |y)EH],

such that: (yly)=1 This ensures the total probability = 1.

Superposition: A qubit can exist in a superposition of |0) and [1) ,|y)=al0)+pI1), a,pEC,

Constraint:

lal*+BI*=1
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Measurement Probability:

* Suppose we measure in a basis i) (eigenstates of an observable).
* The probability of outcome 1 is given by Born’s Rule.
* Given observable with eigenstates

i), P(D)=I(ily)I?

NOTE: ” Born’s Rule” tells us how to get probabilities of measurement outcomes from a
quantum state.

Mixed State (Density Matrix): If we don’t have complete knowledge of the system (e.g.,
it’s in state |yi) with probability pi), we use a density matrix:

p=2. pilyi)(yil ,Tr(p)=1

where,

> pilyi)(yil = This is a statistical mixture of different pure states. If the system is
definitely in one pure state, then only one pi=1, and the density matrix reduces to:

p=IP){(P| (a pure state case)
pi = A classical probability that the system is in state [y1).

Tr(p) =“Trace” means the sum of diagonal elements of the matrix.This condition ensures
total probability = 1,For density matrices, this is always true.

2.6.3 Operators: Abstract Machines Acting on Quantum States

Definition: Operators act on vectors (states) in Hilbert space and return new vectors,

representing transformations of quantum states.

Observables: Every measurable physical quantity (energy, spin, position, etc.) is represented
by a Hermitian operator.

o Eigenvalues = possible measurement outcomes.
o Eigenvectors = states that give definite outcomes.

Measurement Postulate:Measurement collapses the state into one of the operator’s
eigenstates.

Algebra of Operators:

* Operators can be added, composed, or multiplied.
*  Commutativity is not guaranteed.
e  Non-commuting operators lead to the uncertaintyv principle.
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Physical Role:

* Operators describe how quantum systems evolve, transform, and interact.
* They encode symmetries, conservation laws, and limits of predictability.

Mathematical Formalism of Operators

Linear Operator O” : An operator is a rule that maps one state vector to another in Hilbert

space.
Maps state to state:  O™y)=¢)

Hermitian Operator (Observables): A physical observable (like position, momentum, energy)

is represented by a Hermitian operator.

O"=(yl O"ly)eR
Eigenvalue Equation:
* a =possible measurement outcome.
* |a)= state that guarantees outcome a.
O*|a)=|a) Measurement Postulate:

Probability of outcome aa: If the system is in state |y)| and we measure observable O with
eigenstates |a), then:

P(a)=I(aly)I*

* This is Born’s Rule (probabilities = squared amplitudes).

P(a)=I(aly)I”

Time Evolution (Hamiltonian HH):

* The Hamiltonian H"is the energy operator that governs time evolution.

* Schrédinger’s equation:

Commutator and Uncertainty:




Quantum Technologies& Applications

* The commutator of two operators is:
[A",BN=A"B"-B"A"
* If[A"B"] =0, the observables can be measured simultaneously with certainty.

* Ifnot, there’s an uncertainty relation:

AA. AB>1/2 |[{([A",B])

2.7 The Role of Entanglement and Non-locality in systems

It describes how quantum systems can be interconnected and interact in ways that defy
classical physics. Entanglement refers to a correlation between two or more particles, where

their fates are intertwined regardless of the distance separating them.

Non-locality, often associated with entanglement, describes the phenomenon where
measurements on one entangled particle can instantaneously influence the state of another,
regardless of the spatial separation between them based on the principle of locality (that an

object is influenced only by its immediate surroundings).

Entanglement and non-locality is key quantum technologies, enabling quantum teleportation,

secure quantum cryptography, and the powerful speedup of quantum computing algorithms.

Bell’s Theorem: The Bell’s inequality experiment confirm that quantum entanglement and

non-locality are real features of nature.
Bell’s Inequality:
Bell derived a mathematical inequality that must hold if local realism is true.

“Local realism = Locality + Realism”

* Locality :Information or influence cannot travel faster than the speed of light.

* Realism :Physical properties exist with definite values before measurement.

* Local Hidden-Variable Theory :A theory that assumes particles have predetermined
properties (hidden variables) and that these properties are influenced only locally.

Conclusion of Bell’s Theorem (simple):
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Bell’s theorem says we can’t keep both ideas that things have definite properties before we
look at them (realism) and that nothing can influence something far away instantly (locality).
Quantum mechanics keeps the idea that predictions have meaning (in a statistical way) but
gives up the idea of strict locality. That means entangled particles are connected in a way that
their results match instantly no matter how far apart they are this is called non-locality. Even

though it looks like an instant connection, you can’t use it to send messages faster than light.

Mathematical Description of Entanglement

Separable (Product) State:
A quantum system made of two parts (A and B) is separable if its total state can be written as

the product of each part’s state:
ly)AB=19)AQ17)B

A state is entangled if it cannot be written as such a product,This means each part can be

described independently.

Bell’s Inequality and Non-Locality

Bell Inequality (CHSH form):
The Bell inequality, which states that the absolute value of a specific combination of

expectation values is less than or equal 2
E(a,b)*+E(a',b)+E(a,b")—-E(a’,b")<2
Where E(a,b) is the correlation between measurement settings a and b.

Note: CHSH stands for Clauser—Horne—Shimony—Holt, the four physicists who

reformulated Bell’s inequality in 1969 into a version that is easier to test in experiments.

Applications of Entanglement

1. Quantum Teleportation:Transfers an unknown quantum state from one location to
another using a pair of entangled particles and classical communication.No physical

particle is transported only the state is recreated at the destination.
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2. Quantum Key Distribution (QKD):Uses entangled photons to create a shared secret
key between two parties. For example the BBM92 protocol ensures that any
eavesdropping attempt will be detected.

3. Quantum Computing :Entanglement allows quantum computers to work with an
exponentially larger state space than classical computers.Enables powerful non-
classical logic gates such as Toffoli and Controlled-Z (CZ), which are essential for

complex quantum algorithms.

2.8 Quantum information vs classical information: principles and

differences
No. Aspect Classical Information Quantum Information
1  Basic Unit Uses bits that take the Uses qubits thatcanbe 0, 1,
value 0 or 1 only. Each or any quantum
bit is always in one superposition of 0 and 1 at
definite state. the same time.
2 Representation Information is stored in ~ Information is stored in
of Information  physical systems like quantum states such as
transistors (voltage high  electron spin, photon
=1, low = 0), magnetic  polarization, or energy levels
domains, or punch cards. of atoms.
3 State Only one definite stateis A qubit can exist in a
Possibilities possible at a given time  superposition, meaning it
(either O or 1). represents multiple
possibilities simultaneously
until measured.
4  Copying and Data can be perfectly The No-Cloning Theorem
Cloning copied or duplicated with says an unknown quantum
no restrictions. state cannot be copied exactly,
protecting quantum

information from duplication.

Error Handling Errors can be detected Quantum states are fragile
and corrected using (affected by decoherence) and
classical error correction  need complex quantum error
like parity checks, correction codes like Shor’s

Hamming codes, etc. code or surface codes to
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protect them without direct

measurement.
6  Processing Uses classical logic gates Uses quantum gates
Method (AND, OR, NOT, XOR) (Hadamard, CNOT, Toffoli,
which change bits CZ) which manipulate
deterministically. superposition and

entanglement, allowing
complex transformations.

7  Transmission  Sent through wires, Sent via quantum channels,
optical fibers, or wireless = often using photons or
signals using classical entangled particles, enabling
electromagnetic waves.  quantum key distribution

(QKD) and teleportation.

8  Security and Interception is possible ~ Any attempt to eavesdrop
Communication without detection extra ~ changes
encryption methods are  the quantum state (due to
needed for safety. measurement), making it
detectable; used for secure
communication like BB84 and
BBMO92 protocols.

Key Principles and Equations

1.Superposition of Quantum Information

A single qubit can exist in a superposition of two basis states |0)|0\rangle|0) and
[1)|1\rangle|1):

ly)=al0)+pI1)
where
lal*+1BI*=1
a and B are complex probability amplitudes
o = probability of measuring 0

%= probability of measuring 1
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2. No-Cloning Theorem: Quantum states cannot be copied perfectly.
There 1s no unitary operator U such that:

U(ly)Q10)=Iw)R1y)V |y)
- This prevents perfect duplication of unknown quantum information.
- Important for quantum cryptography security.
3.Entropy Measures

Classical Information — Shannon Entropy: Measures uncertainty in a classical probability
distribution.

Quantum Information — von Neumann Entropy:

S(p)=Tr(p logy)

Measures uncertainty (or mixedness) of a quantum state p
- Pure states have S(p)=0; maximally mixed states have the highest entropy.

2.9 Philosophical implications: randomness, determinism, and observer
role

2.9.1 Randomness

In classical physics, randomness usually reflects incomplete knowledge about a system’s
state such as the precise conditions of a coin toss rather than a true absence of determinism.

It is considered fundamental to the structure of the universe rather than a result of
experimental limitations or a lack of knowledge (ignorance).

Key Aspects of Quantum Randomness:

o Intrinsic Non-Determinism: Unlike classical systems where noise stems from missing
information (e.g., the precise force of a coin toss), quantum phenomena such as
radioactive decay or the polarization of a photon arise from genuinely unpredictable,
irreducible randomness.

o The Fabric of Reality: Quantum randomness is woven into the wavefunction itself. It
represents a "scar" left by the intrusion of discreteness into continuity during the
process of measurement, known as the collapse of the wavefunction.
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o Challenges Classical Determinism: Quantum mechanics challenges the traditional
Newtonian, deterministic view of the universe, where future states are entirely
predetermined by past conditions. Instead, it suggests a universe governed by
probabilities.

o Governed by Mathematical Laws: While individual quantum events are probabilistic,
the overall behavior of quantum systems is governed by precise mathematical rules,
such as the Schrodinger equation, and symmetries.

« Experimental Evidence: Experiments, particularly those testing Bell's inequalities
(like those performed by Alain Aspect), have consistently supported the quantum view,
ruling out "local hidden-variable" theories that would have restored a form of
determinism.

2.9.2 Determinism in Quantum Theory: Modified, Not Destroyed

The claim that quantum theory is the death of determinism is precise only when referring to
the outcomes of individual measurements, which are fundamentally probabilistic. However,
the core of quantum mechanics, specifically the time evolution of a closed system, is highly
deterministic, governed by the linear, unitary dynamics of the Schrodinger equation.

Determinism in Quantum Mechanics

o The Wavefunction: The state of a quantum system is described by a wavefunction (or
state vector) that evolves smoothly and deterministically, allowing its future and past
states to be calculated precisely.

o+ Unitarity: This time evolution follows the principle of unitarity, which implies that
information is conserved.

o Collective Determinism: While a single measurement is probabilistic, the statistical
ensemble of a huge number of measurements matches the predictions of the
wavefunction exactly.

The Indeterminism of Measurement

Indeterminism enters the theory through wavefunction reduction (or "collapse") during the
process of measurement. When a system in a superposition is measured, it discontinuously
"jumps" to a definite outcome, a process not described by the Schrodinger equation. This is
commonly known as the measurement problem, which distinguishes between the continuous
evolution of potentiality (wavefunction) and the discontinuous realization of facts
(measurement result).

Philosophical Interpretations
Different interpretations of quantum mechanics treat this paradox differently:

o Copenhagen Interpretation: Maintains that the collapse is inherently random and that
the theory can only make probabilistic predictions.
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o Many-Worlds Interpretation (MWI): Preserves determinism by suggesting
that all possible outcomes occur in parallel, with the universe branching into multiple,
non-communicating worlds. In this view, apparent randomness is an illusion from the
perspective of an observer inside one branch.

« Spontaneous Collapse Theories: Propose that the wave function collapses
spontaneously, introducing genuine, physical, and stochastic events.

2.9.3 The Role of the Observer: Participation in Reality

The role of the observer in quantum mechanics is a fundamental departure from classical
physics, transforming measurement from a passive observation into an active process that
helps define the reality of the system.

Key Aspects of the Observer in Quantum Mechanics

o Active Participation: Unlike classical mechanics, quantum measurement alters the
system being observed, often described as collapsing a wave function from a
superposition of multiple possibilities into one definite outcome.

« Wavefunction Collapse: Observation causes an instantaneous transition from a set of
possible states (superposition) to a single actual state.

o Wigner’s Friend Paradox: This thought experiment highlights that different observers
may disagree on the state of a system—one may observe a definitive outcome, while an
external observer describes the first observer as being in a superposition. This suggests
that "facts" might be relative to the observer.

Interpretations of the Observer's Role

« Consciousness-Causes-Collapse (Wigner-von Neumann): An early, now largely
historically viewed, proposal suggesting that human consciousness is special and
necessary to cause the wave function to collapse.

o Relational Quantum Mechanics (RQM): Proposes that quantum states are not
objective properties of a system, but represent the relationship between an observed
system and an observer. Any physical interaction (e.g., between two particles) can act
as an "observation," meaning no biological consciousness is needed.

o Quantum Bayesianism (QBism): Embraces an extreme subjective view, stating that
the wave function represents an agent’s personal, subjective "degree of belief" about
future experiences, rather than an objective reality.

o Decoherence Theory: Explains how, through interaction with the environment,
quantum superpositions rapidly appear to act as classical, definite states, reducing the
need for an explicit "collapse" agent
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Unit -3
Building a Quantum Computer — Theoretical Challenges and Requirements

What is required to build a quantum computer (conceptual overview)?,Fragility of quantum
systems: decoherence, noise, and control, Conditions for a functional quantum system: Isolation,
Error management, Scalability, Stability,

Theoretical barriers:

Why maintaining entanglement is difficult,Error correction as a theoretical necessity, Quantum
hardware platforms (brief conceptual comparison),Superconducting circuits, Trapped ions,
Photonics, Visionvs reality: what’s working and what remains elusive, The role of quantum
software in managing theoretical complexities.

3.1 What is required to build a quantum computer (conceptual overview)?
Building a quantum computer requires a physical implementation of qubits (e.g.,superconducting
circuits or trapped ions) that can be precisely controlled using quantum gates, often in ultra-cold,
vibration-free environments to maintain coherence. These components must be integrated with
sophisticated control hardware, a classical computer to run instructions, and methods to measure
the final quantum state to produce useful results.

Applicaticn layer
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Fig : Blueprint for a Practical Quantum Computer

Core Components:

Qubits: These are the fundamental units of quantum information, capable of existing in
superposition (both 0 and 1 simultaneously). Different technologies exist, including
superconducting qubits and trapped ions.
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Quantum Gates:Just like classical logic gates, quantum gates perform operations on qubits,
manipulating their quantum states.

Quantum Circuits: A series of quantum gates and qubits are arranged into a quantum circuit,
which is the quantum equivalent of a classical computer's logic circuit.

Hardware & Environment: Specialized Hardware
* Superconducting Qubits: These systems are cooled to near absolute zero using
cryogenics and are controlled with microwave photons.
* Trapped-Ion Qubits: These systems use complex vacuum equipment and lasers to
control and manipulate the ions. Control & Measurement Systems:
A system is needed to convert classical signals into analog signals for controlling the qubits and
to measure their final state.

Classical Computer:

A classical computer is used to send instructions, run algorithms, and interact with the quantum
hardware.

Operational Principles:
1. Coherence:Qubits must be protected from environmental interference to maintain their
quantum states (coherence) for a sufficient time.
2. Superposition:The ability of a qubit to be in multiple states at once is crucial for quantum
computation.
3. Entanglement: Another key quantum phenomenon that allows qubits to be linked,
enabling complex computations that far exceed classical capabilities.
Challenges:

* Error Correction:Quantum systems are prone to errors, so robust error correction

schemes are essential.

* Scalability:Developing architectures that can support a large number of qubits and
integrating them with standard computing equipment is a major engineering hurdle.

Gomathi.k 2 Dept.Of CSE




Classical Initial State
Commands
(Perform Gate)

Results
(Measurement)
Cilassical Computer Quantum Computer

4 4

Classical initial state

(a)

_ Commands
CPU (Simulate Quantum gate)
Results
(Measurement)

GPU (b)

Fig : A classical computer simulating a quantum computer is the same as a CPU giving tasks to a
GPU to work on.

3.2 Fragility of quantum systems: decoherence, noise, and control

The fragility of quantum systems is a critical factor limiting the development and application of
quantum technologies, particularly in areas like quantum computing. This fragility stems from
several factors, including:

1. Decoherence

Definition: Decoherence is the process by which a quantum system loses its coherence the
ability to maintain superposition and entanglement due to interaction with its environment.

Mechanism: When a quantum system interacts with its surroundings (even seemingly
insignificant interactions like thermal vibrations or stray electromagnetic fields), it becomes
entangled with the environment, and its quantum information "leaks" into the environment. This
entanglement with uncontrolled environmental degrees of freedom effectively "collapses" the
quantum state, making it behave more classically.

Impact: Decoherence causes errors in quantum computations, reduces the stability of qubits,
limits the complexity of algorithms that can be run, and hinders the scalability of quantum
systems.

For example,if a qubit in superposition |0) + |1) interacts with a photon, it may end up in either |0)
or |1), destroying the computation. Mathematically, decoherence is modeled as the decay of off-
diagonal terms in the system’s density matrix.

Common types of decoherence: Dephasing (loss of relative phase between |0) and |1))
Amplitude damping (loss of energy from excited to ground state) Decoherence Time (T2): The
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characteristic time over which a qubit remains coherent. Longer T2 times are desirable for
computation.
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Fig: Quantum decoherence as characterized by bit-flips and phase-flips
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2. Noise

Closely related to decoherence is the concept of quantum noise, which refers to unwanted and
random variations in a quantum system that introduce errors during computations.

Noise can arise from imperfections in the material, inconsistencies in control pulses, or
environmental vibrations and electromagnetic interference. In a quantum processor, even tiny
noise levels can cause bit-flip errors (where |0) becomes |1) or vice versa) or phase-flip errors
(which affect the relative phase between |0) and |1} ). These errors accumulate rapidly and can
destroy the accuracy of a computation.
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Fig: Noise in Quantum Computing

Advanced error correction codes like the surface code aim to counteract noise, but they require a
large number of physical qubits to protect just a few logical qubits, further emphasizing how
deeply quantum noise constrains system design.

Types of quantum noise include:

a) Thermal Noise: Caused by fluctuations in temperature. It Can cause qubits to flip randomly
(bit-flip errors) or change phase (phase-flip errors).
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b) Gate Noise: Arises from imprecise control over quantum gates, Imperfect calibration leads to
small but accumulating errors during gate operations.

c) Measurement Noise: Occurs when reading out the quantum state. Detectors may misidentify
the qubit state due to limitations in resolution or interference.

d) Crosstalk: When operations on one qubit unintentionally affect another nearby qubit.
Noise models are often described using quantum channels such as:

. Bit-flip channel

. Phase-flip channel

. Depolarizing channel

Quantum systems are highly susceptible to noise due to their continuous, analog nature and the
lack of built-in error correction as in classical digital systems.

3. Control: The Precision Engineering of Quantum Gates

Definition: Quantum control refers to the ability to precisely manipulate and guide the behavior
of quantum systems to achieve desired states or perform specific operations.

Control systems must not only address individual qubits but also coordinate entanglement
operations between multiple qubits often requiring synchronization at the nanosecond scale.

» Controlling quantum systems with high precision is extremely difficult and crucial for
reliable computation.

Control challenges include:

a) Precision Requirements: Quantum gates must operate at near-perfect fidelity. Even tiny
Inaccuracies can cause errors that propagate throughout a quantum circuit.

b) Timing and Synchronization: Operations must be perfectly timed to avoid decoherence
or errors. Delays or jitter can desynchronize qubits and destroy quantum correlations.

¢) Isolation vs. Accessibility: Qubits must be isolated from environmental noise but
accessible for operations and measurements. This duality is difficult to achieve and
maintain.

d) Scalability: As the number of qubits increases, maintaining uniform control and
minimizing crossqubit interference becomes exponentially more difficult.
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In essence, the fragility of quantum systems due to decoherence and noise presents a
significant challenge to harnessing their potential for transformative technologies like
quantum computing. However, advances in quantum control, error correction, and noise
mitigation strategies offer a promising path toward overcoming these challenges and
unlocking the full capabilities of quantum systems .

3.3 Conditions for a functional quantum system: Isolation, Error
management, Scalability, Stability

To build a functional quantum system especially for quantum computing a number of strict
conditions must be met. These are often summarized as the DiVincenzo Criteria, proposed
by physicist David DiVincenzo, which outline the fundamental requirements for a practical
quantum computer.

Here’s a comprehensive breakdown of the key conditions for a functional quantum system:

1. Well-defined Qubits : A quantum system must have clearly defined two-level quantum
states that act as qubits (quantum bits). These states (e.g., |0) and |1)) must be distinguishable
and controllable.

Examples: Spin states of an electron, energy levels of an ion, superconducting loops.

2. Long Coherence Time :Qubits must maintain their quantum state (coherence) long
enough to perform computations. Coherence time (T2) must be significantly longer than the
time it takes to perform quantum gate operations. High coherence ensures the integrity of
superposition and entanglement.

3. Universal Set of Quantum Gates :The system must support a set of quantum gates that
can perform arbitrary operations on qubits.

This usually includes:
. Single-qubit gates (e.g., Hadamard, Pauli-X)
. At least one entangling two-qubit gate (e.g., CNOT)

Together, these gates must form a universal set, enabling the construction of any quantum
algorithm.

4. Qubit-Specific Measurement Capability :It must be possible to measure the state of
individual qubits without disturbing others. Measurement should yield reliable classical
outcomes corresponding to quantum basis states.

5. Scalable Architecture :The system must allow for the integration of many qubits (tens to
thousands or more) without excessive overhead or noise. Scalability involves both hardware
and control systems, requiring modularity and fault-tolerance.
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6. Error Correction and Fault Tolerance :The system must support quantum error
correction to counteract decoherence and noise. Error correction requires additional qubits
(logical qubits encoded in many physical ones) and complex operations.

7. Interface for Input and Output :The system should be able to take classical inputs,
execute quantum instructions, and return classical outputs after quantum measurements. This
involves control electronics, classical computers, and user interfaces.

3.3.1 Isolation: Shielding Qubits from the World

Isolation is one of the most fundamental prerequisites for a functional quantum system.
Qubits must be completely isolated from environmental disturbances in order to maintain
their fragile quantum states.

Even the tiniest interaction with the outside world such as stray electromagnetic waves,
temperature fluctuations, air molecules, or mechanical vibrations can cause the qubit to lose
coherence, the key property that enables quantum superposition and entanglement. This
process, known as decoherence, is the primary threat to accurate quantum computation.

To combat this, quantum systems are built in highly controlled environments: ultra-high
vacuum chambers, cryogenic systems operating near absolute zero, and magnetically shielded
rooms.

Example:superconducting qubits are kept at millikelvin temperatures using dilution
refrigerators to eliminate thermal energy, while trapped-ion systems are held in electromagnetic
fields within vacuum chambers to prevent collisions. Without such extreme isolation, qubits
would interact with external noise and collapse into classical states, making quantum
computation unreliable or impossible.

Note: “Millikelvin temperatures” means extremely cold temperatures, just a tiny fraction
above absolute zero (0 Kelvin).

e 1 millikelvin (mK) = 0.001 Kelvin
o Absolute zero =0 K (—273.15 °C)

3.3.2 Error Management: Handling the Fragility of Quantum Information
Error management in quantum systems is significantly more complex than in classical
systems due to the nature of quantum information. In classical computing, errors like bit-
flips can often be corrected using redundancy and parity checks. In contrast, quantum
errors involve more than just flipping bits they include phase errors, amplitude
damping, and crosstalk, all of which must be detected and corrected without measuring
or collapsing the quantum state.
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e Phase errors :Errors that disturb the relative phase between qubit states, causing
loss of coherence.

e Amplitude damping :Error where a qubit loses energy and relaxes from the
excited state |1)to the ground state |0).

e Crosstalk :Undesired interaction where the control or operation on one qubit
unintentionally affects neighboring qubits.

This is where Quantum Error Correction (QEC) comes into play, QEC encodes a single
logical qubit across multiple physical qubits, allowing the system to detect and correct errors by
measuring ancillary qubits without directly disturbing the encoded quantum information.

One popular method is the surface code, which provides robustness against local errors and is
scalable for large systems. However, implementing error correction requires a large overhead to
protect a single logical qubit, dozens to hundreds of physical qubits may be needed.

The goal of error management is to reach the fault-tolerant threshold, where the rate of error
correction exceeds the rate of error occurrence, allowing quantum algorithms to run reliably for
extended periods.

3.3.3 Scalability: From a Few Qubits to Millions

Scalability is the bridge between experimental quantum computers and useful, industry-grade
quantum machines. Current quantum computers can control a few dozen to a few hundred qubits,
but solving real-world problems like breaking RSA encryption or simulating complex molecules
may require thousands to millions of qubits. To scale quantum systems to this level, the entire
architecture must be designed to support modular, repeatable, and interconnected qubit arrays.

Rivest—Shamir—Adleman(RSA) Encryption:

RSA is a public-key cryptography system used to secure data like passwords, banking info, and
digital communications.It is secure because factoring very large numbers is hard for classical
computers, but quantum computers (using Shor’s algorithm) could break it efficiently.

This means the hardware, control electronics, error correction protocols, and communication
interfaces must be extensible without exponential increases in complexity or cost. One of the
challenges in scaling is that as the number of qubits grows, so does the cross-talk between them,
making control more difficult. Moreover, physical space, cooling infrastructure, and signal
routing become bottlenecks. Technologies like quantum interconnects, quantum buses, and
distributed quantum computing (where multiple quantum processors are networked) are being
explored to overcome these limitations. A scalable quantum system must not only add more
qubits, but also maintain their fidelity, coherence, and manageability as the system grows.
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3.3.4 Stability: Ensuring Long-Term Reliability and Repeatability

Stability is the foundation upon which quantum computing must rest if it is to become widely
adopted. A functional quantum system must not just perform one accurate computation it must
consistently deliver high-fidelity results across repeated operations, over extended time periods,
and under varying physical conditions. This requires both physical stability of the hardware and
logical stability of the quantum operations. Physical stability involves minimizing” thermal drift,
vibrations, and electromagnetic fluctuations™, all of which can disturb the qubit environment.

e Thermal drift :Small, unwanted changes in a system’s behavior due to temperature
variations.

e Vibrations : Physical shaking or oscillations that disturb sensitive equipment or qubits.

o Electromagnetic fluctuations : Random changes in electric or magnetic fields that
interfere with quantum states.

Logical stability, on the other hand, demands that quantum gates behave predictably and
reproducibly with minimal error, despite operating in a probabilistic framework.

Stability also requires:

o Preventing long-term wear or degradation of materials.

o Keeping control systems properly calibrated.

« Using feedback loops to detect and correct errors or drifts automatically.
Without stability, quantum computers cannot:

o Scale up to larger systems.

« Be useful for real applications.

» Be trusted to run complex algorithms.

Therefore, stability is a non-negotiable requirement for building fault-tolerant, large-scale
quantum computers.

Theoretical barriers

Building a functional, scalable, and reliable quantum computer involves not just engineering
challenges, but also profound theoretical barriers that stem from the fundamental nature of
quantum mechanics.
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3.4 Why Maintaining Entanglement Is Difficult?

Entanglement is a cornerstone of quantum computing allowing qubits to be deeply correlated
in ways that classical bits can never be. However, maintaining entanglement between qubits
is one of the most fragile and technically demanding aspects of building a quantum computer.

Environmental Interference (Decoherence)

e Sensitivity:Entangled particles exist in complex quantum states that are easily disrupted
by interactions with their surroundings.

e Environmental Noise:Even slight interactions with "large, hot stuff" like air molecules or
experimental equipment can destroy the entanglement.

e Spontaneous Entanglement:In contrast, a more philosophical perspective suggests that
entanglement is a natural property and that it is difficult to maintain pure, isolated states
for long because everything tends to get entangled with its environment.

The Measurement Problem

e Collapsing States:Measuring an entangled particle collapses its quantum state, and this
collapse instantaneously affects its partner.

e Fundamental Nature:Understanding this process and how it "breaks" entanglement is a
key area of ongoing research in quantum mechanics.

Distance and Distribution
There is theoretically no limit to the distance that entangled particles can travel, but
practically, distance exacerbates decoherence through the loss and noise of transmission

channels. Therefore, to distribute entanglement over large distances, techniques like quantum
repeaters, which use quantum memories and entanglement swapping, are necessary to
overcome these challenges.

SPOOKY ACTION AT A DISTANCE

OBSERVELY AFFECTELD

» Entanglement Connection :The two particles (blue and red spheres) are entangled,
meaning their states are strongly correlated, even when separated by distance.
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> Observation Effect : The left particle is marked as “Observed.” Measuring or changing
its state instantly influences the other particle.

> Instantaneous Correlation :The right particle is labeled “Affected,” showing that its state
changes in response to the observed particle without any direct physical signal.

» Spooky Action :The wavy line between them symbolizes Einstein’s phrase “spooky
action at a distance”, describing how entangled particles remain linked beyond classical
physics.

» Non-locality :The diagram emphasizes that quantum mechanics allows correlations that
classical systems cannot explain, forming the foundation of quantum communication and
quantum computing.

Moreover, the more qubits you entangle, the harder it becomes to keep them stable over time and
across physical distance. Entanglement also requires precise synchronization between qubits,
often involving laser pulses, microwave signals, or magnetic fields that must be coordinated to
near perfection. Without reliably maintaining entanglement, the very foundation of quantum
computing collapses.

Error Correction as a Theoretical Necessity

Quantum Error Correction (QEC) is a theoretical necessity for fault-tolerant quantum

computing because qubits are highly susceptible to errors like bit-flips and phase-flips, and
the no-cloning theorem prevents simple replication of quantum states. QEC codes encode a

"logical qubit" across many "physical qubits," using redundancy to detect and correct errors
without disturbing the quantum information. While QEC requires significant hardware overhead,
it is the only path to scaling quantum computers to perform complex calculations reliably,
making it a foundational aspect of future quantum architectures.
Why QEC is a Necessity
e High Error Rates and Noise:Quantum systems are inherently noisy, with qubits prone to
different error types (bit-flips, phase-flips, combined errors) that can quickly propagate
and corrupt computations.
¢ No-Cloning Theorem:Unlike classical systems, the quantum no-cloning theorem
prevents unknown quantum states from being copied, ruling out simple replication as a
method for data protection.
e Fragile Quantum States:The quantum state of a qubit is fragile and easily collapses
when measured. QEC must correct errors indirectly without directly measuring and
destroying the encoded information.

How QEC Works

¢ Redundant Encoding: A logical qubit's information is encoded redundantly across
multiple physical qubits using QEC codes like the Shor, Steane, or surface codes.

Gomathi.k 11 Dept.Of CSE




¢ Syndrome Measurement: Ancillary (helper) qubits are used to perform syndrome
measurements, which detect errors by identifying deviations from the expected state
without measuring the logical qubit itself.

Note: Ancillary qubits (often called ancilla qubits or helper qubits) are extra qubits added to

a quantum circuit that do not store computational information directly but are used to assist in

operations such as error detection, error correction, or intermediate calculations.

e Correction:Based on the syndrome measurement results, corrective operations are applied
to the physical qubits to restore the logical qubit to its correct state.

Challenges in Implementing QEC

e Massive Overhead:Implementing QEC requires a large number of physical qubits to
encode a single logical qubit, sometimes dozens or hundreds.

e Hardware Demands:This high overhead places significant demands on quantum
hardware and control systems, pushing the boundaries of current technology.

e Theoretical Foundation for Fault Tolerance:Despite the challenges, robust and scalable
QEC 1s the only theoretical pathway to achieving fault-tolerant quantum computing,
where computations can continue reliably despite constant noise.

Fault-tolerant quantum computing where computations can proceed indefinitely despite
the presence of noise and imperfections is only achievable through robust and scalable
error correction, making it a foundational element of any future quantum architecture.

Quantum Hardware Platforms (Brief Conceptual Comparison)

There is no single way to build a quantum computer. Instead, several hardware platforms
have been developed, each with unique advantages and limitations. The three most
prominent approaches are Superconducting Circuits, Trapped Ions, and Photonic
Systems.

e Superconducting Circuits : (used by companies like Google and IBM) rely on
electrical circuits operating at extremely low temperatures to eliminate
resistance. They provide fast gate speeds and are compatible with semiconductor
technologies, but face challenges such as short coherence times and complex
control requirements.

e Trapped lIons: (used by IonQ and Honeywell) store individual atoms in
electromagnetic fields and manipulate them using lasers. These systems achieve
long coherence times and high fidelity, but their gate operations are slower, and
scaling up is difficult due to the complexity of ion control.

e Photonic Systems: (explored by Xanadu and PsiQuantum) use photons as qubits.
They are naturally robust to environmental noise and excellent for quantum
communication, but struggle with the generation and interaction of photons on
demand.
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Superconducting Circuits

Superconducting circuits use superconducting materials cooled near absolute zero to
create transmon qubits for quantum computers, leveraging their zero electrical resistance
to enable quantum phenomena like superposition and entanglement. While they are fast,
use existing fabrication methods, and integrate well with classical electronics,
superconducting systems suffer from short coherence times (microseconds), high
cryogenic infrastructure costs, and susceptibility to crosstalk and noise. Despite these
drawbacks, they are a leading platform for scalable quantum processors due to ongoing
improvements in coherence and error correction.

The 3 Main Types of Superconducting Qubits

Charge Qubit Phase Qubit Flux Qubit
® Q.. l

g C, Vu-:": E, I, E, @ l,

Superconducting qubits are divided into three main types, namely: charge qubit, phase
qubit, and flux qubit. The three types of qubits are distinguished from each other
according to the ratio of Josephson energy Ej; (i.e. the energy stored in a Josephson
junction in the event of a supercurrent passing through it) to charge energy Ec (i.e. the
energy stored in the electrical field between the plates of the capacitor). The ratio
determines whether the behavior of the qubit is governed by phase fluctuations or charge
fluctuations.

How They Work

Superconductivity:Certain materials, when cooled to ultra-low temperatures (near
absolute zero), lose all electrical resistance.

Qubits:In this state, these materials are used to form "artificial atoms" or qubits,
specifically transmon qubits, which can exist in multiple quantum states simultaneously.

Quantum Effects:The zero resistance allows for quantum effects like superposition and
entanglement to be maintained for computations.

Control:Microwave pulses are used to manipulate these qubits, allowing for operations
within the quantum computer.
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Josephson Junctions:These circuits often incorporate Josephson junctions, which are
barriers between superconductors that allow quantum currents to tunnel through without
voltage.

Advantages

e Maturity: They are considered the most commercially mature quantum hardware
platform to date.

e Fabrication: They can be manufactured using existing chip-making technologies.

o Integration: Easily integrated with classical electronics for control and readout.

e Speed: Operations with these qubits are relatively fast.

Disadvantages

e Cryogenic Cooling:Requires complex, costly infrastructure to maintain the near-
absolute-zero temperatures needed.

e Short Coherence Times:Qubits lose their quantum behavior relatively quickly,
limiting the complexity of operations.

e Noise and Crosstalk:The quantum state is fragile and susceptible to noise and
interference from neighboring qubits, which becomes a greater issue with more
qubits.

Trapped Ions

Trapped ion quantum computers use ions (charged atoms) as qubits, suspended and
manipulated with lasers in electromagnetic fields. They offer long coherence times,
naturally identical qubits for reliable error correction, and high-accuracy gates, making
them suitable for fault-tolerant quantum computing. However, their slower operation,
challenges with scaling, and complex control systems currently limit their large-scale
deployment, favoring them for small- to medium-scale applications.

Trapped Ions

phonon

readout

laser

<«
qubit

11)
Quanfum computing

Fig: Working of Trapped Ions
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Trapped-Ion Quantum Computing — Working

1. Ions as Qubits:In trapped-ion quantum computing, ions (charged atoms) are
confined using electromagnetic fields. The qubit is represented by the ions’ internal
energy levels. the ground state |0)and the excited state |1).

2. Laser Manipulation:Lasers are used to control and manipulate qubits. They can
switch ions between |0)|and |1), or place them in superposition. Lasers also connect
the ion states with their collective vibrations (phonons) to enable entanglement.

3. Cooling:To maintain stability, ions are subjected to laser cooling, which reduces
thermal motion. This keeps the ions nearly motionless and ensures high precision in
quantum operations.

4. Entanglement via Phonons:Ions interact through shared vibrational modes
(phonons). By controlling these vibrations with lasers, multiple ions can be entangled,
allowing the implementation of quantum logic gates.

5. Readout (Measurement):The final state of each ion is measured using laser
fluorescence. An ion in state |1)appears bright (emits light), while an ion in state |0)
remains dark. This provides a reliable readout of qubit states after computation.

Challenges:

e Slower Operation:Gate operations take microseconds to milliseconds, which is a
slower pace compared to other qubit technologies.

e Scalability:Controlling an increasing number of ions becomes exponentially
harder, presenting significant challenges for building large-scale processors.

e Complex Infrastructure:The system requires sophisticated and complex laser

control systems and has a large physical footprint, making large-scale deployment
difficult.

Applications:

¢ Quantum Simulation and Error Correction:Their high fidelity makes them
excellent for demonstrating fundamental quantum algorithms, including quantum
error correction codes.

e Quantum Sensing and Communication:Trapped ion technology also has
applications in other quantum technologies.

Photonics

Photonic quantum computing uses photons as qubits for fast, robust quantum
communication and computation, benefiting from their natural resistance to noise and
ability to operate at room temperature. Key advantages include immunity to
environmental disturbances, encoding information in properties like polarization or path,
and integration with existing fiber optic networks, which is crucial for a future quantum
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internet. However, challenges remain in generating single photons, routing them
precisely, and forcing them to interact for two-qubit gates. Despite these hurdles,
advances in integrated photonics and optical chips are making photonic systems
increasingly practical for communication-focused applications.

Advantages

e Robustness to Noise:Photons are less susceptible to environmental noise and
decoherence compared to matter-based qubits, making them inherently resilient.

e Speed and Communication:As photons travel at the speed of light, photonic
systems are ideal for fast quantum communication, forming the basis of a future
quantum internet.

e Room Temperature Operation:Photonic systems can operate at room
temperature, simplifying hardware requirements compared to other modalities that
demand extreme cooling.

o Integration:Advances in integrated photonics allow for complex optical circuits
to be built on chip surfaces, reducing production costs and development time by
leveraging existing semiconductor infrastructure.

Challenges

e Single Photon Generation:Generating individual photons on demand with high
precision is a complex technical feat.

e Photon Interaction:Photons do not naturally interact, necessitating advanced
techniques like nonlinear optical components or measurement-based schemes to
perform two-qubit gates.

e Routing and Control:Precisely routing photons through optical circuits and
manipulating their quantum states requires highly sophisticated and advanced
technologies.

Current and Future Applications

e Quantum Communication:Photonic systems are well-suited for building the
quantum internet due to the high speed and long-distance capabilities of photons.

¢ Quantum Simulation:They can also be used to emulate and study complex
quantum systems in fields like chemistry, physics, and medicine.
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3.5 Vision vs. Reality
What’s Working and What Remains Elusive

Quantum computing shows promise for solving intractable problems in fields like cryptography,
material science, and machine learning, but practical, universal applications remain

elusive. Today's Noisy Intermediate-Scale Quantum (NISQ) devices are error-prone, lack fault
tolerance, and have insufficient qubits for large-scale tasks, with scalability, reliability, and
robust error correction still requiring significant advances. While foundational concepts are
validated and progress is rapid, the technology is still in its early stages, with a substantial gap
between theoretical potential and current capabilities.

What's Working

Proof-of-Concept Demonstrations:Significant progress includes Google's 2019 demonstration
of quantum supremacy on a specific task, though these achievements are primarily academic.
Algorithmic Potential: Quantum algorithms like Shor's and Grover's demonstrate theoretical
advantages in areas like factoring large integers and searching databases.

Foundational Concepts:The underlying principles of quantum computation have been
validated.

Rapid Progress:The field is evolving quickly, with continuous advancements in hardware and
theory.

What Remains Elusive

Scalability and Reliability:Current quantum devices lack the thousands or millions of high-
fidelity qubits needed for most real-world applications.

Fault Tolerance and Error Correction:Noisy Intermediate-Scale Quantum (NISQ) systems are
error-prone, and developing robust error correction for large-scale systems remains a major
challenge.

High-Fidelity Qubits:Practical applications require large numbers of perfect, high-fidelity
qubits, which are not yet available.

Practical Quantum Advantage:Achieving "quantum advantage" for practical, industry-relevant
problems is still out of reach.

Decoherence and Coherence Times:Issues like decoherence, error rates, and short coherence
times limit the utility of current systems.

Hardware Limitations:Current hardware cannot yet perform the thousands of perfect gate
operations required by many quantum algorithms.
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key areas of growth and research

Cuanturm

Future
directions of
Quantum Algorithms
Computing
Suanturn
Metworking
Hybrid
Computing

» Scaling up focuses on building larger quantum systems with more stable qubits.

» Error correction and quantum algorithms aim to improve reliability and computational
efficiency.
» Quantum networking, hybrid computing, and quantum sensing expand applications
beyond standalone processors.
» Quantum simulation and quantum AI explore solving complex problems and enhancing
artificial intelligence through quantum advantages.
Therefore, although the foundational concepts have been validated, practical, industry-relevant
quantum applications are still largely out of reach. The field is progressing fast, but the gap
between visionary expectations and current technological maturity is still substantial.
The Role of Quantum Software in Managing Theoretical Complexities
Quantum software addresses theoretical complexities by leveraging quantum phenomena like
superposition and entanglement to process information in novel ways, enabling exponential
speed-ups for problems intractable on classical computers, particularly in areas like quantum
simulation, machine learning, optimization, and cryptography. By developing quantum
algorithms and programming languages, this software creates new computational methods to
solve complex real-world challenges in materials science, drug discovery, finance, and more.
How Quantum Software Manages Complexities
¢ Quantum Phenomena:Quantum software utilizes quantum mechanical principles, such
as superposition (allowing qubits to represent multiple states simultaneously) and
entanglement (linking qubits so their states are correlated), to process vast amounts of data
and perform calculations that are exponentially faster than classical computing for specific
types of problems.
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Quantum Algorithms:Specific quantum algorithms are designed to exploit these
quantum effects to solve problems that are beyond the capability of classical
computers. Examples include algorithms for:

Quantum Programming:This involves creating software tools, frameworks, and
programming languages to write and execute algorithms on quantum hardware. This
allows for:

Key Applications
Quantum software promises to revolutionize various fields by managing complex theoretical
problems:

a)
b)
c)

d)

Materials Science and Chemistry:Simulating complex molecular structures to design
new materials with desired properties.

Drug Discovery: Accelerating the development of new drugs by understanding complex
molecular interactions.

Finance:Developing more sophisticated financial models and optimizing complex
portfolios.

Logistics and Optimization:Improving routing and operational efficiencies for complex
supply chains and networks.

Artificial Intelligence:Powering next-generation Al that can learn from and process
massive datasets more effectively.

In essence, quantum software is not just a support tool it is a core enabler of
quantum computation, helping manage the complexities that come from both the
theory and the limitations of physical systems. It transforms quantum computers

from abstract theoretical models into usable, programmable machines and will
continue to play a pivotal role as the technology matures.
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Unit- 4

Quantum Communication and Computing — Theoretical
Perspective

Quantum vs Classical Information, Basics of Quantum Communication, Quantum
Key Distribution (QKD),Role of Entanglement in Communication, The Idea of the
Quantum Internet — Secure Global Networking, Introduction to Quantum
Computing, Quantum Parallelism (Many States at Once),Classical vs Quantum
Gates, Challenges: Decoherence and Error Correction, Real-World Importance and
Future Potential .

4.1 Quantum vs Classical Information

Classical information uses bits (0 or 1) and forms the foundation of modern
computing, as described by Claude Shannon’s information theory. It is
deterministic, stable, can be copied or measured without disturbance, and is
reliably transmitted through channels like fiber optics and radio waves. In contrast,
quantum information uses qubits, which can exist in superposition (0 and 1 at
once) and exhibit entanglement, enabling correlations beyond classical limits.
While this gives quantum systems the potential for immense computational power
and secure encryption, quantum information is fragile, cannot be cloned, and is
easily disturbed by noise and measurement. Thus, classical information is well-
established and reliable, whereas quantum information is still developing but
promises revolutionary advancements.

Aspect Classical Information Quantum Information
Representation of | Uses bits (0 or 1). Uses qubits (0, 1, or
Information Operates with logic gates | superposition). State defined
(AND, OR, NOT). by probability amplitudes.
Superposition & | Abitis only O or 1. Qubits can exist in multiple
Parallelism Computations are states simultaneously. An n-
sequential (unless using | qubit system can represent 2"
parallel processors). states at once.
Entanglement Bits act independently Qubits can be entangled,
unless connected by creating correlations even at

logic. large distances.
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Measurement &

Measuring a bit simply

Measuring a qubit collapses

Observation reveals its state (0 or 1), | superposition into O or 1,
unchanged. destroying the original state.

Copying & Bits can be freely copied | No-cloning theorem: qubits

Cloning (backup, replication, cannot be copied exactly.
transmission).

Error Correction
& Stability

Mature error correction
(redundancy, parity,
ECCO).

Qubits are fragile, prone to
decoherence. Quantum error
correction is complex (e.g.,
surface codes).

large-scale infrastructure.

Computational Efficient for general- Outperforms classical in
Power purpose tasks and specific tasks (e.g., Shor’s,
everyday computing. Grover’s, quantum
simulations).
Communication Classical channels Quantum communication
& Security vulnerable to enables QKD, offering
eavesdropping, rely on provably secure
encryption schemes. communication.
Physical Bits realized using Qubits realized in
Implementation voltage levels in superconducting circuits,
transistors. Stable, trapped ions, photons, spins,
scalable, energy-efficient. | each with trade-offs.
Development & Fully mature field, Still emerging, with rapid
Maturity globally adopted with progress but scalability and

fault tolerance remain
challenges.

4.2 Basics of Quantum Communication

Quantum communication is a cutting-edge field that leverages the principles of
quantum mechanics to transmit information securely and efficiently. Unlike
classical communication, which uses electrical signals or light pulses to represent

bits (0s and 1s), quantum communication uses qubits, often encoded in photons.
These qubits can exist in superposition states, enabling the encoding of more

complex information.
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The core advantage of quantum communication lies in its inherent security—
thanks to principles like the Heisenberg Uncertainty Principle, any attempt to
measure or intercept a quantum state inevitably disturbs it, making eavesdropping
detectable. Quantum communication is particularly useful for applications such as
secure transmission of sensitive information, quantum internet, and distributed
quantum computing. However, long-distance transmission is still a challenge due
to photon loss in optical fibers and the fragility of quantum states, which is why
technologies like quantum repeaters are under development.

Definition: Quantum communication is the process of transferring information
using quantum states such as qubits, often carried by photons.

Security: Inherent security arises because quantum states cannot be measured or
cloned without altering them (Heisenberg Uncertainty Principle and No-Cloning
Theorem).

Medium: Photons are typically used for quantum communication because they
travel at the speed of light and are less prone to environmental noise.

Applications: Includes secure data transmission, quantum internet, satellite
communication, and distributed quantum computing.

Challenges: Quantum signals degrade over long distances due to photon loss and
decoherence. Solutions like quantum repeaters are under research.

4.3 Quantum Key Distribution (QKD)

Quantum Key Distribution (QKD) is one of the most practical and successful
applications of quantum communication. It allows two parties (commonly called
Alice and Bob) to generate a shared secret key over an insecure channel in such a
way that any eavesdropper (Eve) attempting to intercept the communication will
inevitably be detected. The most famous QKD protocol is BB84, introduced by
Charles Bennett and Gilles Brassard in 1984.

In QKD, quantum bits are transmitted using properties such as polarization of
photons. Because measuring a quantum state disturbs it, any unauthorized
observation changes the state of the qubits, thus alerting the legitimate users. After
transmission, Alice and Bob compare a subset of their bits to detect any
discrepancies. If the error rate is below a threshold, the key is considered secure.
QKD is unconditionally secure in theory, relying not on computational hardness
but on the laws of quantum physics. It is already being used in sectors like
banking, defense, and government communication in some countries.
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Steps in QKD:
1. Quantum Transmission

In this stage, the sender (Alice) encodes information into qubits, usually using the
polarization, spin, or phase of photons. These qubits are then sent to the receiver
(Bob) through a quantum channel such as optical fiber or free-space links.
Because of quantum principles, any attempt at interception will disturb the qubits,
making eavesdropping detectable.

2. Measurement and Sifting

The receiver (Bob) measures the incoming qubits using randomly chosen
measurement bases. Since Alice and Bob may use different bases, not all
measurements will match. They communicate over a classical public channel to
compare which bases they used. Only the results obtained from matching bases are
kept, while the others are discarded in the sifting process.

3. Error Checking

To ensure security, Alice and Bob publicly compare a portion of their sifted key. If
the error rate is low, the mismatches are assumed to be caused by noise in the
channel. However, if the error rate is too high, it signals possible eavesdropping
(by Eve), and the transmission is discarded. This step is crucial for detecting
intrusions.

4. Key Extraction

Once errors are checked, Alice and Bob apply error correction techniques to
reconcile any small differences in their remaining data. They also perform privacy
amplification to remove any partial information that an eavesdropper may have
gained. The final result is a shared secret key, which is completely secure and can
be used for encryption methods such as a one-time pad.

4.4 Role of Entanglement in Communication

Entanglement's core role in quantum communication lies in creating secure,
instantaneous correlations between distant particles, enabling protocols like
Quantum Teleportation (transferring quantum states), Device-Independent
Quantum Key Distribution (secure key generation without trusting devices), and
Entanglement Swapping (building robust quantum networks for a quantum
internet). Despite its fragility due to decoherence and environmental noise,
researchers are developing quantum repeaters to maintain these crucial correlations
for reliable communication.
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Key Applications:

¢ Quantum Teleportation:This process uses entanglement to transmit a
qubit's quantum state from one location to another without physically
moving the qubit itself.

e Device-Independent QKD:Entanglement ensures the security of the
cryptographic keys by linking the security of the key distribution to the
fundamental laws of quantum mechanics, allowing for detection of any
eavesdropping attempts.

e Entanglement Swapping:This technique extends entanglement over long
distances by creating entangled pairs across multiple nodes, forming the
backbone of a future quantum internet.

e Secure Quantum Communication:Entanglement is a fundamental resource
for other secure quantum communication protocols, such as quantum dense

coding and quantum secret sharing.
Challenges and Solutions:

e Fragility & Decoherence:Entanglement is susceptible to decoherence, the
loss of quantum correlations, due to environmental noise, especially over
long distances.

¢ Quantum Repeaters:Rescarchers are developing quantum repeaters to
combat decoherence by generating and distributing stable, long-lasting
entangled pairs, which are essential for reliable long-distance quantum
communication.

Fundamental Principles:

e Instantaneous Correlation:Entangled qubits are so deeply connected that a
measurement on one instantly influences the state of the other, regardless of
the distance separating them.

e Non-classical Information:The information that particles share through
entanglement is non-classical, which is what gives rise to quantum
communication's unique properties.

4.5 The Idea of the Quantum Internet — Secure Global Networking

The quantum internet aims to create a global network that transmits qubits
instead of classical bits, enabling secure and powerful communication. Using
principles like entanglement, it supports advanced functions such as quantum
teleportation and device-independent QKD. Its biggest advantage is unbreakable
security, since any eavesdropping disturbs quantum states and is detectable.
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Beyond security, it could link quantum computers worldwide, enabling distributed
quantum computing.

However, building it is difficult due to qubit fragility and the no-cloning theorem,
which prevents the use of classical repeaters. Solutions like quantum repeaters,
entanglement swapping, and quantum memory are being developed. Early
progress, such as China’s satellite-based QKD, shows its potential. In the future,
the quantum internet could enable secure banking, tamper-proof voting, cloud
quantum computing, and advanced encryption, marking a major leap in global
communication.

4.5.1 What Is the Quantum Internet?

A proposed global network that uses quantum communication protocols to transmit
qubits instead of classical bits. It connects quantum devices (like sensors,
computers, and communication nodes) using principles of quantum mechanics
mainly entanglement and superposition.

Core Technologies
Qubits: Basic units of quantum information (photons, ions, electrons).

Quantum Entanglement: Allows distant qubits to be correlated in a way
that classical systems can't replicate.

Quantum Teleportation: Transfers quantum states across the network
using entangled particles.

Quantum Repeaters: Special nodes that extend communication distances
by performing entanglement swapping and storing qubit states in quantum
memory.

Unbreakable Security

¢ Quantum Key Distribution (QKD): Enables users to exchange
encryption keys securely.

e Eavesdropping alters the quantum state, making intrusion detectable.

e Prevents cyber-attacks like man-in-the-middle or signal interception
that are common on the classical internet.

Applications of the Quantum Internet

Secure Communication: Military, government, and corporate data can be
transmitted without risk of decryption.
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Quantum Cloud Computing: Remote users access quantum computing
resources via entangled connections.

Quantum Sensor Networks: Synchronizing ultra-precise quantum sensors
over large distances for environmental monitoring or space exploration.

Global Developments and Initiatives

China’s Micius Satellite: Demonstrated QKD between ground stations
1,200 km apart via satellite.

EU’s Quantum Flagship Program: Investing heavily in quantum network
research.

U.S. Quantum Internet Blueprint: A federal strategy to build a national
quantum communication backbone.

The Future Vision

o A fully secure, tamper-proof internet with global reach.

e The merging of classical networks and quantum backbones, creating
hybrid communication systems.

e (Connecting quantum computers, quantum sensors, and quantum users
around the world to form the foundation of a new digital age.

4.6 Introduction to Quantum Computing

Quantum computing is a revolutionary paradigm that harnesses the strange and
powerful principles of quantum mechanics to process information in fundamentally
new ways. Unlike classical computers, which use bits (0s and 1s) as the basic unit
of data, quantum computers use qubits quantum bits that can exist in superposition
of both 0 and 1 at the same time. This property allows quantum computers to
perform many calculations in parallel. Furthermore, qubits can be entangled,
meaning the state of one qubit is linked to the state of another, no matter the
distance. These features enable quantum computers to solve certain problems much
faster than classical computers.

Key Features of Quantum Computing

e Superposition:
A qubit can exist in multiple states at once.
Example: Imagine flipping a coin. A classical bit is either heads (0) or tails
(1). A qubit is like the coin spinning in the air it’s both heads and tails until
measured.
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o Entanglement:
Two qubits can become linked. If one changes, the other instantly changes,
even if they’re far apart.
Example: Think of two dice magically connected if one shows a 6, the other
automatically adjusts, no matter the distance.

4.7 Quantum Parallelism (Many States at Once)

Quantum parallelism enables quantum computers to evaluate multiple states
simultaneously by leveraging the principle of superposition, where qubits represent
0, 1, or both simultaneously. A system of qubits can represent states concurrently,
allowing quantum algorithms to process massive amounts of data at once, offering
potential exponential speedup over classical, sequential computing.

Key Aspects of Quantum Parallelism:

o Superposition Mechanism: Unlike classical bits (0 or 1), a quantum bit
(qubit) exists in a state a|0) + B|1), a linear combination of basis states.

« Exponential State Representation: A single quantum operation applied
to qubits in superposition can operate on basis states at once, not just a
single state as in classical computing.

o Limitation in Access: While all possible inputs are computed
simultaneously, measuring the qubits collapses them into one state, losing
the parallel results.

Challenges and Realities:

o Decoherence: Maintaining qubit stability (coherence) is difficult, and noise
can cause errors in calculation.

o Not All-Powerful: Quantum parallelism does not allow for a general-
purpose "do everything at once" scenario; it requires specially designed
quantum algorithms.

4.8 Classical vs Quantum Gates

In classical computing, logic gates are simple devices that perform operations on
one or more bits, such as AND, OR, and NOT gates. These gates are deterministic
and irreversible in many cases once a bit is processed, its previous state may be
lost. Classical gates manipulate bits using electrical circuits and are limited to
binary state changes. In contrast, quantum gates operate on qubits and follow the
rules of unitary transformations, which are linear and reversible operations.
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Common quantum gates include the Hadamard gate (which puts a qubit into
superposition), the Pauli-X gate (quantum equivalent of NOT), and the CNOT gate
(a two-qubit gate used in entanglement).

Unlike classical gates, quantum gates can perform operations that involve rotating
states on the

Bloch sphere, enabling complex manipulations of quantum states. Also, quantum
gates must be reversible, which means the input can always be retrieved from the
output. This is essential because information loss would violate quantum
mechanics. Quantum circuits are composed of sequences of such gates, and their
combined behavior enables quantum algorithms that can outperform classical
counterparts in specific tasks.

Feature Classical Gates Quantum Gates

Operate On Bits (O or 1) Qubits (superpositions)

Examples AND, OR, NOT, NAND Hadamard, Pauli-X, CNOT, T-gate

Reversibility | Often irreversible Always reversible (unitary
operations)

State Binary states Complex vectors on the Bloch

Representation sphere

Information Not always preserved Always preserved (no information

Preservation loss)

Entanglement | Not possible Possible with multi-qubit gates

Capability

Parallelism No (sequential processing) Yes (superposition + interference)

4.9 Challenges: Decoherence and Error Correction

One of the most critical challenges in quantum computing is decoherence, which
refers to the loss of quantum information due to the interaction of a qubit with its
surrounding environment. Qubits are extremely delicate they must be isolated from
vibrations, temperature fluctuations, electromagnetic interference, and even cosmic
rays. When a qubit decoheres, it loses its superposition and entanglement,
rendering the information unusable. This fragility limits the time available for
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computation and increases the error rate, making large-scale quantum computing
extremely difficult. In addition to decoherence, quantum operations themselves are
prone to errors, both from imperfect gate operations and readout inaccuracies.

To address this, researchers are developing advanced quantum error correction
(QEC) techniques. Unlike classical error correction, which uses simple
redundancy, quantum error correction must protect quantum information without
directly measuring or copying it because doing so collapses the quantum state. This
is achieved using entangled logical qubits made from multiple physical qubits.
Popular codes like the Shor Code and Surface Code are designed to detect and
correct bit-flip and phase-flip errors without destroying the information. However,
implementing QEC requires many more physical qubits per logical qubit, often
hundreds or thousands, dramatically increasing the system size and complexity.
Overcoming decoherence and developing scalable, fault-tolerant error correction
are essential for making practical, reliable quantum computers a reality.

Challenge: Decoherence

Definition: Decoherence is the loss of quantum coherence when a qubit interacts
with its environment.

Causes: Environmental noise, temperature fluctuations, magnetic fields, radiation,
material imperfections.

Effect: Qubits lose their quantum behavior (superposition and entanglement),
leading to errors.

Impact: Limits computation time and makes quantum results unreliable if not
corrected.

Challenge: Quantum Error Correction (QEC)

Problem: Quantum states cannot be copied (no-cloning theorem), so classical error
correction methods don't work.

Solution: Use redundant encoding of quantum information in logical qubits built
from multiple physical qubits.

Popular Methods:
+ Shor Code — Encodes 1 logical qubit into 9 physical qubits.

« Surface Code — Highly fault-tolerant, scalable architecture requiring fewer
operations.
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Complexity: Requires enormous overhead hundreds or thousands of physical
qubits for one logical qubit.

Goal: Achieve fault-tolerant quantum computing that can operate reliably even
with noise and hardware imperfections.

4.10 Real-World Importance and Future Potential

Quantum computing has the potential to revolutionize multiple industries by solving
problems that are impossible for classical computers. In pharmaceuticals, it can
accelerate drug discovery by simulating molecular interactions with unmatched
accuracy, reducing years of research into weeks. In finance, quantum algorithms can
optimize portfolios, assess risks in real time, and detect fraud more effectively.
Logistics and supply chains could be optimized on a global scale, saving billions
through efficient resource allocation. Quantum-enhanced artificial intelligence and
machine learning models promise faster training, better pattern recognition, and
highly accurate predictions. In the field of cybersecurity, quantum communication
using quantum key distribution can ensure unbreakable data security. Similarly, in
energy and climate studies, quantum simulations could lead to breakthroughs in
battery technology, clean energy materials, climate modeling, and disaster
prediction. Looking ahead, the concept of a quantum internet could connect quantum
computers worldwide, enabling distributed quantum computing. Although still in its
infancy, governments, tech giants, and startups are heavily investing in this
technology, which holds the disruptive potential to redefine computing and drive the
next major technological revolution.

Real-World Importance

Healthcare: Molecular modeling for drug discovery, protein folding, personalized
medicine.

Finance: Portfolio optimization, market simulation, fraud detection, real-time
decision making. Logistics: Route optimization, supply chain modeling, dynamic
scheduling.

Cybersecurity: Quantum-safe encryption and secure communication using
quantum key distribution (QKD).

Al and ML: Speeding up training of models, improving pattern recognition,
enhancing data analysis.

Future Potential Quantum Internet: Enables secure, high-speed, global quantum
communication and networking.
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Materials Science: Simulating new materials for superconductors, batteries, solar
cells.

Climate Science: Enhances simulation models for weather, climate, and
environmental changes.

National Security: Protecting critical infrastructure with quantum encryption,
predicting and countering threats.

Economic Growth: Opens new industries, job roles, and research domains with
high innovation potential.
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Unit -5
Applications, Use Cases, and the Quantum Future

Real-world application domains: Healthcare (drug discovery),Material science,
Logistics and optimization, Quantum sensing and precision timing, Industrial case
studies: IBM, Google, Microsoft, PsiQuantum, Ethical, societal, and policy
considerations, Challenges to adoption: cost, skills, standardization, Emerging
careers in quantum: roles, skillsets, and preparation pathways, Educational and
research landscape India's opportunity in the global quantum race .

5.1 Real-world application domains

Quantum technologies are increasingly moving from theory to real-world
application. These technologies exploit principles of quantum mechanics—such as
superposition, entanglement, and quantum tunneling—to perform tasks that
classical systems struggle with or cannot do at all.

Artificial
Intelligence

A 3 Modeling

Logistics Machine
Optimization 1 Learning
10 .
Matural R ’
Language - Financial
Processing o J
Q
(=4

(NLP) ()57 \
Game Changing ! |
Applications , ‘q
of Quantum /
o8 Computing | A
@ 4
(Internet of
Things)

e i ¥ cybersecurity

05

= Digital
06 Banks

o7

Battery
Technology

Drug and
Chemical Research

Fig : Application of Quantum Computing

Here are some real-world applications of quantum technologies, categorized by
field:

1. Healthcare (Drug Discovery & Biomedicine)
e Quantum simulations model molecules and reactions with high accuracy.
o Faster drug discovery, personalized medicine, and optimized clinical trials.

« Used for protein folding, binding studies, and chemical reaction simulations.
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o Companies like IBM, Google, D-Wave, Roche, and AstraZeneca are leading
efforts.

2. Material Science

o Quantum systems simulate matter at the atomic level without
approximations.

« Enables discovery of superconductors, stronger alloys, better batteries, and
solar materials.

o Example: Volkswagen using quantum computing for battery design.
3. Logistics & Optimization

o Quantum algorithms (e.g., QAOA) solve complex problems like route
optimization, supply chain management, scheduling, and forecasting.

o Companies like DHL and FedEx explore quantum solutions for faster, cost-
effective deliveries.

o Airlines and manufacturers benefit from optimized workflows and resource
allocation.

4. Quantum Sensing & Precision Timing

o Quantum sensors detect subtle changes in magnetic, gravitational, and
electric fields with extreme precision.

o Applications: earthquake detection, underground mapping, medical imaging,
non-invasive diagnostics.

o Quantum clocks provide ultra-precise timing — vital for GPS, finance,
secure communication, acrospace, and defense.

« Potential for integration into consumer electronics (smartphones, wearables,
healthcare devices).

5.2 Industrial case studies

IBM
Role
o One of the earliest and most influential players in quantum computing.

o Invested heavily in both hardware development (superconducting qubits)
and software ecosystem building.
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Global leader with IBM Quantum Network, which includes over 200
institutions: universities, research labs, governments, and enterprises.

Committed to open science and transparency, releasing frequent research
papers, patents, and technical updates.

Platform

IBM Quantum Cloud — Provides worldwide cloud access to quantum
processors for researchers, students, and developers.

Qiskit Framework — Open-source software kit for programming quantum
computers; includes simulators, visualization tools, and algorithm libraries.

Qiskit Runtime — Optimized execution environment that reduces circuit
execution time and improves performance through advanced compilation
and error mitigation.

Quantum Composer — A beginner-friendly drag-and-drop tool for
creating circuits without coding.

Hardware Roadmap

2019: Launched IBM Quantum System One, the world’s first integrated
commercial quantum computer with a sleek cryogenic design.

2020: Released Hummingbird (65-qubits) and Eagle (127-qubits)
Processors.

2023: Osprey (433-qubits) — showcased IBM’s scalability and leadership in
superconducting qubits.

Ecosystem Building

Education: IBM Quantum Network, Quantum Composer, open-source
courses, tutorials, hackathons, and research internships.

Collaboration: Partnering with global leaders such as CERN, MIT,
Cleveland Clinic, and Fraunhofer Institute.

Workforce Development: Training the next generation of quantum
scientists and engineers through online certifications and global challenges.

Community Engagement: Hosting IBM Quantum Challenge events
where thousands of participants worldwide learn and experiment on real
quantum devices.
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Google
Breakthrough Achievement

o 2019: Announced quantum supremacy using the Sycamore (53-qubit)
processor performed a random circuit sampling task in 200 seconds, which
would take the world’s best classical supercomputer thousands of years.

o Although the immediate practical value of the task was debated, it was a
landmark milestone proving that quantum hardware could outperform
classical systems on specific problems.

o Demonstrated the feasibility of scalable superconducting qubits and
advanced calibration techniques.

Big Vision
o Goal: Build a fault-tolerant 1 million physical qubit system by the end of
this decade.

o Long-term strategy focuses on scalability, error correction, and
integration with classical HPC systems.

o Roadmap includes incremental improvements in qubit quality (fidelity),
connectivity, and control systems.

« Strong emphasis on industry-wide impact, aiming to make quantum
systems useful for solving real-world commercial and scientific challenges.

Research Strengths

e Quantum AI Campus (Santa Barbara, California):

o State-of-the-art labs focused on quantum hardware, cryogenics, and
fabrication.

o Houses cutting-edge research in qubit calibration, error mitigation,
and scalable architectures.

o Error Correction: Advancing surface codes and developing logical qubits
to achieve reliable, fault-tolerant computing.

o Error Suppression: Techniques like zero-noise extrapolation and
quantum benchmarking to extend useful runtime.

e Quantum Benchmarking Tools: Defining global standards for measuring
quantum processor performance.
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Hybrid Quantum—AI Models

Exploring hybrid systems where classical and quantum computing work
together.

Applications include:
o Neural Network Training : improving speed and accuracy.
o Pattern Recognition : for image analysis and big data problems.
o Data Clustering :optimizing ML model performance.

Envisions Quantum Al as a major accelerator in next-generation machine
learning.

Cloud Integration

Long-term vision: Offer enterprise-level quantum services through
Google Cloud, similar to how HPC and Al services are delivered today.

Developing APIs and cloud infrastructure that allow seamless integration
of classical + quantum resources.

Aims to democratize access so businesses, researchers, and developers can
test and deploy quantum-powered solutions.

Microsoft

Unique Approach

Pursuing topological qubits, a radically different approach compared to
superconducting and trapped-ion qubits.

Based on Majorana fermions, exotic quasiparticles that are predicted to be
naturally resistant to errors.

If successful, topological qubits would need fewer physical qubits to form
one logical qubit, making the system more scalable and energy-efficient.

Though challenging, Microsoft’s bet is that this approach will deliver the
first truly fault-tolerant quantum computer.

Platform & Ecosystem

Azure Quantum: A cloud-based quantum platform that gives researchers,
developers, and businesses access to different quantum hardware vendors
(IonQ, Quantinuum, Rigetti, QCI) via the Azure cloud.
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Offers hybrid workflows that combine Azure HPC, Al, and quantum
simulators, creating end-to-end pipelines for research and enterprise
solutions.

Provides a unified interface so that businesses can experiment now and
later transition to scalable fault-tolerant quantum hardware.

Security Leadership

Microsoft is a leader in post-quantum cryptography, developing
algorithms to protect data against future quantum attacks.

Works with NIST’s Post-Quantum Cryptography standardization
project to identify secure algorithms.

Integrating quantum-safe encryption into Microsoft products (e.g., Azure,
Office 365, Windows).

Research Focus

StationQQ Lab (UC Santa Barbara): Research hub focused on fault
tolerance, hybrid algorithms, and error correction.

Pioneering in quantum software stack design, ensuring future hardware
can be integrated smoothly.

Collaborating with academic institutions worldwide to accelerate
breakthroughs in topological qubits.

PsiQuantum

Distinctive Approach

Pursuing photonic quantum computing — photons as qubits instead of
superconducting circuits.

Unlike most players, PsiQuantum focuses on CMOS-compatible
fabrication, meaning it can leverage existing global semiconductor chip
factories to scale.

Aims to bypass the scaling limits faced by superconducting and trapped-ion
systems.

Hardware Strategy

Developing cryogenic electronics and integrated photonic circuits to
handle billions of photons.
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Focus on fault-tolerant architecture — building logical qubits with
advanced quantum error correction from the start.

Long-term vision: Achieve one million+ qubits, making a utility-scale
quantum computer for practical applications.

Instead of incremental small machines, PsiQuantum aims for a direct leap
to large-scale hardware.

Industrial Partnerships

Collaborating with DARPA, national labs, and semiconductor foundries
to co-develop scalable hardware.

Partnerships with GlobalFoundries to leverage CMOS fabrication at
industrial scale.

Application Domains

Climate Modeling: Predicting atmospheric chemistry and simulating large-
scale climate interactions.

Secure Quantum Networking: Photon-based qubits naturally integrate into
quantum communication systems, enabling quantum internet applications.

Healthcare & Chemistry (future): Simulating molecules, designing
catalysts, and optimizing pharmaceuticals.

Long-term Vision

PsiQuantum’s vision is to leapfrog superconducting and ion-trap
competitors by introducing a scalable, manufacturable design based on
photonics.

Believes the photonic approach offers the fastest path to a fault-tolerant
million-qubit machine, avoiding the scaling bottlenecks of other platforms.

If successful, PsiQuantum could deliver the first practical, industry-scale
quantum computer.

5.3 Ethical, Societal, and Policy Considerations in Quantum
Computing

1. Ethical Concerns

Encryption & Security Risks
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e Shor’s algorithm could break RSA and ECC, exposing banking, healthcare,
and government data.

e Risk of “store now, decrypt later” — hackers may store encrypted data
today and decrypt it once quantum computers are ready.

e Solution: Urgent adoption of Post-Quantum Cryptography (PQC) to
protect digital systems.

Bias in Quantum-Enhanced Al

e [f classical data is biased, quantum systems could magnify discrimination
at larger scales.

e High-stakes areas (finance, law, healthcare) are particularly vulnerable.

e Solution: Enforce ethical Al principles transparency, fairness, and
explainability.

2. Societal Impacts
Inequality & Accessibility

e [f only rich corporations/governments access quantum tech, the digital
divide widens.

e May lead to technological dominance by a few nations.

e Solution: Open-source frameworks (like Qiskit, Cirq), public funding, and
global education initiatives.

Workforce Transformation

¢ Quantum could automate tasks and disrupt traditional jobs.

e New demand for quantum engineers, physicists, cryptographers, and
hybrid AI experts.

e Solution: Curriculum reform, reskilling programs, and industry—academia
collaboration.

Economic Impact

¢ Quantum leadership will shape future economies (finance, pharma,
materials science).

e Risk of tech colonialism if developing countries are excluded.
Environmental Impact

e Quantum systems require cryogenic cooling, specialized labs, and large
energy use.

e Solution: Invest in sustainable, energy-efficient architectures.
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3. Policy Challenges
Global Security & Geopolitics

e Nations view quantum as a strategic arms race (US, China, EU).

e Quantum decryption could compromise global defense and diplomacy.

e Solution: Treaties like nuclear agreements — global quantum security
framework.

Cybersecurity & Cryptography

e Governments and industries must plan migration to quantum-safe
encryption.
e Standardization efforts (NIST PQC project) are underway.

4. Responsible Development
Collaboration is Key

e Requires cooperation between governments, academia, industries, and
civil society.

e Balance scientific ambition with human values (security, equality,
privacy).

Education & Awareness

e Expand access to quantum education programs (universities, online
platforms, open-source tools).
e Ensure developing nations also benefit from quantum knowledge.

Ethical Guidelines

¢ International standards for responsible use of quantum Al and

cryptography.
e Establish quantum ethics boards like in bioethics.

Quantum computing is not just a technological revolution it is a societal
transformation. If developed responsibly, it can accelerate science, medicine,
and sustainability. But without ethical safeguards, inclusive access, and global
policy frameworks, it risks creating inequality, privacy threats, and geopolitical
instability. The path forward lies in responsible innovation, strong
governance, and global collaboration to ensure quantum technology uplifts
humanity as a whole.
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5.4 Challenges to Adoption of Quantum Computing

1. High Cost of Infrastructure

Expensive Hardware: Superconducting quantum systems require dilution
refrigerators to reach temperatures near absolute zero.

Specialized Setup: Needs electromagnetic shielding, ultra-stable power, and
precise control systems driving up both capital and operational costs.

Limited Access: Only tech giants (IBM, Google, Microsoft) and
government labs can afford these investments; small startups, universities,
and developing nations are largely excluded.

Additional Concern: Continuous maintenance costs (cryogenics, error
correction circuits, calibration) further restrict accessibility.

Expansion: Cloud-based quantum computing (IBM Quantum, Azure
Quantum, Amazon Braket) is one way to reduce cost barriers by offering
shared access.

2. Skills Shortage

Multidisciplinary Demand: Requires expertise in quantum physics,
mathematics, computer science, and engineering.

Talent Bottleneck: Very few professionals are fully trained; those available
are quickly absorbed by elite companies and research institutions.

Education Gap: Few universities offer dedicated quantum information
science programs; lack of trainers slows down scaling of learning
Initiatives.

Impact: Slower innovation in hardware, algorithms, and integration.

Expansion:

o Governments (e.g., U.S. National Quantum Initiative, EU Quantum
Flagship, India’s National Mission on Quantum Technologies) are
funding quantum literacy and workforce development.

o Open-source tools like Qiskit, Cirq, and Ocean (D-Wave) help train
new learners.

o Industry—academia partnerships are emerging to bridge the gap (e.g.,
IBM-MIT, Google-UC Berkeley).
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3. Lack of Standardization

o Fragmented Ecosystem: Different qubit technologies (superconducting,
trapped ions, photonics, topological) each use unique control systems,
programming tools, and error correction methods.

o Software Incompatibility: Programs written for one platform rarely work
on another.

o No Universal Benchmarks: Makes it difficult to objectively compare
platforms or guide investments.

o Integration Issues: Lack of standardized interfaces between hardware,
middleware, and applications hinders scalability.

o Expansion:

o Efforts are underway: Quantum Intermediate Representation
(QIR) and OpenQASM are early attempts at common standards.

o International groups like IEEE Quantum Initiative and NIST PQC
project are working toward benchmarking, cryptography standards,
and interoperability.

4. Path Forward
o To achieve widespread adoption, the following must be prioritized:
o Democratizing Access : expand cloud-based quantum services.

o Education & Workforce Training :build large-scale quantum
literacy programs.

o Global Standardization :establish shared frameworks for hardware,
software, and security protocols.

o Ifaddressed, quantum computing can shift from experimental labs to
commercial impact in healthcare, finance, energy, logistics, and Al.

Quantum computing faces three core adoption challenges high costs, workforce
shortages, and lack of standardization. Overcoming these requires
collaboration among governments, academia, and industry to reduce
infrastructure barriers, train a quantum-ready workforce, and build universal
standards that ensure compatibility and scalability.
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5.5 Emerging careers in quantum : roles, skillsets, and preparation
pathways

1. Key Roles in Quantum Careers

Quantum Software Developer:Designs and implements algorithms for quantum
computers using frameworks like Qiskit, Cirq, PennyLane, and Q#. Works on
applications such as cryptography, optimization, Al, and chemistry. Collaborates
with hardware teams to ensure algorithms run efficiently on real quantum devices.
Bridges theoretical programming with practical execution.

Quantum Hardware Engineer:Builds and maintains quantum systems including
superconducting qubits, trapped ions, and photonic chips. Requires expertise in
cryogenics, nanofabrication, and quantum control electronics. Ensures low
decoherence and stable qubit operation. Supports scaling quantum devices for
commercial and research use.

Quantum Algorithm Scientist / Researcher:Develops new quantum algorithms,
error correction techniques, and fault-tolerant systems. Focuses on optimization,
simulations, quantum chemistry, and Al acceleration. Works in academia, R&D
labs, and corporate research. Publishes research and collaborates globally to
advance quantum knowledge.

Quantum Information Scientist:Specializes in quantum communication,
cryptography, and entanglement-based protocols. Works on quantum key
distribution and teleportation. Contributes to the development of the quantum
internet and post-quantum security systems. Ensures secure information transfer in
quantum networks.

Quantum Systems Integrator:Connects quantum hardware, software, and
middleware for smooth system operation. Ensures hybrid classical-quantum
workflows function efficiently. Bridges the gap between algorithm design and
deployment. Supports enterprise and research quantum applications.

Quantum Cybersecurity Analyst:Prepares systems for the post-quantum era by
implementing quantum-safe encryption. Assesses vulnerabilities in classical
cryptography. Ensures security of sensitive data in finance, healthcare, and
government. Mitigates risks posed by future quantum computers.

Quantum Data Scientist:Uses quantum algorithms to analyze big data and
optimize predictions. Bridges quantum computing with Al and machine learning.
Works in drug discovery, materials science, logistics, and finance. Extracts insights
beyond classical computing capabilities.
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2. Essential Skillsets
Theoretical Knowledge
o Quantum mechanics, linear algebra, probability, and information theory.

o Understanding of entanglement, superposition, quantum gates, and
circuits.

Programming Skills
o Classical programming: Python, C++, MATLAB.
o Quantum programming: Qiskit, Cirq, PennyLane, Q#.

o Familiarity with quantum simulation environments and hybrid classical-
quantum systems.

Hardware & Engineering Skills
« Electrical engineering, optics, cryogenics, nanotechnology.

» Hands-on experience with quantum control systems, qubit calibration,
and decoherence management.

Research & Analytical Skills
o Quantum error correction, algorithm design, simulation modeling.

« Ability to analyze quantum experiments, interpret results, and optimize
performance.

Soft Skills
» Problem-solving, adaptability, interdisciplinary collaboration.

o Communication and project management for team-based quantum
projects.

o Creativity for designing novel applications in emerging quantum domains.
3. Preparation Pathways
Formal Education

o Degrees in Physics, Computer Science, Mathematics, or Electrical
Engineering.

o Advanced studies: Master’s or PhD in Quantum Computing, Quantum
Information, or Quantum Engineering.
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Online Learning & Self-Learning
o Platforms: edX, Coursera, MITx, QuTech Academy.

o Company resources: IBM Quantum, Microsoft Quantum, Google Cirq
tutorials.

o Tutorials on quantum simulation, programming, and algorithm design.
Hands-On Experience
o Platforms: IBM Quantum Experience, Azure Quantum, Amazon Braket.

« Participate in hackathons, developer bootcamps, internships, and open-
source projects.

o Practice building quantum circuits, testing algorithms, and simulating
real experiments.

Networking & Community

o Join quantum computing communities, forums, research consortia, and
meetups.

o Collaborate with academia, startups, and industry projects to stay
updated.

4. Future Outlook
Industry Demand

« Rapidly growing need in finance, healthcare, logistics, energy, Al,
defense, and cybersecurity.

o Emerging cross-disciplinary roles combining quantum + Al, quantum +
cybersecurity, or quantum + data science.

Workforce Development
o Lifelong learning is essential due to fast-evolving technology.

« Governments and private companies are investing in quantum education
and training programs.

Career Opportunities

o Multiple paths: Research, software, hardware, data science, product
management, and cybersecurity.
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» Opportunities for startup innovation, consulting, enterprise integration, and
teaching.

Global Impact

o Quantum experts will contribute to solving complex problems beyond
classical computing.

o Roles critical for advancing drug discovery, climate modeling, secure
communications, and material science.

Interdisciplinary Collaboration

« Success in quantum careers requires physics, computer science,
mathematics, and engineering knowledge.

» Collaboration across academia, industry, and government research labs is
increasingly important.

5. Emerging Trends and Additional Insights

Hybrid Quantum-Classical Systems:Many solutions will integrate quantum and
classical computing, requiring new roles in system integration.

Quantum Startups:Startups focus on photonic, trapped-ion, superconducting,
or topological qubits, offering unique career opportunities.

Global Workforce Initiatives:Programs like IBM Q Network, Microsoft Quantum
Network, and Google Quantum Al aim to expand the talent pool globally.

Skill Evolution:Emphasis on problem-solving, critical thinking, and
interdisciplinary collaboration as technologies evolve.

5.6 Educational and research landscape — India's opportunity in the
global quantum race

Government Initiatives

o National Mission on Quantum Technologies & Applications (NM-QTA)
launched with 8,000 crores (~$1 billion USD).

o Supports research, innovation, and commercialization in quantum
computing, sensing, and communication.

« Encourages collaboration between academic institutions, government labs,
and the private sector.
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Focuses on building quantum infrastructure, promoting startups, and
creating skilled manpower.

2. Academic and Research Strengths

Leading institutes: IISc Bangalore, IIT Bombay, IIT Delhi, IIT Madras,
IIT Kharagpur, TIFR.

Research areas: quantum algorithms, quantum key distribution (QKD),
quantum error correction, quantum optics, and quantum materials.

Government labs like DRDO, ISRO, DST partner with universities to
establish specialized quantum labs.

India has started publishing significant quantum research papers and filing
patents in areas like quantum cryptography and simulation.

3. Educational Initiatives

Universities are incorporating quantum modules into engineering and
physics curricula at undergraduate and postgraduate levels.

Quantum Computer Simulator Toolkit (QSim) helps students and
researchers simulate quantum algorithms without access to physical
quantum hardware.

Online courses and workshops by institutions like I1Sc, II'Ts, QuTech, edX,
Coursera support skill-building.

Hackathons, fellowships, and internships are encouraging hands-on
experience and industry exposure.

4. Industry Engagement and Startups

Indian IT companies like TCS, Infosys, HCL, Wipro are exploring
quantum applications in optimization, Al, finance, and logistics.

Startups are emerging in quantum software, cryptography, and
simulation platforms.

Opportunities exist for public-private partnerships (PPP) to commercialize
academic research.

Industry collaboration can accelerate development of real-world applications
and infrastructure.
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5. Challenges

Talent Gap: Shortage of trained faculty, researchers, and engineers
specializing in quantum technologies.

Infrastructure Gaps: Limited access to high-fidelity qubits, quantum
processors, and fabrication facilities.

Global Competition: Countries like the US, China, Canada, and EU are
investing heavily in quantum research and commercialization.

Standardization & Integration: Need for frameworks to integrate quantum
solutions with classical systems and industry workflows.

6. Strategic Opportunities and Future Outlook

India can focus on quantum software development, theoretical quantum
research, cryptography, and simulation technologies.

Potential applications include secure communications, national defense,
precision medicine, logistics optimization, and energy efficiency.

International collaborations can provide access to platforms, funding, and
advanced expertise.

With a strong IT industry, scientific talent, and policy support, India has the
potential to become a global quantum innovation hub.

Developing quantum-literate workforce and investing in education,
research, and infrastructure will be key for leadership in the global quantum
race.




